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1 Introduction

In systems based on Microcontrollers (MCUs) or System-on-Chip (SoC), errors often appear in the development
phase. These errors must be diagnosed and removed. The basic way to debug the system is to use a
breakpoint, step through the code, and inspect the memory state using a memory and register viewer. If the
error occurs only in some specific conditions, this kind of debugging is not sufficient. The tracing components
are dedicated hardware and they collect data from the core/buses. Tracing enables you to find instructions that
were executed before the application code crashed. It is also possible to inspect how often a part of memory is
read/written or the time duration of certain functions can be inspected.

Instruction trace

record [run |address cycle data symbol
165 for { regvar = 0; regvar < 5 ; regvar++ )
adds rd ,#0x1
cmp rd , #0xd4
L ble 0x 20000674
lae r mstaticl += regvar*autovar;
Tdr r3,[r7,2#0ux4]
. . M 7 3
void MyFunc (void) Tdr :EZE;éEgccecc
{ Tdr ri,[r3]
uint32 t Varl; add ri,r3,r2
uint32 t Var2 = 2; ldr r2,0x200006C0
- str ri,[r2]

uint32 t Var3 = 3;

Data trace
for(u1nt8_t i=0; i<10; i++) record |run |address cycle data symbol
{ -0000000199 T:2000139C exec m_thumb_11_v7m'\s1eve\main+0x8C
_ w3 strh rz,[r3]
Varl = Varl + VarZ*i; -0000000194 D:200022B4 wr-word 3228 ..e_ram_thumb_ii_v7m\sieve\plotl
} —— TRACE ENAEBLE
! -0000000190 T:20001390 exec .m_thumb_ii_v7m's1ieveimain+0x80
ldrh r3,[r3]
-0000000185 D:200022B4 rd-word 3228 ..e_ram_thumb_ii_wv7m\sieve\plotl

Figure 1. Types of information from trace components - instruction flow and data flow

The main advantage of tracing against usual means of debugging is that it is nonintrusive. That means that
this dedicated hardware does not influence the application running on an SoC, so real conditions can be met.
In usual debugging, the code is stepped and then the whole chip is stopped from running. Tracing can be
understood as an advanced means of debugging.

Trace 0xFFAB2D
4)
ARM source #17) trace External o
core Trace |»| sink tool Desktop application
source #2
i.MX RT1180
record |run |address cycle |data symbol
165 for ( regwar = 0; regvar < 5 ; regvar++ )
adds r4,#0xl
cmp rd , #0x
L ble 0%20000674

Figure 2. General trace data flow
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2 Tracing capabilities on i.MX RT1180

Trace data are generated in trace source components. The trace components have registers for configuration
and can be accessed via the Advanced Peripheral Bus (APB). Data are then sent in a specific format through
the Advanced Trace Bus (ATB) and its components to the trace sink. The data can be read from the trace

sink. On the PC site, data are decoded and visualized in a readable format in a trace desktop application.

In this application note, the Lauterbach TRACE32 is used, but desktop applications from other vendors are
available on the market. There is an important difference between i.MX RT1170 and i.MX RT1180. i.MX RT1180
is missing a parallel TPIU port, so the trace data cannot be streamed directly to the device. Figure 3 shows the
block diagram of trace components of the i.MX RT1180 for the dual-core variant. For the single-core variant,
there is no difference from a programmer's perspective.
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Figure 3. Block scheme of trace components on i.MX RT1180

Trace source: Trace source is the component that generates trace data.

* Embedded Trace Macrocell (ETM)
* Instrumentation Trace Macrocell (ITM)
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» Data Watchpoint and Trace (DWT)
Trace sink: Trace sinks are the endpoints for trace data.

* On-chip trace sink: The trace data are stored in the dedicated on-chip memory or redirected to the system
memory. Then the debugger can read the trace data via a debug interface.

— Embedded Trace Router (ETR)
— Embedded Trace FIFO (ETF)
» Off-chip trace sink: The trace data are streamed to the trace tool through a physical interface.
— Serial Wire Output (SWO)
— Trace Port Interface Unit (TPIU)

Trace link: The trace link is a component that links the trace and non-trace components together.

» Trace funnel: The trace funnel combines multiple ATBs into a single ATB.

Replicator: The ATB replicator enables two trace sinks to be wired together and to operate from the same
incoming trace stream.

Bridge: The ATB asynchronous bridge enables the data transfer between two asynchronous clock domains.

* Cross-trigger network: It consists of a Cross-Trigger Interface (CTIl) and Cross-Trigger Matrices (CTMS). The
CTI can send triggers between trace components.

Timestamp generator: The timestamp generator is a simple counter that generates timestamps. This allows for
a later alignment of trace information.

2.1 Embedded Trace Macrocell (ETM)

This trace component permits the instruction trace and the data trace. However, in the i.MX RT1180
implementation, it permits only the instruction trace. This means that the value of the Program Counter (PC) is
periodically sampled. The ETM can also insert timestamps into trace data. This means that the function can be
measured from a time perspective. To generate timestamps, the ETM uses a system counter.

Note: The maximum frequency of this counter is 24 MHz. The DWT/ITM timestamp counter runs at the core-
clock frequency.

2.2 Instrumentation Trace Macrocell (ITM)

The following three sources can generate data for the ITM:

» Software trace: printf-like debugging. Writing to the stimulus register of the ITM initiates the emitting of a
packet.

* Hardware trace: The DWT generates packets and the ITM emits them.
* Time stamping: Timestamps are generated relative to a packet.

2.3 Data and Watchpoint Trace (DWT)

This trace component provides watchpoints, data tracing, and system profiling for the processor. The DWT also
includes comparators that can compare user predefined values with these real-time values:

* Data address

* Instruction address
* Data value

* Cycle-count value
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3 Tracein lAR

The following sections explain how to set and use some useful trace components in the IAR EW with the J-Link
debugger. The code examples are provided. By executing the steps in the following sections, these examples
can be also used in other development tools.

i.MX RbT1120 EVK | USB power AR EW
oart
—>
MIPI-20
N Debug
yinterface usB

JLink debugger [«

Figure 4. Configuration for the demonstration in IAR EW

3.1 Using DWT cycle counter

The DWT cycle counter is a free-running 32-bit cycle counter. This counter is incremented on each cycle of the
core clock. When the counter overflows, it wraps to zero. The event triggers are derived from this counter; for
example, the trigger for PC sampling. If the SysTick timer is not available or already utilized, it can also be used
to measure the time of functions, data transports, and so on.

1. Enable the clock for trace components:
* CLOCK EnableClock (kCLOCK Cstrace);

2. Enable the trace in the debug exception and in the monitor control register:
®* CoreDebug->DEMCR |= 0x01000000;

3. Enable the DWT in the DWT CTRL register:
* DWT->CTRL |= 0x00000001;

4. Reset the DWT counter by writing zero to the CYCCNT register:
* DWT->CYCCNT = 0;

5. Read the actual CYCCNT register value:
* cycleCnt = DWT->CYCCNT;

6. The cyclecCnt stores the number of core cycles between the two events by setting CYCCNT to zero and
then reading the CYCCNT value.

3.2 Using Serial Wire Output (SWO)

The SWO is an extension to the SWD. The SWO is an additional pin to the SWD interface that allows the
target core to send data to the master system (a computer running an IDE). The pin is unidirectional, so the
data can be only sent in one direction (from the core to the host computer). The SWO supports two data
formats (NRZ and Manchester encoding). The SWO can be used to record the function/interrupt entry and exit,
periodic PC sampling, event notification, variable/memory changes over time, and sending messages. The last
mentioned use case is an alternative to using UART when debugging the code, because you can use the ITM
to send a string to the SWO. The ITM supports up to 32 stimulus ports. The SWO is more suitable for sending
messages via the ITM than sending the trace data (like ETM), because it is a single-wire interface with no big
data throughput, which can lead to a potential overflow (see Figure 5).
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SWQ Trace

OXESHQE B [ |

Index SW0 Packet  Cycles Ewvent Value Trace Comment
Fimain_1

ozoio2 173C37FEDF 49452 FC Ozffe'373c CHP W RO. #4000

020103 70 49452 QOVERFLOW

?main_1
020104  173C3ITFEQF 49452 B Oxffe'373c CHP. T RO, #4000

??main_1
020105  173C37FEQF 49452 BC Oxffe’'373c CHP .U RO, #4000

Figure 5. IAR IDE displaying trace information from DWT over SWO and OVERFLOW packet due to SWO
bandwidth limitation

3.2.1 ITM sending messages

Using the ITM to send debug messages has the following advantages:

* |t preserves the SoC resources, because the target application may use all UARTSs.

* The ITM is less intrusive, because you only write data to the ITM stimulus register and you do not need to
handle UART functions.

* The UART functions occupy space in the RAM/FLASH memory.

The following steps explain how to set the ITM to send strings via the ITM stimulus port 0. To use other ports (in
step 3), the port must be enabled and the PrintChar/PrintString functions must be modified to have the
channel number as the input parameter.

1. Enable the clock for SWO and trace components:
* CLOCK EnableClock (kCLOCK Csswo) ;
* CLOCK EnableClock (kCLOCK Cstrace);
2. Enable the trace in the debug exception and in the monitor control register:
* CoreDebug->DEMCR |= 0x01000000;
3. Set the ITM stimulus port (in this example, the stimulus port 0 is set):
e ITM->ENA = Ox1;
4. Select the encoding (NRZ/Manchester):
* SWO->SPPR = 0x0;
5. Select the clock divider for the SWO.

SWO_ACPR = 23; // Divisor for TRACECLKIN is Prescaler + 1

6. Setthe ETF:

ETF->FFCR = 0x0; // Set the ETF in the normal mode

ETF->MODE = 0x2; // Hardware mode to drain the trace data on the
ATB bus

ETF->BUFWM = 0x0; // Set Buffer level Water Mark

ETF->CTL = 0Ox1; // Enable the trace capture

ETF->FFCR = 0x1; // Enable the formatter

void SWO_PrintChar (char c);

7. Use these functions for printing messages:
¢ The following function writes one character into the stimulus register:

void SWO_PrintChar (char c)

{
/* Wait until STIMx is ready, then send data */
while ((ITM STIM 0 & 1) == 0);
ITM STIM 0 = c;
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}

 The following function prints a string using the PrintChar function:

void SWO PrintString(const char *s);
{
/* Print out character per character */
while (*s)
{
SWO_PrintChar (*s++);
}

To view the data from the ITM stimulus port, the channel must be enabled, as shown in Figure 6. The setting
can be done in the "JLink->SWO Configuration" menu.

ITM Stirnulus Paorts

X 3 24 23 16 15 8 7 i}
Enabled ports: OO T I T T I T[T T T T T[T ITT1T14

il 24 23 16 15 8 7 0
To Teminal /0 windaws: [TTTTTT [TTTTTTICTTIITTITIITITITTIT M

ToLog File: il 24 23 16 15 a7 i]

[$PROJ_DIR$NTM log | [

Figure 6. Enabling stimulus port 0

Terminal |/ v 0 X
Output; Luog file; O
Hello from SWoOI ~

Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI
Hello from SWO!
Hello from SWoOI

Figure 7. Printing messages via ITM from code to IAR terminal

4 Lauterbach tool

The principle of setting trace peripherals in tools from other vendors is very similar. The behavior of the
Lauterbach environment is set by a script file or in the user interface of the TRACE32 program. This application
note explains the basic settings of trace components in the TRACE32 user interface for a better illustration

on how to use these trace components. Simple trace use cases can be set in the user interface. For a more
specific use case, it is recommended to write your own script and see the Lauterbach General Commands
Reference Guide for the particular commands.
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WinCLEAR

{ initialize and start the debugger
RESet

SyStem,CPU_IMXRTLLB7-CM33

5YStem. CONEIG. DEBUGPORTTYPE SWD
SYStem.Option DUALPORT ON

Svstem. JtagClock 10MHz
Trace.DISable

SvStem. Up

i Init ECC SRAM
Data.Set 0x20000000++0x1FFFF %Long 0x0

; Toad demo_program (uses internal RAM on
1F "

Data.LOAD. E /sieve_ram_thumb_ii_v7m. e1f"

{ initialize ONCHIP trace (ETF, ETM, ITM)
Data.Set ASD:0x44460010 HLong DyXXXXoOOXXXXO0OOOKKOBMKNXI000L

Trace.METHOD Onchip

Trace. TraceCONNECT ETF
Trace.AutoInit ON
ITH.DataTrace CorrelatedData
TTM. ON

ETH. Trace ON

ETM.COND ALL

ETH. ON

; SRC_GENERAL.SCR[BT_RELEASE_M7] = 1

; start program execution
Go.direct mai
WAIT ISTATE.RUNQ

; open some windows

WinCLEAR

Mode. H11

WinPOS 0. 0. 116. 26.

List.auto

WinPOS 120. 0. 100. 8.

Frame. view

WinPOS 120. 14.

\Var.watch

\var. Addwatch %SpotLight ast flags
120. 25.

ace.
WinPOS 0. 32.
\Var.DRAW %DEFault sinewave

ENDDO

Figure 8. Example of script file for Lauterbach

This section explains the basic operation of the i.MX RT1180 trace peripherals using Lauterbach with yTrace
and running a demo project from Lauterbach. The instructions go step by step and the most important settings
are explained. Before starting, download and install the TRACE32 tool from Lauterbach. Open the TRACE32
program and perform the following steps:

i.MX RT1180 EVK | USB power
board <

MIPI-20

N\ Debug
interface UsB

Lauterbach
uTrace

<&
<

TRACE32

T—Power adapter

Figure 9. Configuration of Lauterbach TRACE32 tool

AN14211

All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note

Rev. 1.0 — 10 December 2024 Document feedback

8/20


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14211

NXP Semiconductors AN 1 421 1

How to Utilize Trace Components on i.MX RT1180

PR T325tart v2.5.24* - m| X
v -] Configuration Tree
> ) Settings Stat
~{3] Configuration Add.
Delete
o
|: QW
Instances...
Information...
Save and Exit
Save
Help
Figure 10. Step 1
BB T32Start V2.5.24 * — O X
v (3 Configuration Tree
> 3 Settings Start
@ Copfny Add
& Add = Podbus Device Chain
[> Start Ctrl+S | [ MicroTrace Delete
File P & MCI Server Up
Clipboard 4 Simulator Down
(1] Create Config Files GDB Debugger
(J] Export Linux Config Files ... Host Process Debugger e
[#]  Create Start Link ... MCI Lib Debugger Information...
Select ltem by ID ... EN Serial Rom Monitor Save and Esit
ﬂ Delete B0 Start Arbitrary Program
i Clear Subitems Note S
Setup » URL Help
Figure 11. Step 2
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B T325tart v2.5.24 * — O X
v (3] Configuration Tree
» 1 Settings Start
v 7] Configuration Add
by @ 1: MicraT rarse
% Add N PowerView Instance Delete
[= Start Ctrl+5S B Start Arbitrary Program Up
File »
I:" own
Clipboard 4
Create Config Files Instances...
Export Linux Config Files ... Irfoiroatior
[#] Create Start Link ...
Save and Exit
Select Item by ID ...
m Delete Save
i Clear Subitems Help
Setup 4
Figure 12. Step 3
PR T325tart vV2.5.24 - ) X
v -3 Configuration Tree
> -] Settings Start
v 31 Configuration Add
v [ 1: MicroTrace '
@ ConnectionType: USB Delete
> ) USB Settings
v a 1: PowerView Instance Up
i@ Target: Cortex-M Down
> -3 Advanced Settings o
Instances...
Informatior...
Save and Exit
Save
Help
Figure 13. Step 4
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I\ TRACE32 PowerView for Cortex-M
File Edit View Var Break Rur

Mew Script
Edit Script...
ﬂ; ChangeDir and Run Script...
#3 Search for Script...
Automatic Scripts on Startt >

Figure 14. Step 5

Note: By clicking the "Edit Script" option, you can inspect and modify the script code.

Open the ..\T32\demo\arm\hardware\imxrt folder. This folder contains other folders for a corresponding
SoC from the RT 4 digit family. Because this application note is focused on i.MX RT118x, these two folders are
important: imxrt1181 for the 144 single-core variant and imxrt1187 for the multi-core variant. Navigate to
the imxrt1187-cm33 folder. You can derive some information from the name of the demo scripts:

* If the script name includes an ETF, the trace data are stored in the ETF (dedicated SRAM memory for trace).
* If the script name includes ETR, the trace data are stored in the on-chip RAM memory, because ETR has the
AXI master interface.

Now, the demo project is stopped at the start of the main () function.
B.List.auto:

* This window shows the actual position of the executed program. This window is similar to the development
IDE. Control the program using the "start/pause program" or "step through the code" buttons.

Trace.List:

* This window shows the history of the executed instructions.
Var.Watch:

* Inspect the values of variables in this window.

B.Var.Draw:

* This window displays the contents of an array or a structure element graphically. In this demo, it is the
sinewave array. To visualize the variable over time, use var.PROfile.
* You can also set the method how the Lauterbach tool reads the memory. This setting can be done in the
"CPU -> System Settings" menu.
— MemAccess:
— DAP: The data is read by the CoreSight memory access port in runtime.
— StopAndGo: The program execution is shortly stopped so that the memory can be read.
— Denied: Both accesses mentioned above are denied.
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Figure 15. Default view of TRACE32 for ETF trace demo

You can run the program by clicking the "Go" button. The tracing is started simultaneously by clicking the "Go"
button if AutoArm is enabled. Now we look closer on the setting trace component in the "Trace->Configuration"
menu.

— METHOD
® Onchip Analyzer (O CAnalyzer () Hanahyzer Integrator () Probe IProbe  (OLA
ClProbe (O ART (O LOGGER  (O) SNOOPer (O FDX (O NONE
[ state — used — ACCESS — TDelay
O Disable | o ~ [ [[e | 4F Tonchip |
(®) OFF 4096, 0% v ¥ TRACEPORT
O Arm —SIZE — CLOCK aTPIU
(O TRIGGER [ 40ss. |1 || [~ TraceCONNECT 2 EM
O break [ETF1 ~| &
— Mode — Mode ETF1 @) BMC
— commands ® Fifo [ sLave
@it ||| OStack
Tp&hm Leash
EE STREAM
[ AutoArm LeashSTREAM
[ Autolnit

Figure 16. Setting window for trace
Method:

You can set how the trace data are obtained and where the trace data are stored. For this example and for i.MX
RT1180, the on-chip method is the most suitable. Some examples of methods are as follows:

* On-chip: The trace data are saved in the on-chip trace buffer/memory.

e CAnalyzer: The trace memory is provided by the TRACE32 tool (suitable for devices with TPIU).

* Snooper: This method enables you to gain runtime information with just a debugger. It reads out information
such as memory/variable contents, the program counter, or other system information while the program is
running.
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Note: There are more methods available. For more details, see the Lauterbach documentation.
Mode:

You can choose between the FIFO or Stack modes. This represents how the trace data are stored in the
memory. If the Stack mode is set, the trace data are stored chronologically until the memory is full. If the FIFO
mode is set and the memory is full, the oldest data are rewritten by the newest data, so it acts like a circular
buffer.

TraceCONNECT:

It sets the destination of data. If ETF is set, the trace data are stored in a dedicated 4 kB SRAM trace memory.
If ETR is set, the trace data is sent via the AXI interface to the on-chip memory, which allows to allocate more
memory space.

In the right part of the "Trace" window, there are buttons to set the trace components - TPIU, ETM, ITM, and so
on.

TPIU:
In this window, you can set the SWO as a trace sink and output the trace data through this interface.
¢ B:TPIU = (= ==
tpiu Portsize SyncPeriod state
OFF SW L] e SERVIEWER
OM PortMode MName: SWao
MNRZ w Source: ETF1
commands SWVPrescaler Destination:  not selected
& CLEAR
™ Register
TRACEPORT
&Trace
4 List
Figure 17. Setting window for TPIU

ETM:

In this window, you can set the ETM. More detailed information about the ETM, such as its version, number
of comparators, and so on are in the resources. By clicking the "Advanced" button, the additional settings for
the ETM appear. Tracelnclude configures the ETM to generate a program trace only for the specified address
range(s). The TraceExclude works in a different way.
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¢ B:ETM
etm control trace TimeMode
() OFF ] Trace [Jeec OFF ~
® ON ] LPOVERRIDE ] RetumsStack CyckCountTheshold
[~] ATETrigger [ITimeStampsTrace
commands [ CycleAccurate
RESet trigger [CJsTALL CLOCK
© CLEAR COND |:|
" Register on/off ALL ~
&Trace [ TimeStamps
A2 TPIU level TimeStampCLOCK
counter

Figure 18. Setting window for ETM

(=& ]
TESOUrCes
AComp:  0+4.
DComp: O
CComp: O
Counter: (R
Seq: Mo
Extln: 4.
ExtinBus:  0/4.
ExtOut: 2]
SShot: 1.
Resources: 4,
Version: 40

% advanced

In the "COND" menu, you can set if the ETM emits the information about the execution of the following
conditional non-branch instructions:

* OFF: The conditional instruction tracing is disabled.
* Loads: The conditional load instructions are traced.
» Stores: The conditional store instructions are traced.
* LoadsAndStores: The conditional load and store instructions are traced.

ALL: All conditional instructions are traced.

In the "TimeMode" menu, you can set the source of the timestamp. You can see the order of functions and also
the duration of each function.

! BiiTrace.Chart.sYmbol

=2 e

B Setup... || #if Groups..|| 38 Config..

.000us
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-500.000us
1

3 Goto.. | #3Find..

-400.000us
I
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*0¢ Out || {31 Full
-300.000us
1

-200.
I

000us

-100.000us 0.

C(other) &) .
init_Tinked_Tist: m

maings| w0

Funcd iy L

Func3gy N

Funcs iy L

Funcery o

__aeabi_fmul§ o
Funcrid| ol
__aeabi_dmulgy n

Funcagy

Funca iy Coom
| |
]

Funcl iy

funclogy

Funcllgy

funcl3iy

Funcl4iy

funcls iy

FfuncléRy

funcl7 iy

Ffuncl8Ry
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func20Ry

func2liy

func22gy
func23iy

Tunc245y

func2s iy
func26Ry

func2siy

encodeiy

substRy

sievef
test_cond_instri;
WatchdogTrigger i
Funczgy

func2afy
funczbi
Func2ciy
__aeabi_iz2dgy
—adddf 34y
__aeabi_dempltQy
_—aeabi_cdcmpeq
__cmpdf2Ry
Func2diy

Figure 19. Function duration using timestamping in ETM

By clicking the "List" option, you can inspect the order of instructions. By clicking the "Config..." button, you can
add or remove the columns that have additional information.
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i| Bu:Trace.List EI@
(& Setup... | 38 Config...|| [} Goto.. | FjFind.. | fyChart | B Profile | M MIPS & More X Less
record |run |address cycle |data symbol ti.back |
s rl,rl,20x0C ~
mowv rl2,#0x1 0 _
orr rl,rl2,rl,lsr #0x0C =
-0000000044 T:2000177A ptrace .mb_ii_v7myGlobal'__adddf3+0x6A 0.250us :
rshs ro,
she.y
tst
orr
-0000000042 T:2000178E ptrace .mb_ii_v7m\Globaly_adddf3+0x7E 0.292us
rshs r2,r2,#0x0
she. r3,r3,r3, sl #0xl
teq r4,r5
-0000000038 T:2000179C ptrace .mb_11_v7m\Global_adddf 3+0x8C 0.167us
suk r4,r4, #0xl
Figure 20. Trace list for ETM

ITM and DWT:

Through ITM, you can send the debug print£-like messages. The ITM also encapsulates the DWT data and it
is controlled through the ITM window. The ITM provides data and address comparators and also a PC sampler.
The DWT can emit the PC value at specific intervals, which can be set in the "PCSampler" drop-down menu.

22 BT
itm
O OFF
@ ON

commands
RESet
& CLEAR
™ Register
& ITMTrace
TRV
£ List
) BMC

Figure 21. Setting window for ITM

[ [E ] ]
trace TimeMode SyncPericd
[ InterruptTrace OFF v I:I
[]ProfilingTrace CyclePrescaler TracelD
DataTrace 11 s AUTO
Comelatedlats DCycleAccurate 7.

PCSampler CLOCK TracePriority
o ]| || ||z |
TimeStampMode
ALL ~
[ TimeStamps
TimeStarmpCLOCK
]

In the following example, the DWT comparator is set to generate trace only if a specific address is accessed.
In the "DataTrace" drop-down list, select the "Data" option. Then go to "Break->Set" and write the name of the
expression or its address to the "address/expression" field. It is also possible to select the type of access, so
the trace data can be emitted, for example, only if it is written to the location. The "action" field is set to the

"TraceData" option.
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& B:Break.Set — O *
address / expression

| plot1 “| [ & |0 O
type options method

() Program []E¥clude ] Temporary auto ~
(@ ReadWrite I MoMark [ DIsable action

(_) Read [ DeleteHIT [ DIsableHIT TraceData  ~
() Write DATA

| | w % advanced
Add Delete Cancel
Figure 22. Settings for data access tracing

Figure 23 is the result of this tracing and it shows accesses to the memory location of the plot1 variable. The
"cycle" column shows information about the type of access. The "data" column shows the value of the data that

were manipulated.

Figure 23. Trace information about accesses to specific memory location

BxlTMTrace.List = =
B Setup...| 38 Config-| [ Goto..| #3Find.. | flChart | Bl Profile | B MIPS | 4 More | X Less
record |run |address cycle |data symbol |
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-0000000158 D:200022B4 rd-word 0870 .e_ram_thumb_ii_v7m\sieve\plotl .,
-0000000152 D:200022B4 wr-word 08AC .e_ram_thumb_ii_v7mi\sieve\plotl
-0000000147 D:200022B4 rd-word 08AC .e_ram_thumb_ii_v7misieveplotl ™
-0000000140 D:20002264 wr-word 08E8 .e_ram_thumb_ii_vimisieve\plotl
-0000000135 D:200022B4 rd-word 08E8 .e_ram_thumb_ii_v7misieve\plotl
-0000000128 D:200022B4 wr-word 0924 ..e_ram_thumb_ii_v7misieve\plotl
-0000000123 D:200022B4 rd-word 0924 .e_ram_thumb_ii_vimsieve\plotl
-0000000117 D:200022B4 wr-word 0960 .e_ram_thumb_ii_v7misieve\plotl
-0000000111 D:200022B4 rd-word 0960 .e_ram_thumb_ii_v7mi\sieve\plotl
-0000000105 D:200022B4 wr-word 099C .e_ram_thumb_ii_v7misieve\plotl
-0000000100 D:200022B4 rd-word 099C .e_ram_thumb_ii_v7misieve\plotl
-0000000093 D:200022B4 wr-word 0908 .e_ram_thumb_ii_v7misieve\plotl
-0000000088 D:200022B4 rd-word 0908 ..e_ram_thumb_ii_vimsieve\plotl
-0000000082 D:200022B4 wr-word 0414 .e_ram_thumb_ii_vimsieve\plotl
-0000000076 D:200022B4 rd-word 0A14 .e_ram_thumb_ii_v7mi\sieve\plotl
-0000000070 D:200022B4 wr-word 0A50 .e_ram_thumb_ii_v7mi\sieve\plotl
-0000000064 D:200022B4 rd-word 0AS0 .e_ram_thumb_ii_v7misieve\plotl
-0000000057 D:200022B4 wr-word 0ASC .e_ram_thumb_ii_v7misieve\plotl
-000000005 2 D:200022B4 rd-word 0ABC ..e_ram_thumb_ii_v7misieve\plotl
-0000000045 D:200022B4 wr-word 0ACS .e_ram_thumb_ii_vimisieve\plotl
-0000000040 D:200022B4 rd-word 0ACE .e_ram_thumb_ii_v7m\sieve\plotl
-0000000034 D:200022B4 wr-word 0B04 .e_ram_thumb_ii_v7m\sieve\plotl ¥

It is also useful to emit other additional information on the comparator match. This can be done in the "ITM
setting" window, in the "DataTrace" drop-down menu, by selecting the "DataPC" option. There are more options
for what should happen on the address comparator match (see Table 1).

Table 1. Methods for DataTrace

access are emitted by the ITM.

Method Description
OFF No information on accesses to data addresses that match a DTW comparator are emitted.
ON If data address matches a DWT comparator: address and data value information on the data

Address If data address matches a DWT comparator: address information on the data access is
emitted by the ITM.

Data If data address matches a DWT comparator: data value information on the data access is
emitted by the ITM.
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Table 1. Methods for DataTrace...continued

Method Description

DataPC If data address matches a DWT comparator: address and data value information on the data
access are emitted by the ITM. Additionally the address of the instruction that performed the
data access is emitted.

OnlyPC If data address matches a DWT comparator: address of the instruction that performed the
data access is emitted by the ITM.

CorrelatedData Emits the same information as DataPC, but if the command Trace.List is used, the
information on the data access is merged into the ETM instruction flow display.

The useful feature is "CorrelatedData..". This allows to use the DWT and ETM in parallel. The DWT then
emits information about the "PC" value for data access. The information about this data access is merged with
information about the program flow from ETM.

5 Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2024 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

6 Revision history

Table 2 summarizes the revisions to this document.

Table 2. Revision history

Document ID Release date Description

AN14211 v.1.0 10 December 2024 e |nitial public release
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Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.
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trademarks are the property of their respective owners.
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