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1   Introduction

This application note focuses on the NXP MPU Cortex-A Core debugging method and flow. It provides two
methods, one is to use the command-line debugging tool (GDB), the other one is to use the GUI debugging
tool (Eclipse in this AN), and takes U-Boot and RTOS debugging as examples. There is no fixed binding
relationship, and projects debugged using the JTAG flow can also be debugged using J-Link and vice versa.

i.MX 8M Plus EVK and i.MX 93 EVK provide a local JTAG port (a standard 10-pin JTAG header on the board
is used for local debug, it is paralleled with JTAG from the FTDI chip) and a remote JTAG port (the A-bus of
FT4232 is numerated as JTAG), so this AN provides two variants of hardware connection: a local JTAG port
with the JLink debug probe or a remote debug port used directly.

This AN applies to:

• i.MX 8M Plus EVK and i.MX93 series EVK debugging
• U-Boot debugging
• With/without J-link debugging
• Cortex-A core RTOS debugging
• OpenOCD debugging
• GDB debugging
• OpenOCD + Eclipse debugging

2   Definitions, acronyms, and abbreviations

Table 1 describes the definitions, acronyms, and abbreviations used in this application note.

Acronyms Meaning

AN Application Note

BSP Board Support Package

EVK Evaluation Kit

GDB GNU Project Debugger

GUI Graphical User Interface

JTAG Joint Test Action Group

MPSSE Multi-Protocol Synchronous Serial Engine

OpenOCD Open On-Chip Debugger

RTOS Right Real-Time Operating System

Table 1. Definitions, acronyms, and abbreviations

3   Hardware and software setup

This chapter describes the software and hardware required for U-Boot and RTOS debugging that are to be
prepared before proceeding to the next step.

3.1  Hardware materials
• For i.MX 8M Plus EVK

– i.MX 8M Plus EVK board
– Host PC with Ubuntu18/Ubuntu 20/ Ubuntu 22
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– i.MX 8M Plus board power cable
– micro-USB debug cable
– USB-Type C cable
– Micro SD card
– (Only for J-Link debugging flow) A SEGGER J-Link debug probe

• For i.MX 93 EVK
– i.MX93EVK board
– Host PC with Ubuntu18/Ubuntu 20/ Ubuntu 22
– i.MX93 EVK board power cable
– USB-Type C debug cable
– USB-Type C cable
– Micro SD card
– (Only for J-Link debugging flow) A SEGGER J-Link debug probe

3.2  Hardware connection
If a remote JTAG port is used, the following connection is enough for OpenOCD debug:

1. Insert the Micro SD card to the card slot on the EVK board (in this process, the image is booted from the
Micro SD card);

2. Connect the USB debug cable to the debug port on the EVK board for debugging, connect the other end to
the Host PC with Ubuntu. Do not use a USB hub to connect to avoid signal interference;

3. Connect the USB-Type C cable to the USB port on the EVK board for flashing the image, connect the other
end to the host PC with Ubuntu;

4. Connect the power cable to the power interface.
5. (Optional) If J-Link is used, an extra step is to connect the J-Link probe to a local JTAG port. For details,

refer to Figure 1

Figure 1. J-Link hardware connection on i.MX 8M PLUS board

3.3  Software setup
A Linux PC host is needed to set up the debugging environment. Ubuntu 20 or Ubuntu 22 is recommended
because the example in this AN has been verified on them.
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3.3.1  Software setup on Ubuntu PC

Refer to Table 2 to install the following software on an Ubuntu host PC: bcu, uuu, OpenOCD, and Tabby (or
other serial console tools).

Install the GDB client for command-line debugging or Eclipse for GUI debugging. For J-Link debugging, install
the J-Link probe driver and extra patch:

BCU BCU is used for board debug interface enablement. The current version is 1.1.92.
For Ubuntu_18:
$ wget https://github.com/nxp-imx/bcu/releases/download/bcu_1.1.92/bcu_
Ubuntu18 --no-check-certificate
For Ubuntu_20:
$ wget https://github.com/nxp-imx/bcu/releases/download/bcu_1.1.92/
bcu_Ubuntu20 --no-check-certificate
For Ubuntu_22:
$ wget https://github.com/nxp-imx/bcu/releases/download/bcu_1.1.92/
bcu_Ubuntu22
The latest bcu is available at the following link: https://github.com/nxp-imx/bcu/releases.

OpenOCD OpenOCD is used for debugging remote targets that work with GDB. There are cfg files for i.MX 8M
Plus, but for i.MX 93, the patch must be applied.

$ git clone https://github.com/openocd-org/openocd.git
$ sudo apt-get install make libtool pkg-config autoconf automake
 texinfo
$ sudo apt-get install libusb-1.0-0-dev libftdi-dev libftdi1-2
$ sudo apt-get install autotools-dev build-essential swig cmake
 python-dev libconfuse-dev libboost-all-dev libtool-bin libjaylink-
dev

$ cd openocd
$ git checkout 12ff36bd19e4f25dd7505c46a77d9f2c47dc350a
$./bootstrap
$./configure --enable-ftdi --enable-openjtag --enable-jlink --
prefix=/usr/local/share
$ make
$ sudo make install

Save the following debugging scripts from the OpenOCD 93 debugging scripts and OpenOCD 8MP
debugging scripts to the specified directory.
Note:  By default, OpenOCD debugging scripts are installed in the target or board directory. Debugging
script nxp_imx93-evk-reset.cfg includes an additional initial reset that is needed when a rebuilt
image is downloaded and debugged.

# cp -a imx93.cfg openocd/tcl/target/imx93.cfg
# cp -a nxp_imx93-evk.cfg openocd/tcl/board/nxp_imx93-evk.cfg 
# cp -a nxp_imx93-evk-reset.cfg openocd/tcl/board/nxp_imx93-evk-
reset.cfg
# cp -a nxp_imx8mp-evk.cfg openocd/tcl/board/nxp_imx8mp-evk.cfg
# cp -a imx8mp.cfg openocd/tcl/target/imx8mp.cfg

GDB GDB is the main debugging tool that can be installed by using the apt command.
$ sudo apt install -y gdb-multiarch

Table 2. Software requirements on Ubuntu PC
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uuu uuu is used for the BSP image or bootloader image downloading, the current version is 1.5.125.

$ wget https://github.com/nxp-imx/mfgtools/releases/download/
uuu_1.5.125/uuu
$ chmod +x uuu

Eclipse IDE Eclipse IDE is the GUI platform, download, and install Eclipse IDE on Ubuntu. The current test software
version is 4.29.0. The download link is：https://www.eclipse.org/downloads/.

Tabby Tabby is a serial console tool on Ubuntu. The download link is: https://tabby.sh/. You can also use your
favorite console tool.

J-Link Debugging flow (Optional):

J-Link driver
and patch

1. Download the J-Link driver (J-link Version: V7.96) from https://www.segger.com/downloads/jlink/.
2. Install the driver: # dpkg -i JLink_Linux_V796f_x86_64.deb.
3. Download the SEGGER J-Link patch for i.MX 93 and save it in directory /opt/SEGGER/JLink.

Note:  For step-to-step guidelines, refer to readme in the downloaded folder.

libjaylink If “libjaylink” is not present during building, install the library manually by following the steps below, then
build OpenOCD again:

$ git clone 
https://gitlab.zapb.de/libjaylink/libjaylink.git
$ cd libjaylink
$ ./autogen.sh
$ ./configure
$ make && sudo make install

Table 2. Software requirements on Ubuntu PC...continued

4   U-Boot OpenOCD debugging

This chapter introduces the method of using JTAG for U-Boot debugging.

4.1  OpenOCD Debugging with JTAG Introduction
Most i.MX 8 and i.MX 9 series EVKs are equipped with a Joint Test Action Group (JTAG) interface and an FTDI
chip allowing debugging for Cortex-A core and Cortex-M core. Open On-Chip Debugger (OpenOCD) is a tool
that utilizes the JTAG interface to perform chip debugging. J-link is not needed under this combination. For i.MX
93 EVK (taken as an example), the general debugging process outline is:

1. The i.MX 93 EVK has an FTDI 4232H chip that has Multi-Protocol Synchronous Serial Engine (MPSSE)
supporting USB signals to JTAG signals;

2. bcu controls RC_nSEL to enable FTDI chip to transmit JTAG signal through USB debug cable;
3. OpenOCD starts running as a server waiting for the connections from GDB or Telnet clients and handling

the commands issued through those channels;
4. Users use the GDB client to connect to the server, through the corresponding port(3333 for Cortex-A on

i.MX 93 by default) for debugging.
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Figure 2. Remote debug interface on i.MX 93 EVK

4.2  Debugging U-Boot with Eclipse IDE
This chapter introduces the preparation work before starting, which is necessary. By executing it step by step,
unnecessary troubles can be avoided. The basic steps of debugging are described in the later sections.

4.2.1  Software requirements

Build (get) the
Linux BSP
image

Linux BSP release L6.1.36_2.1.0 is used in this application note.
Specifically:
• i.MX 8M Plus: imx-image-full-imx8mpevk.wic
• i.MX 93: imx-image-full-imx93evk.wic
Download the official release BSP from nxp.com or refer to i.MX Yocto Project User's Guide (nxp.com) to
build on a host Ubuntu PC by yourself.

Download the
Linux BSP
image

Method 1: download it to the board using uuu (change the bootmode to serial download mode and use a
USB-Type C cable):

$ sudo ./uuu -b sd imx-image-full-imx8mpevk.wic # for 8mp
$ sudo ./uuu -b sd imx-image-full-imx93evk.wic # for 93

Method 2: flash it to the SD card directly:

$ sudo dd if=.wic of=/dev/sd[x] bs=1M status=progress conv=fsync

Note:  Check your card reader partition and replace sd[x] with your corresponding partition.

Setup U-Boot U-Boot is the project that is debugged.
Before building the U-Boot:
1. Use your cross-compile toolchain, refer to i.MX Linux User's Guide (nxp.com) for more toolchain

information.
2. Choose one of two defconfig files (for 8MP or for 93).

$ git clone https://github.com/nxp-imx/uboot-imx.git

Table 3. Software requirements
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$ cd uboot-imx
$ git checkout lf-6.1.36-2.1.0
$ source /opt/fsl-imx-internal-xwayland/6.1-langdale/
environment-setup-armv8a-poky-linux
$ make imx8mp_evk_defconfig # for 8MP
$ make imx93_11x11_evk_defconfig # for 93
$ make 

Build the
bootloader

Build flash.bin using the built files from the U-Boot project in the imx-mkimage project,
including:
• u-boot.bin
• spl/u-boot-spl.bin
The Building must be done on the host Ubuntu PC. The command in imx-mkimage is:

$ make SOC=iMX8MP flash_evk # for 8mp
$ make SOC=iMX9 REV=A1 flash_singleboot_m33 # for 93

Refer to: i.MX Linux User's Guide for more flash.bin building information.

Download the
bootloader

Method 1: Download it to the board by using uuu (change the bootmode to serial download mode and
use a USB-Type C cable):

$ sudo ./uuu -b sd flash.bin

Method 2: Flash it to the SD card directly:

$ sudo dd if=flash.bin of=/dev/sd[x] bs=1k seek=32

Note:  Check your card reader partition and replace sd[x] with your corresponding partition.

Table 3. Software requirements...continued

4.2.2  Eclipse OpenOCD Configuration for U-Boot debugging

In terms of usage, OpenOCD can be used in the terminal as an independent tool or integrated into certain GUI
software, for example, Eclipse. Compared to terminal debugging, the benefits of integrating into a GUI include:

• Viewing the call stack and variables more intuitively;
• Setting the breakpoints and single-step debug in the code directly;
• Using the advantages of the GUI platform to view and modify the code more conveniently.

The following are Eclipse OpenOCD Configuration steps:

1. Open Eclipse IDE, select a directory as a workspace, then click Launch.
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Figure 3. Launch a workspace
2. In the main menu, left-click File and then click Open Projects from Files Systems.
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Figure 4. Open Projects from Files System or Archive
3. On the Import Projects from Files System or Archive tab, click Directory… . To browse the folder,

choose the path of the U-Boot source code. Confirm that the project already includes this uboot-imx folder,
then click Finish.
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Figure 5. Choose uboot-imx source code directory
4. Click Run, then click Debug Configurations.
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Figure 6. Open the Debug Configurations tab
5. Create a GDB OpenOCD Debugging interface and name the configuration in Name as shown in Figure 7

In the Main tab in Project, name the project，in C/C++ Application, select the U-Boot file compiled from
the U-Boot source code.
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Figure 7. Configure the main tab
6. In the Debugger tab, OpenOCD setup section, click the Browse… button，select the built openocd

location. Enter the following commands in Config Options.
Note:  Modify the command according to your actual path：
For i.MX 8M Plus

-f
/home/mpuse/openocd_eclipse_test/openocd/tcl/interface/ftdi/imx8mp-evk.cfg -f
/home/mpuse/openocd_eclipse_test/openocd/tcl/board/nxp_imx8mp-evk.cfg -s
/home/mpuse/openocd_eclipse_test/openocd/tcl/

For i.MX 93

-f 
/home/mpuse/openocd_eclipse_test/openocd/tcl/interface/ftdi/imx93-evk.cfg -f
/home/mpuse/openocd_eclipse_test/openocd/tcl/board/nxp_imx93-evk.cfg -s
/home/mpuse/openocd_eclipse_test/openocd/tcl/
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Figure 8. Configure the Debugger tab - 1
7. In the GDB Client Setup section, click Browse to choose the GDB (use which gdb-multiarch to check

the gdb path)

Figure 9. Configure the Debugger tab - 2
8. In the Startup tab, click load Symbol and Executable.

• Make sure that Initial Reset has been selected, and the Type is init.
• Check the Load Symbols, then use the U-Boot compiled from the U-Boot source folder.
• The Symbol offset(hex) offset is necessary. The value can be got at the U-Boot stage:
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Figure 10. Configure the Startup tab - 1
9. Type bdinfo at the U-Boot stage to check the relocaddr and use it as an offset.
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Figure 11. Type bdinfo to obtain the relocaddr value
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Figure 12. Configure the Startup tab - 2

Run/Restart Commands

• Make sure Pre-run/Restart reset has been selected, and the type is halt.
• Set program counter at (hex), Set breakpoint at, Continue do not need to be selected.
• Click Apply and Close.

4.2.3  Eclipse debugging steps

Note:  Disconnect other boards with the FTDI JTAG interface to avoid cross-impact.

1. Open the serial console software, choose the third COM (Cortex-A);
2. Power on the board through the ON/OFF switch;
3. Stop at the U-Boot stage, check the time when you build U-Boot to make sure builds u-boot.bin and u-

boot-spl.bin are used.
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Figure 13. Check the SPL and U-Boot build time
4. Enable the JTAG remote debug interface with bcu:

sudo ./bcu_Ubuntu20 set_gpio remote_en 1 -board=imx8mpevk
sudo ./bcu_Ubuntu20 set_gpio remote_en 1 -board=imx93evk11b1

Note:  When the board must be restarted, first use BCU to disable the JTAG interface. If DEBUG is still
needed, re-enable the JTAG interface.

5. (Optional) Disable the JTAG remote debug interface with BCU:
Attention:  After running the following commands, JTAG remote debug will no longer be available.

sudo ./bcu_Ubuntu20 set_gpio remote_en 0 -board=imx8mpevk
sudo ./bcu_Ubuntu20 set_gpio remote_en 0 -board=imx93evk11b1

6. Debugging pathway test
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Before using OpenOCD GUI debugging, use OpenOCD on a terminal to check if the debugging pathway is
available.

$ sudo src/openocd -s ./tcl -f interface/ftdi/imx93-evk.cfg -f board/
nxp_imx93-evk.cfg
Open On-Chip Debugger 0.11.0+dev-00651-g9de084e00 (2022-04-26-15:55)
Licensed under GNU GPL v2
For bug reports, read
http://openocd.org/doc/doxygen/bugs.html
Info : Listening on port 6666 for tcl connections
Info : Listening on port 4444 for telnet connections
Info : clock speed 1000 kHz
Info : JTAG tap: imx93.cpu tap/device found: 0x0892801d (mfg: 0x00e
 (Freescale (Motorola)), part: 0x8928, ver: 0x0)
Info : imx93.a55.0: hardware has 6 breakpoints, 4 watchpoints
Info : starting gdb server for imx93.a55.0 on 3333
Info : Listening on port 3333 for gdb connections
Info : starting gdb server for imx93.m33 on 3334
Info : Listening on port 3334 for gdb connections
Info : gdb port disabled 

7. Open a new terminal to test the GDB connection

$ gdb-multiarch 
(gdb) set architecture auto 
(gdb) target remote localhost:3333
Remote debugging using localhost:3333
warning: No executable has been specified and target does not support
determining executable automatically.  Try using the "file" command.
0x00000000feefa200 in ?? ()
(gdb) symbol-file u-boot
Reading symbols from u-boot...
(gdb) set $offset = ((gd_t *)$x18)->relocaddr 
(gdb) symbol-file
Discard symbol table from `/home/mpuse/openocd_eclipse_test/93/uboot-imx/u-
boot'? (y or n) y
No symbol file now.
(gdb) add-symbol-file u-boot $offset 
add symbol table from file "u-boot" at
 .text_addr = 0xfeef8000
(y or n) y
Reading symbols from u-boot...
(gdb) bt
#0  ?? () at arch/arm/cpu/armv8/exceptions.S:139
#1  0x0000000000000000 in ?? ()

8. (Optional) Open another terminal to test the Telnet connection,

$ telnet localhost 4444
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.
Open On-Chip Debugger
> resume
> halt    
imx93.a55.0 halted in AArch64 state due to debug-request, current mode: EL2H
cpsr: 0x200002c9 pc: 0xfef4419c
MMU: enabled, D-Cache: enabled, I-Cache: enabled
> step
imx93.a55.0 halted in AArch64 state due to single-step, current mode: EL2H
cpsr: 0x200002c9 pc: 0xfef441a0
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MMU: enabled, D-Cache: enabled, I-Cache: enabled
> step
imx93.a55.0 halted in AArch64 state due to single-step, current mode: EL2H
cpsr: 0x200002c9 pc: 0xfef441a4
MMU: enabled, D-Cache: enabled, I-Cache: enabled
> step
imx93.a55.0 halted in AArch64 state due to single-step, current mode: EL2H
cpsr: 0x200002c9 pc: 0xfef441a8
MMU: enabled, D-Cache: enabled, I-Cache: enabled>

9. If the previous step works well, it confirms the pathway test pass. To run the Eclipse OpenOCD debugging:
• Close the terminal windows in step5;
• Reboot the EVK and let it stop at the U-Boot stage again;
• Make sure the Eclipse OpenOCD configuration is finished.
If so, click the debug button, wait a few seconds for Eclipse to start the server, connect the target and start
the debugging session.

Figure 14. Debug button
• In case of a similar situation, press the Resume button as shown in Figure 15

Figure 15. Resume
• Resume the debugging process
• Press Suspend
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Figure 16. Suspend
• Halt the debugging process

10. If everything goes well, you can see:

Figure 17. The main debug interface
On Figure 17, the sections are as follows:
a. The Call stack tab is on the left
b. The Source code tab is in the middle.
c. The Variables tab is on the right.
d. The Console log window is at the bottom.

To see different information, switch tabs. For example, you can see the breakpoint you set on the left.
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Figure 18. Breakpoint tab on the right side of main interface

Figure 19. Disassembly tab on the right side of main interface
e. Variable information can be accessed by hovering the mouse over a variable.

Note:  For the errors in this region:
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Error 1: Cannot assert SRST: nSRST signal is not defined. We did not define nSRST in the cfg files, but the
nSRST gpio does indeed exist, it is behind an I2C GPIO expander. Use bcu to reset the chip: bcu reset
sd/emmc/usb/... -board=imx93evk11
Error 2: [imx93.m33] The target is not examined, it will not halt after reset! There is no m33 image in our
build flash.bin, this error will be reported.

11. (Optional) You can use terminal debug mode, press Window, Show View, and choose Debugger Console

Figure 20. Open a Debugger Console
12. (Optional) The terminal debugging can be done in Debugger Console, like this：

b board_init_f
c
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Figure 21. Use GDB command in Debugger Console
13. (Optional) Click the button to switch the Console.

This gdb traces window contains lots of gdb configuration information, for example, the log in the red box
corresponding to the setting in the Startup tab, use it to debug your customized configuration.

Figure 22. GDB traces
14. Click the Suspend button above the IDE to pause and start step-by-step debugging.

From the left to right, these buttons are Resume, Suspend, Terminate, Disconnect, StepInto, StepOver,
Step Return.
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Figure 23. Debug buttons
15. Always make sure that your U-Boot is alive, if it reports an error or the terminal does not response to any

input, disable the remote debug function by using bcu, reset the board and re-enable the remote debug
function again.
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Figure 24. Error reported in Eclipse console and serial console

4.2.4  Debugging U-Boot with on GDB terminal

There are a lot of GDB commands. Use help to check these commands. Then these commands classes are
listed:
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Figure 25. GDB help command

Use help stack to check the GDB commands in the stack class:

Figure 26. GDB help stack command

4.2.4.1  Common commands

Common commands are the following:
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4.2.4.2  Stack commands

backtrace(bt) Print backtrace of all stack frames or innermost COUNT frames.

frame n Select and print a stack frame.

up Select and print the stack frame that called this one.

down Select and print the stack frame called by this one.

info stack Backtrace of the stack, or innermost COUNT frames.

list(l) List a specified function or line.

Figure 27. GDB stack example in U-Boot project -1
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Figure 28. GDB stack example in U-Boot project -2

1. Use backtrace(bt) to check the stack as shown in Figure 27
2. Use frame 19 to select the #19 frame
3. Use list to check the code.
4. Use down/up to switch the frame
5. Use list(l) to check the code anytime.

Combining these commands can easily browse stack information and related code.

4.2.4.3  breakpoint

breakpoint(b) Set the breakpoint at a specified location.

delete(d) Delete some breakpoints or autodisplay expressions.

clear  Clear breakpoint at specified location.

info b Status of specified breakpoints.

disable/enable Disable/Enable some breakpoints.
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Figure 29.  GDB breakpoint example in U-Boot project -1

Figure 30. GDB breakpoint example in U-Boot project -2

1. Use backtrace(bt) to check the stack as shown in Figure 29
2. Use breakpoint(b) to set the breakpoint
3. Use b getc and b get_user_input to set the breakpoint on the function
4. Use b console.c:300 to set the breakpoint on line 300 of the console.c file
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5. Use info b to check the current breakpoint setting
6. Use delete(d) to delete the breakpoint
7. Use c to continue the process, then the program stops at the next breakpoint.

4.2.4.4  Control and view commands

next(n)  Step program, proceeding through subroutine calls.

continue(c) Execute to the next breakpoint or program end.

run(r) Start the debugged program.

whatis  Print the data type of the expression EXP.

print(p)  Print the value of the expression EXP.

Figure 31. GDB control and view example in U-Boot project

1. Use whatis prev to print the data type of prev as shown in Figure 31
2. Use print(p) prev to print the data value of prev.
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4.2.4.5  GDB layout split commands

Figure 32. GDB split layout example in U-Boot project

Use the layout split, bt combination to see the source code, assembly code, and gdb console in the same
window.

5   Native RTOS OpenOCD debugging

This chapter introduces the method of using J-link for native RTOS debugging.

5.1  Native RTOS on Cortex-A Core introduction
Native RTOS on Cortex-A Core refers to the RTOS running on Cortex-A Core without a hypervisor and is kicked
to a specified Cortex-A Core by U-Boot commands.

Native RTOS is supported in Real-time Edge Software. The key technology components of Real-time
Edge Software include Real-time System, Heterogeneous Multicore Framework, Heterogeneous Multi-SoC
Framework, Real-time Networking, and Protocols.

Native RTOS currently supports FreeRTOS and Zephyr on Cortex-A Core, it can use both Cortex-A Core's high
performance and RTOS's low latency schedule and interrupt ability.

There are some example applications in Heterogeneous Multicore Framework of Real-time Edge Software.
Refer to Real-time Edge Software User Guide (document REALTIMEEDGEUG) for more details.

5.2  EVK board software setup
Download a Real-time Edge pre-build SD card binary image from https://www.nxp.com/rtedge, the image for
i.MX 93 EVK is nxp-image-real-time-edge-imx93evk.wic after decompression and flash this image to SD by
using the following method:

Method 1: download it to the board by using uuu (change the bootmode to serial download mode and use the
USB-Type C cable):

$ sudo ./uuu -b sd nxp-image-real-time-edge-imx93evk.wic # for 93
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Method 2: flash it to the SD card directly:

$ sudo dd if=nxp-image-real-time-edge-imx93evk.wic of=/dev/sd[x] bs=1M
 status=progress conv=fsync

Note:  Check your card reader partition and replace sd[x] with your corresponding partition.

5.3  Debugging Native RTOS with Eclipse IDE
This example demonstrates how to debug Native RTOS by using OpenOCD together with Eclipse IDE on the
i.MX 93 EVK board. In this example, J-Link is used. There is a J-Link link issue on several versions of i.MX 93
EVK boards. A workaround is to remove the Wi-Fi/Bluetooth module from the M.2 connector.

5.3.1  Building Native RTOS with Eclipse IDE

1. Download the source code of Native RTOS in a heterogeneous-multicore project.

# mkdir ~/a_core_jlink
# cd ~/a_core_jlink/
# pip install west
# west init -m https://github.com/nxp-real-time-edge-sw/heterogeneous-
multicore.git workspace
# cd workspace & west update

2. Download and set up the toolchain:

# mkdir ~/toolchains/
# cd ~/toolchains/
# wget https://developer.arm.com/-/media/Files/downloads/gnu-a/10.3-
2021.07/binrel/gcc-arm-10.3-2021.07-x86_64-aarch64-none-elf.tar.xz
# tar xf gcc-arm-10.3-2021.07-x86_64-aarch64-none-elf.tar.xz

Note:  For detailed information on the environment setting and image building, refer to Section 3.2
“Building Heterogeneous Multicore RTOS Application” of Real-time Edge Software User Guide (document
REALTIMEEDGEUG).

3. Open Eclipse and select the directory of the workspace.

Figure 33. Launch the workspace
4. Import the existing project.
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To import the project, click Project Explorer => Import projects and select Existing Code as Makefile
Project as shown in Figure 34.

Figure 34.  Import existing project
5. Import the existing code.

To import the existing code, click Browse to select the project to build and click Finish as shown in
Figure 35.
In this case, the project is apps/hello_world/freertos/boards/mcimx93evk_ca55

Figure 35. Import existing code
6. Edit the environment setting.

To edit the environment setting, right-click the imported project and Select Properties as shown in
Figure 36.
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Figure 36. Edit environment setting
7. Add a building environment.

To do this, follow the steps shown in Figure 37:
a. Click Builders => New to add a building configuration.
b. Click Main => Click Browse to select the building script.

Note:  build_ddr_debug.sh is used as an example.
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Figure 37.  Add building environment
c. Click Environment and Add to include the GCC toolchain that is to be used as shown in Figure 38.
d. Enter the variable using for the toolchain:

Name: ARMGCC_DIR
Value: /home/gsy/toolchains/gcc-arm-10.3-2021.07-x86_64-aarch64-none-elf
Note:  Edit the absolute path with one actual using.

Figure 38. Set the toolchain environment value
e. Click the Ok button to save the configuration of the toolchain.
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f. Select the building configuration that is added and click Apply and Close as shown in Figure 39.

Figure 39. Builder tab
8. Build the Native RTOS image.

To do this, right-click the imported project and select Build Project to start building as shown in Figure 40.

Figure 40. Build project

5.3.2  Eclipse OpenOCD configuration for Native RTOS debugging

1. Open Eclipse and select a directory as a workspace.

AN14367 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.

Application note Rev. 1.0 — 1 October 2024 Document feedback
36 / 48

https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14367


NXP Semiconductors AN14367
Debugging Cortex-A U-Boot and Native RTOS on i.MX 8M Plus and i.MX 93 EVKs

Figure 41. Launch the workspace
2. Add a Debug Configuration.

To do this, Click Run and then click Debug Configurations as shown in Figure 42

Figure 42. Run and click Debug Configurations
Right-click GDB OpenOCD Debugging, then click New Configuration as shown in Figure 43
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Figure 43. Create the debug configuration
3. Set Main of Debug Configuration.

To do this, enter the Name and Project. To select the directory of RTOS that runs on the A core, click
Browse.
Note:   hello_world_ca55_RTOS0_UART2.elf is used as an example here. Other demo apps or
customized apps can also be used.

Figure 44. Main tab in Debug Configuration
4. Set OpenOCD in Debugger.
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To do this, click Browse to select the directory of OpenOCD and enter Config options to select ‘Jlink’ and a
specific board that is to be used:

-s <Path of tcl folder> -f <Path of jlink.cfg> -f <Path of board script> -c
 “gdb_breakpoint_override hard”

Figure 45. Debugger tab in Debug Configuration - 1
Note:  The debugging script with initial reset (nxp_mcimx93-evk-reset.cfg) is used here. If the initial reset is
not wanted, the nxp_mcimx93-evk.cfg script could be used.
Click Browse to select the directory of gdb as shown in Figure 46
Enter Port number with 3334 as ‘3334’ is assigned to imx93.a55.1
Info : starting gdb server for imx93.a55.1 on 3334

Figure 46. Debugger tab in Debug Configuration - 2
5. Unflag Initial Reset and Pre-run/Restart reset in Startup to avoid board resetting as shown in Figure 47
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Figure 47. Startup tab in Debug Configuration

5.3.3  Eclipse debugging steps

1. Flash v2.8 Real-Time Image into eMMC or the SD card:

.\uuu.exe -b sd_all nxp-image-real-time-edge-imx93evk.wic 

2. Boot the board and stop booting in U-Boot.
3. Enter the following command to boot the A core.

$ uboot => setenv boot_a1 "mw 0xA0000000 14000000; dcache flush; icache
 flush; cpu 1 release 0xA0000000"
$ uboot => setenv bootcmd "run boot_a1"
$ uboot => saveenv

4. If the configuration is set successfully in previous sections, power on the board.
5. Click debug to start debug.

Figure 48. Debug button
Note:  In the Console window, a successfully connected log could be observed.

6. The program is set to stop at the main function automatically. Then, the address of the pc pointer that is
pointing can be found.

Figure 49. Stop at main function
7. Click Step Into, to go into the pointing function and execute the next command.
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Figure 50. Step into debugging
8. Step Over could also be used to step over the next method call (without entering it).

Figure 51. Step over debugging
9. After adding the break point, click Resume to run the program until the break-point is reached.

To add the break point, double-click the command Add break point

Figure 52. Instruction stepping mode
10. Instruction stepping mode can be selected to check the assembly.
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Figure 53. Instruction stepping mode
11. If editing and image rebuilding are required, click Terminate to terminate the debugging. After that, code

editing and rebuilding could be done. For more information of image building, refer to Section 5.3.1.

Figure 54. Terminate button
12. After the image is successfully re-build, click debug to start the debugging again.

Figure 55. Debug button

5.4  Debugging Native RTOS by using OpenOCD with GDB
This example shows how to debug Native RTOS by using OpenOCD with GDB client command line on i.MX 8M
Plus LPDDR4 EVK or i.MX 93 EVK. In this example, the J-Link probe is used to connect to the local JTAG port.

5.4.1  Setup and build RTOS

To keep debug information in RTOS images, change the gcc compile optimization level. “-O0” or “-Og” must be
used.

For FreeRTOS applications in heterogeneous-multicore (https://github.com/nxp-real-time-edge-sw/
heterogeneous-multicore), build debug images using build_ddr_debug.sh. The bin and elf images can be
found in the ddr_debug directory.

For Zephyr, enable CONFIG_DEBUG_OPTIMIZATIONS=y to select the optimization option in applications
prj.conf.

To check the code address and instruction, the image can be disassembled to get the dump information, for
example:

~$ aarch64-none-linux-gnu-objdump -alD zephyr.elf > dump.s

Then open dump.s to check the code address and assemble instructions.

5.4.2  GDB Debugging steps

The heterogeneous-multicore (https://github.com/nxp-real-time-edge-sw/heterogeneous-multicore) hello_world
application on the i.MX 8M Plus LPDDR4 EVK is used as an example.
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1. Follow the steps in Section 5.4.1 to build the application debug image: ddr_debug/hello_world_ca53_
RTOS0_UART4.bin

2. Connect the J-Link debugger to the EVK board and Linux host, power on the board and stop it at the U-Boot
command line.

3. To boot the RTOS image, put the following in the U-Boot command line:

u-boot=> mw 0xA0000000 14000000; dcache flush; icache flush; cpu 1 release
0xA0000000

4. Start OpenOCD from Linux Host.

~$ sudo openocd -f interface/jlink.cfg -f board/nxp_imx8mp-evk.cfg -c
 "gdb_breakpoint_override hard"

Note:  After MMU is enabled on the Cortex-A Core, gdb soft breakpoint cannot be used, use hard
breakpoints by running openocd with parameter -c "gdb_breakpoint_override hard.
The following log can be found in Linux Host:

$ sudo openocd -f interface/jlink.cfg -f board/nxp_imx8mp-evk.cfg -c
"gdb_breakpoint_override hard"
Open On-Chip Debugger 0.12.0+dev-00559-g04154af5d (2024-04-29-12:00)
Licensed under GNU GPL v2
For bug reports, read
        http://openocd.org/doc/doxygen/bugs.html
force hard breakpoints
Info : Listening on port 6666 for tcl connections
Info : Listening on port 4444 for telnet connections
Info : J-Link Ultra V6 compiled Apr 15 2024 17:37:59
Info : Hardware version: 6.00
Info : VTarget = 1.797 V
Info : clock speed 1000 kHz
Info : JTAG tap: imx8mp.cpu tap/device found: 0x5ba00477 (mfg: 0x23b (ARM
 Ltd), part: 0xba00, ver: 0x5)
Info : imx8mp.a53.0: hardware has 6 breakpoints, 4 watchpoints
Info : [imx8mp.a53.0] Examination succeed
Error: JTAG-DP STICKY ERROR
Error: [imx8mp.a53.1] Examination failed
Warn : target imx8mp.a53.1 examination failed
Error: JTAG-DP STICKY ERROR
Error: [imx8mp.a53.2] Examination failed
Warn : target imx8mp.a53.2 examination failed
Info : imx8mp.a53.3: hardware has 6 breakpoints, 4 watchpoints
Info : imx8mp.a53.3 cluster 0 core 3 multi core
Info : [imx8mp.a53.3] Examination succeed
Info : [imx8mp.m7] Cortex-M7 r1p2 processor detected
Info : [imx8mp.m7] target has 8 breakpoints, 4 watchpoints
Info : [imx8mp.m7] Examination succeed
Info : [imx8mp.ahb] Examination succeed
Info : starting gdb server for imx8mp.a53.0 on 3333
Info : Listening on port 3333 for gdb connections
Info : starting gdb server for imx8mp.a53.1 on 3334
Info : Listening on port 3334 for gdb connections
Info : starting gdb server for imx8mp.a53.2 on 3335
Info : Listening on port 3335 for gdb connections
Info : starting gdb server for imx8mp.a53.3 on 3336
Info : Listening on port 3336 for gdb connections
Info : starting gdb server for imx8mp.m7 on 3337
Info : Listening on port 3337 for gdb connections
Info : gdb port disabled
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From the log, find the GDB server port for each CPU Core: four A53 Cores use 3333 3334 3335 and 3336
ports, and the M4 Core uses 3337.

5. Open the GDB client.
Open the GDB client in another terminal window on Linux Host:

~$ gdb-multiarch -f hello_world_ca53_RTOS0_UART4.elf

Use “-f” to specify the RTOS elf file, if the file is not in the current directory, add the location directory before
the filename.
Connect to the remote GDB server:

~$ gdb-multiarch -f hello_world_ca53_RTOS0_UART4.elf
GNU gdb (Ubuntu 12.1-0ubuntu1~22.04) 12.1
Copyright (C) 2022 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
Type "show copying" and "show warranty" for details.
This GDB was configured as "x86_64-linux-gnu".
Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<https://www.gnu.org/software/gdb/bugs/>.
Find the GDB manual and other documentation resources online at:
    <http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word"...
Reading symbols from hello_world_ca53_RTOS0_UART4.elf...
(gdb) target remote :3334
Remote debugging using :3334
Reset_Handler () at /work/work/realtimeedge/hypervisor-less-virtio/
workspace2/heterogeneous-multicore/os/freertos/Core_AArch64/core/armv8a/
startup.S:56
/work/work/realtimeedge/hypervisor-less-virtio/workspace2/
heterogeneous-multicore/os/freertos/Core_AArch64/core/armv8a/
startup.S:56:1001:beg:0xc0000004
(gdb) load
Loading section .interrupts, size 0x17d4 lma 0xc0000000
Loading section .text, size 0x13034 lma 0xc0002000
Loading section .init_array, size 0x40 lma 0xc0015040
Loading section .fini_array, size 0xf80 lma 0xc0015080
Loading section .data, size 0x1f0 lma 0xc0016000
Loading section .got, size 0x40 lma 0xc00161f0
Loading section .got.plt, size 0x18 lma 0xc0016230
Start address 0x00000000c0000000, load size 88592
Transfer rate: 63 KB/sec, 8053 bytes/write.
(gdb)                    

In this demo, RTOS is running on Core1 of the Cortex-A53 Core on i.MX 8M Plus, connect to port 3334.
6. Set Breakpoint and Debug

For example, set the breakpoint at the function hello_task(), change the “pc” register to 0xc0000008 to
jump out of the “wfe” dead loop, from the below log find the CPU core stops at this breakpoint, and use the
“next” command to run a single step:

(gdb) b hello_task
Breakpoint 1 at 0xc0002be0: file /work/work/realtimeedge/hypervisor-less-
virtio/workspace2/heterogeneous-multicore/apps/hello_world/freertos/main.c,
 line 49.
(gdb) c
Continuing.
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Breakpoint 1, hello_task (pvParameters=0x0) at /work/work/realtimeedge/
hypervisor-less-
virtio/workspace2/heterogeneous-multicore/apps/hello_world/freertos/main.c:49
/work/work/realtimeedge/hypervisor-less-virtio/workspace2/heterogeneous-
multicore/apps/hello_world/freertos/main.c:49:1187:beg:0xc0002be0
(gdb) next
/work/work/realtimeedge/hypervisor-less-virtio/workspace2/heterogeneous-
multicore/apps/hello_world/freertos/main.c:52:1217:beg:0xc0002bec 

Continue to use gdb commands to debug the RTOS application.

6   Reference materials

1. Board Remote Control Utilities(BCU) Release Notes (document BCU)
2. OpenOCD User’s Guide (document Openocd)
3. Real-time Edge Software User Guide (document REALTIMEEDGEUG)
4. i.MX Linux User's Guide (document IMXLUG_6.6.23_2.0.0)
5. i.MX Yocto Project User's Guide ( document IMXLXYOCTOUG_6.6.23_2.0.0 )

7   Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2024 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

8   Revision history

Document ID Release date Description

AN14367 v.1.0 01 October 2024 Initial version

Table 4. Revision history
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