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1 Introduction

This application note focuses on the NXP MPU Cortex-A Core debugging method and flow. It provides two
methods, one is to use the command-line debugging tool (GDB), the other one is to use the GUI debugging
tool (Eclipse in this AN), and takes U-Boot and RTOS debugging as examples. There is no fixed binding
relationship, and projects debugged using the JTAG flow can also be debugged using J-Link and vice versa.

i.MX 8M Plus EVK and i.MX 93 EVK provide a local JTAG port (a standard 10-pin JTAG header on the board
is used for local debug, it is paralleled with JTAG from the FTDI chip) and a remote JTAG port (the A-bus of
FT4232 is numerated as JTAG), so this AN provides two variants of hardware connection: a local JTAG port
with the JLink debug probe or a remote debug port used directly.

This AN applies to:

i.MX 8M Plus EVK and i.MX93 series EVK debugging
U-Boot debugging

With/without J-link debugging

* Cortex-A core RTOS debugging

OpenOCD debugging

GDB debugging

OpenOCD + Eclipse debugging

2 Definitions, acronyms, and abbreviations

Table 1 describes the definitions, acronyms, and abbreviations used in this application note.

Table 1. Definitions, acronyms, and abbreviations

Acronyms Meaning

AN Application Note

BSP Board Support Package

EVK Evaluation Kit

GDB GNU Project Debugger

GUI Graphical User Interface

JTAG Joint Test Action Group

MPSSE Multi-Protocol Synchronous Serial Engine
OpenOCD Open On-Chip Debugger

RTOS Right Real-Time Operating System

3 Hardware and software setup

This chapter describes the software and hardware required for U-Boot and RTOS debugging that are to be
prepared before proceeding to the next step.

3.1 Hardware materials

e Fori.MX 8M Plus EVK
— i.MX 8M Plus EVK board
— Host PC with Ubuntu18/Ubuntu 20/ Ubuntu 22
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— i.MX 8M Plus board power cable

— micro-USB debug cable

— USB-Type C cable

— Micro SD card

— (Only for J-Link debugging flow) A SEGGER J-Link debug probe
For i.MX 93 EVK

- i.MX93EVK board

— Host PC with Ubuntu18/Ubuntu 20/ Ubuntu 22

— i.MX93 EVK board power cable

— USB-Type C debug cable

— USB-Type C cable

— Micro SD card

— (Only for J-Link debugging flow) A SEGGER J-Link debug probe

3.2 Hardware connection

If

1.

2.

a remote JTAG port is used, the following connection is enough for OpenOCD debug:

Insert the Micro SD card to the card slot on the EVK board (in this process, the image is booted from the
Micro SD card);

Connect the USB debug cable to the debug port on the EVK board for debugging, connect the other end to
the Host PC with Ubuntu. Do not use a USB hub to connect to avoid signal interference;

. Connect the USB-Type C cable to the USB port on the EVK board for flashing the image, connect the other
end to the host PC with Ubuntu;

Connect the power cable to the power interface.

. (Optional) If J-Link is used, an extra step is to connect the J-Link probe to a local JTAG port. For details,
refer to Figure 1

Figure 1. J-Link hardware connection on i.MX 8M PLUS board

Connect to
Linux Host

Red side of cable is
connected to JTAG
connector pin #1

3.3 Software setup

A

Linux PC host is needed to set up the debugging environment. Ubuntu 20 or Ubuntu 22 is recommended

because the example in this AN has been verified on them.

AN1
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3.3.1 Software setup on Ubuntu PC

Refer to Table 2 to install the following software on an Ubuntu host PC: bcu, uuu, OpenOCD, and Tabby (or
other serial console tools).

Install the GDB client for command-line debugging or Eclipse for GUI debugging. For J-Link debugging, install
the J-Link probe driver and extra patch:

Table 2. Software requirements on Ubuntu PC

BCU

BCU is used for board debug interface enablement. The current version is 1.1.92.
For Ubuntu_18:

$ wget https://github.com/nxp-imx/bcu/releases/download/bcu 1.1.92/bcu
Ubuntul8 --no-check-certificate

For Ubuntu_20:

S wget https://github.com/nxp-imx/bcu/releases/download/bcu 1.1.92
bcu Ubuntu20 --no-check-certificate

For Ubuntu_22

S wget https://github.com/nxp-imx/bcu/releases/download/bcu 1.1.92
bcu Ubuntu22

The latest beu is available at the following link: https://github.com/nxp-imx/bcu/releases.

OpenOCD

OpenOCD is used for debugging remote targets that work with GDB. There are cfg files for i.MX 8M
Plus, but for i.MX 93, the patch must be applied.

$ git clone https://github.com/openocd-org/openocd.git

$ sudo apt-get install make libtool pkg-config autoconf automake
texinfo

$ sudo apt-get install libusb-1.0-0-dev libftdi-dev libftdil-2

$ sudo apt-get install autotools-dev build-essential swig cmake
python-dev libconfuse-dev libboost-all-dev libtool-bin libjaylink-
dev

$ cd openocd

S git checkout 12f£f36bd19e4f25dd7505c46a77d9f2c47dc350a
$./bootstrap

$./configure --enable-ftdi --enable-openjtag --enable-jlink --
prefix=/usr/local/share

$ make

$ sudo make install

Save the following debugging scripts from the OpenOCD 93 debugging scripts and OpenOCD 8MP
debugging scripts to the specified directory.

Note: By default, OpenOCD debugging scripts are installed in the target or board directory. Debugging
script nxp _imx93-evk-reset.cfg includes an additional initial reset that is needed when a rebuilt
image is downloaded and debugged.

# cp —a 1mx93.cfg openocd/tcl/target/imx93.cfg

# cp -a nxp imx93-evk.cfg openocd/tcl/board/nxp imx93-evk.cfg

# cp -a nxp imx93-evk-reset.cfqg openocd/tcl/board/nxp imx93-evk-
reset.cfg

# cp -a nxp_ imx8mp-evk.cfg openocd/tcl/board/nxp imx8mp-evk.cfg
# cp —a imx8mp.cfg openocd/tcl/target/imx8mp.cfg

GDB

GDB is the main debugging tool that can be installed by using the apt command.
$ sudo apt install -y gdb-multiarch
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Table 2. Software requirements on Ubuntu PC...continued
uuu uuu is used for the BSP image or bootloader image downloading, the current version is 1.5.125.

$ wget https://github.com/nxp-imx/mfgtools/releases/download/
uuu 1.5.125/uuu
$ chmod +x uuu

Eclipse IDE Eclipse IDE is the GUI platform, download, and install Eclipse IDE on Ubuntu. The current test software
version is 4.29.0. The download link is: https://www.eclipse.org/downloads/.

Tabby Tabby is a serial console tool on Ubuntu. The download link is: https://tabby.sh/. You can also use your
favorite console tool.

J-Link Debugging flow (Optional):

J-Link driver 1. Download the J-Link driver (J-link Version: V7.96) from https://www.segger.com/downloads/jlink/.
and patch 2. Install the driver: # dpkg -i JLink Linux V796f x86 64.deb.

3. Download the SEGGER J-Link patch for i.MX 93 and save it in directory /opt/SEGGER/JLink.
Note: For step-to-step guidelines, refer to readme in the downloaded folder.

libjaylink If “libjaylink” is not present during building, install the library manually by following the steps below, then
build OpenOCD again:

$ git clone
https://gitlab.zapb.de/libjaylink/libjaylink.git
$ cd libjaylink

$ ./autogen.sh

$ ./configure

S make && sudo make install

4 U-Boot OpenOCD debugging

This chapter introduces the method of using JTAG for U-Boot debugging.

4.1 OpenOCD Debugging with JTAG Introduction

Most i.MX 8 and i.MX 9 series EVKSs are equipped with a Joint Test Action Group (JTAG) interface and an FTDI
chip allowing debugging for Cortex-A core and Cortex-M core. Open On-Chip Debugger (OpenOCD) is a tool
that utilizes the JTAG interface to perform chip debugging. J-link is not needed under this combination. For i.MX
93 EVK (taken as an example), the general debugging process outline is:

1. The i.MX 93 EVK has an FTDI 4232H chip that has Multi-Protocol Synchronous Serial Engine (MPSSE)
supporting USB signals to JTAG signals;

2. bcu controls RC_nSEL to enable FTDI chip to transmit JTAG signal through USB debug cable;

3. OpenOCD starts running as a server waiting for the connections from GDB or Telnet clients and handling
the commands issued through those channels;

4. Users use the GDB client to connect to the server, through the corresponding port(3333 for Cortex-A on
i.MX 93 by default) for debugging.
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Figure 2. Remote debug interface on i.MX 93 EVK

4.2 Debugging U-Boot with Eclipse IDE

This chapter introduces the preparation work before starting, which is necessary. By executing it step by step,
unnecessary troubles can be avoided. The basic steps of debugging are described in the later sections.

4.2.1 Software requirements

Table 3. Software requirements

Build (get) the
Linux BSP
image

Linux BSP release L6.1.36_2.1.0 is used in this application note.

Specifically:

*i.MX 8M Plus: imx-image-full-imx8mpevk.wic

*i.MX 93: imx-image-full-imx93evk.wic

Download the official release BSP from nxp.com or refer to i.MX Yocto Project User's Guide (nxp.com) to
build on a host Ubuntu PC by yourself.

Download the
Linux BSP
image

Method 1: download it to the board using uuu (change the bootmode to serial download mode and use a
USB-Type C cable):

$ sudo
$ sudo

./uuu -b sd imx-image-full-imx8mpevk.wic # for 8mp
./uuu -b sd imx-image-full-imx93evk.wic # for 93

Method 2: flash it to the SD card directly:

$ sudo dd if=.wic of=/dev/sd[x] bs=1M status=progress conv=fsync

Note: Check your card reader partition and replace sd[x] with your corresponding partition.

Setup U-Boot

AN14367

U-Boot is the project that is debugged.
Before building the U-Boot:

1. Use your cross-compile toolchain, refer to i.MX Linux User's Guide (nxp.com) for more toolchain
information.

2. Choose one of two defconfig files (for 8MP or for 93).

$ git clone https://github.com/nxp-imx/uboot-imx.git
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Table 3. Software requirements...continued

S cd uboot-imx

$ git checkout 1f-6.1.36-2.1.0

$ source /opt/fsl-imx-internal-xwayland/6.l-langdale/
environment-setup-armv8a-poky-linux

$ make imx8mp evk defconfig # for 8MP

$ make imx93 11x11 evk defconfig # for 93

S make
Build the Build £1ash.bin using the built files from the U-Boot project in the imx-mkimage project,
bootloader including:

* u-boot.bin
* spl/u-boot-spl.bin
The Building must be done on the host Ubuntu PC. The command in imx-mkimage is:

$ make SOC=iMX8MP flash evk # for 8mp
$ make SOC=iMX9 REV=Al flash singleboot m33 # for 93

Refer to: i.MX Linux User's Guide for more £1ash.bin building information.

Download the Method 1: Download it to the board by using uuu (change the bootmode to serial download mode and
bootloader use a USB-Type C cable):

$ sudo ./uuu -b sd flash.bin

Method 2: Flash it to the SD card directly:

$ sudo dd if=flash.bin of=/dev/sd[x] bs=1k seek=32

Note: Check your card reader partition and replace sd[x] with your corresponding partition.

4.2.2 Eclipse OpenOCD Configuration for U-Boot debugging

In terms of usage, OpenOCD can be used in the terminal as an independent tool or integrated into certain GUI
software, for example, Eclipse. Compared to terminal debugging, the benefits of integrating into a GUI include:

* Viewing the call stack and variables more intuitively;
» Setting the breakpoints and single-step debug in the code directly;
* Using the advantages of the GUI platform to view and modify the code more conveniently.

The following are Eclipse OpenOCD Configuration steps:

1. Open Eclipse IDE, select a directory as a workspace, then click Launch.
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Eclipse IDE Launcher X

Select a directory as workspace

Eclipse IDE uses the workspace directory to store its preferences and development artifacts.

@

v
/home/mpuse/eclipse-u-book-debug| ~

Use this as the default and do not ask again

* Recent Workspaces

@

Cancel @
Figure 3. Launch a workspace

2. In the main menu, left-click File and then click Open Projects from Files Systems.
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@ eclipse-u-boot-debug - Eclipse IDE _ m] X
ile JEdit Source Refactor Mavigate Search Project Run Window Help
New ShIfE+AIE+N > [~ @ ~v i H v Q0 v -~ @G~ @ 5 & ~ = [= N Y >
OpenfFile... @
Q ® B
@ojects from File 5‘@
Recent Files > = B =&
lose E g
e All Ec @
e

&1 Refresh

Convert Line Delimiters To »

ul
i

£ Import...

4 Export...

Properties Alt+Enter
Switch Workspace >
Restart

Exit

[#] Problems x &) Tasks & Console [ Properties i Call Graph g - £ =B
0items

Description Resource Path Location Type

Figure 4. Open Projects from Files System or Archive

3. On the Import Projects from Files System or Archive tab, click Directory... . To browse the folder,
choose the path of the U-Boot source code. Confirm that the project already includes this uboot-imx folder,
then click Finish.
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Import Projects from File System or Archive

mport Projects from File System or Archive
This wizard analyzes the =nt of your Folder or archive file to find projects and import them in the IDE. E

@
Import source: .-"h /mpuse/openocd_eclipse test/uboot-imx |v 1' Archive... |

| type filter text | | Select All |

Folder Import as |

[v| uboot-imx

Deselect All |

1 of 1selected

[ | Hide already open projects

[ | Close newly imported projects upon completion
Use installed project configurators to:

Search For nested projects

Detect and configure project natures

Working sets

[ | Add project to working sets | New... |

Working sets: ~ || Select... |

Show other specialized import wizards

@

Next = | | Cancel | @

Figure 5. Choose uboot-imx source code directory
4. Click Run, then click Debug Configurations.
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eclipse-u-boot-debug - Eclipse IDE _ m] X
File Edit Source Refactor Mavigate Search Project {Run ?Window Help
o v 5 & v 6%~ [¢& v @ RunlLastLaunched Ctrl+F11 A [E B:iw &
i 1%, DebugLast Launched F11
R s 9 Q :® (@
©- Profile Last Launched
Profile History > = 08 =
@- Profile As > 5|
Profile Configurations... @
Run History » =
O RunAs b
Run Configurations...
Debug History »
1 Debug As @ >
Debug Configurations..
Breakpoint Types >
‘s Skip All Breakpoints Ctrl+Alt+B
@ External Tools > |
[#] Problems &) Tasks & Console x [ Properties i Call Graph + B v~ = 8
No consoles to display at this time.
Figure 6. Open the Debug Configurations tab

5. Create a GDB OpenOCD Debugging interface and name the configuration in Name as shown in Figure 7

In the Main tab in Project, name the project, in C/C++ Application, select the U-Boot file compiled from
the U-Boot source code.
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Debug Configurations 3

Create, manage, and run configurations ﬁ"
@
CEeExX BY-~ Name: \ ubootimx-debug

type filter text Debugger | B Startup | B~ Source| [0 Common| % SVD Path
[Elc/c++ Application Project:

@
[E]c/c++ Attach to Application Uboot_openocd Browse...
C/C++ Container Launcher —
C/C++Application:
[Elc/C++ Postmortem Debugger
[Elc/c++ Remote Application /home/mpuse/openacd_eclipse_test/uboot-imx/u-boot

Q@
o .
L ¢/ce unit Variables... Search Project...
» [£1GDB Hardware Debugging
~ [£]GDB OpenOCD Debugging Build (if required) before launching
O ubootimx-debug Build Configuration: = Use Active ~
[£1GDB PyOCD Debugging
[£1GDB QEMU aarch64 Debugging Enable auto build Disable auto build
[£1GDB QEMU arm Debugging © use workspace settings Configure Workspace Settings...

[£1GDB QEMU gnuarmeclipse Debugging (Dept
[£1GDB QEMU riscv32 Debugging

[C1GDB QEMU riscv64 Debugging

[£1GDB SEGGER J-Link Debugging

@ Launch Group

Revert Apply
Filter matched 18 of 18items

Figure 7. Configure the main tab

6. In the Debugger tab, OpenOCD setup section, click the Browse... button, select the built openocd
location. Enter the following commands in Config Options.
Note: Modify the command according to your actual path:
For i.MX 8M Plus

=it

/home/mpuse/openocd eclipse test/openocd/tcl/interface/ftdi/imx8mp-evk.cfg -f
/home/mpuse/openocd eclipse test/openocd/tcl/board/nxp imx8mp-evk.cfg -s
/home/mpuse/openocd eclipse test/openocd/tcl/

For i.MX 93

=it

/home/mpuse/openocd eclipse test/openocd/tcl/interface/ftdi/imx93-evk.cfg -f
/home /mpuse/openocd eclipse test/openocd/tcl/board/nxp imx93-evk.cfg -s
/home/mpuse/openocd_eclipse test/openocd/tcl/
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Debug Configurations 3
Create, manage, and run configurations ﬁ
OFE @ B Y~ Name: ubootimx-debug
type filter text MaingE> Debuggery® startup| % source| 0 common| 7. svD path
[Elc/c++ Application @
v
[E]c/c++ Attach to Application SLattcesaeCRiccally
T]C/C++ Container Launcher Executable path: = /home/mpusefopenocd_eclipse_test/openocd/src/openocd Variables...
‘C++ Postmortem Debugger
EgCH Remote Appli(atio?\g Actual executable:  /home/mpuse/openocd_eclipse_test/openocd/src/openocd
Cif ¢/C++ Unit (to change it use the global or workspace preferences pages or the project properties page)
» [£1GDB Hardware Debugging GDB port: 3333
~ [£]GDB OpenOCD Debuggin:
- d " 9979 Telnet port: 4444
@ ubootimx-debug
[£1GDB PyOCD Debugging Telport: ) 0000
[£1GDB QEMU aarchG4 Deh-ugging onfig options: ) -f /home/mpuse/8MP_openocd/openocd/tcl/interface/ftdi/imx8mp-evk.cfg -f /home/mpuse/8MP_openocd/openocd/tecl/board/
[£]GDB QEMU arm Debugging imx8mp-evk.cfg-s fhome/mpuse/8MP_openocd/openocd)/tcl/
[£1GDB QEMU gnuarmeclipse Debugging (Dept
[£1GDB QEMU riscv32 Debugging {2 Allocate console for OpenOCD Allocate console for the telnet connection
GDB QEMU rlscv.ﬁtll(Del:Juggllng DB Client setup
GDB SEGGER J-Link Debugging -
2 Launch Group
Executable name: = fusr/binfgdb-multiarch Browse... Variables...
Revert Apply
Filter matched 18 of 18items
)
C) Close Debug

Figure 8. Configure the Debugger tab -1

7. In the GDB Client Setup section, click Browse to choose the GDB (use which gdb-multiarch to check

the gdb path)

Debug Configurations

Create, ge, and run
gRPEX BTV~ Name: | ubootimx-debug
type filter text B main [ Debugger # Startup| s Source| [ commen| 7, SVD Path

[Elc/c++ Application
[Elc/c++ Attachto Application Allocate console for OpenOCD

[E]C/C++ Container Launcher (GDB Client setup

[Elcfc++ Postmortem Debugger &4 Start GDB session
[El¢/c++ Remote Application Executable name: | fusr/bin/gdb-multiarch
Cii ¢fC++ Unit

[€1GDB Hardware Debugging Actual executable: | fusr/binfgdb-multiarch

~ [£]GDB OpenOCD Debugging
[£] GDB PyOCD Debugging
[£]GDB QEMU aarché4 Debugaing
[£1GD8 QEMU arm Debugging
[£]GDB QEMU gnuarmeclipse Debugging (Depi || Remote Target
[£] GDB QEMU riscv32 Debugging Host name or IP address:  localhost
[£]GDB QEMU riscvé4 Debugging

Other options:

Commands: set mem inaccessible-by-default off

[£1GD8 SEGGER J-Link Debugging Port rumber. 3333
& Launch Group Force thread list update on suspend
Filter matched 17 of 17 items
@ Close

Figure 9. Configure the Debugger tab - 2

Restore defaults

x

¥

8. In the Startup tab, click load Symbol and Executable.
* Make sure that Initial Reset has been selected, and the Type is init.
* Check the Load Symbols, then use the U-Boot compiled from the U-Boot source folder.
* The Symbol offset(hex) offset is necessary. The value can be got at the U-Boot stage:
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Create, ge, and run

=,

[

9
T
<

[E]¢fc++ application
[El¢/C++ Attach to Application
[€l¢/C++ Container Launcher
[E]¢/c++ Postmortem Debugger
[E]¢/c++ Remote Application
Ci5 /C++ Unit
[£16D8 Hardware Debugging

~ [£1GDB OpenOCD Debugging
[£] GDB PyOCD Debugging
[£1GDB QEMU aarch64 Debugging
[€1GDB QEMU arm Debugging
[£1GDB QEMU gnuarmeclipse Debugging (Depi
[£]GDB QEMU riscv32 Debugging
[£] GDB QEMU riscv64 Debugging
[£]GDB SEGGER J-Link Debugging
g Launch Group

Filter matched 17 of 17 items

@

Debug Configurations

Name:  ubootimx-debug

£ main ﬁDehugger source| [0 common| &, SVDPath

Initialization Commands 0

L Initial Reset. Type: init

Enable Arm semihosting
Load Symbols and Executable
& Load symbeols
0 use project binary: home/mpusefopenocd_eclipse_test/93/ubootimx/u-boot

Use file:
a

&ymbols offset (hex): | Feef8000

Load executable
© Use project binary: homefmpuse/openocd_eclipse_test/93/ubootimx/u-boot

Use File:

Executable offset (hex):

Figure 10. Configure the Startup tab - 1

x

¥

9. Type bdinfo at the U-Boot stage to check the relocaddr and use it as an offset.

AN14367

All information provided in this document is subject to legal disclaimers.

© 2024 NXP B.V. All rights reserved.

Application note

Rev. 1.0 — 1 October 2024

Document feedback
14/ 48


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14367

NXP Semiconductors AN 1 4367

Debugging Cortex-A U-Boot and Native RTOS on i.MX 8M Plus and i.MX 93 EVKs

Figure 11. Type bdinfo to obtain the relocaddr value
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Debug Configurations

Create, manage, and run configurations

go@X BT~ Mame:  ubootimx-debug
| [ main | % Debugger # Startup | 5 source| [} Common | %, SVD Path

[Elc/c++ Application Load executable
[E]¢/C++ Attach to Application © Use project binary:  home/mpusefopenocd_eclipse_test/93/ubootimx/u-boot
[Elcfc++ Container Launcher Use File:
[Elc/c++ Postmortem Debugger
[E]c/C++ Remote Application
Cii CfC++ Unit Runtime Options
[€1GDB Hardware Debugging Debug in RAM
- [£]GDB OpenOCD Debugging

. Run/Restart Commands I
@ uboot-imx-debug
[E1GDB PyOCD Debugging @ﬂart reset Type: | halt | (always executed at Restart

[E1GDB QEMU aarch64 Debugging

[£1GDB QEMU arm Debugging

[£1GDB QEMU gnuarmeclipse Debugging (Depi -

[E£]GDB QEMU riscv32 Debugging et program counter at (hex):
[£]GDB QEMU riscvé4 Debugging
[£1GDB SEGGER J-Link Debugging
S Launch Group ontinue

Executable offset (hex):

t breakpoint at:

Filter matched 17 of 17 items

@

Figure 12. Configure the Startup tab - 2

x

¥

Restore defaults

Run/Restart Commands

* Make sure Pre-run/Restart reset has been selected, and the type is halt.

» Set program counter at (hex), Set breakpoint at, Continue do not need to be selected.

* Click Apply and Close.

4.2.3 Eclipse debugging steps

Note: Disconnect other boards with the FTDI JTAG interface to avoid cross-impact.

1. Open the serial console software, choose the third COM (Cortex-A);
2. Power on the board through the ON/OFF switch;

3. Stop at the U-Boot stage, check the time when you build U-Boot to make sure builds u-boot .bin and u-

boot-spl.bin are used.
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NFO:
DDRINF
DDRINF

PDO 1:
PDO 2:

_STATUS bit failed, ret = -62

ddr [I2C1 Ox58]

arate
** Warning - bad CRC, using default environment

ice failed, ret -2

Figure 13. Check the SPL and U-Boot build time
4. Enable the JTAG remote debug interface with bcu:

sudo ./bcu Ubuntu20 set gpio remote en 1 -board=imx8mpevk
sudo ./bcu Ubuntu20 set gpio remote en 1 -board=imx93evkllbl

Note: When the board must be restarted, first use BCU to disable the JTAG interface. If DEBUG is still
needed, re-enable the JTAG interface.

5. (Optional) Disable the JTAG remote debug interface with BCU:
Attention: After running the following commands, JTAG remote debug will no longer be available.

sudo ./bcu Ubuntu20 set gpio remote en 0 -board=imx8mpevk
sudo ./bcu Ubuntu20 set gpio remote en 0 -board=imx93evkllbl

6. Debugging pathway test
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Before using OpenOCD GUI debugging, use OpenOCD on a terminal to check if the debugging pathway is
available.

$ sudo src/openocd -s ./tcl -f interface/ftdi/imx93-evk.cfg -f board/

nxp imx93-evk.cfg

Open On-Chip Debugger 0.11.0+dev-00651-g9de084e00 (2022-04-26-15:55)

Licensed under GNU GPL v2

For bug reports, read

http://openocd.org/doc/doxygen/bugs.html

Info : Listening on port 6666 for tcl connections

Info : Listening on port 4444 for telnet connections

Info : clock speed 1000 kHz

Info : JTAG tap: imx93.cpu tap/device found: 0x0892801d (mfg: 0x00e
(Freescale (Motorola)), part: 0x8928, ver: 0x0)

Info : imx93.a55.0: hardware has 6 breakpoints, 4 watchpoints

Info : starting gdb server for imx93.a55.0 on 3333

Info : Listening on port 3333 for gdb connections

Info : starting gdb server for imx93.m33 on 3334

Info : Listening on port 3334 for gdb connections

Info : gdb port disabled

7. Open a new terminal to test the GDB connection

$ gdb-multiarch
(gdb) set architecture auto
(gdb) target remote localhost:3333
Remote debugging using localhost:3333
warning: No executable has been specified and target does not support
determining executable automatically. Try using the "file" command.
0x00000000feefa200 in 2?2 ()
(gdb) symbol-file u-boot
Reading symbols from u-boot...
(gdb) set Soffset = ((gd t *)$x18)->relocaddr
(gdb) symbol-file
Discard symbol table from °/home/mpuse/openocd eclipse test/93/uboot-imx/u-
boot'? (y or n) vy
No symbol file now.
(gdb) add-symbol-file u-boot S$offset
add symbol table from file "u-boot" at
.text addr = 0xfeef8000
(y or n) y
Reading symbols from u-boot...
(gdb) bt
#0 2?2 () at arch/arm/cpu/armv8/exceptions.S:139
#1 0x0000000000000000 in 272 ()

8. (Optional) Open another terminal to test the Telnet connection,

S telnet localhost 4444

Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

Open On-Chip Debugger

> resume

> halt

imx93.a55.0 halted in AArch64 state due to debug-request, current mode: EL2H
cpsr: 0x200002c9 pc: Oxfefd4419c

MMU: enabled, D-Cache: enabled, I-Cache: enabled

> step

imx93.a55.0 halted in AArch64 state due to single-step, current mode: EL2H
cpsr: 0x200002c9 pc: Oxfef4d4lal
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MMU: enabled, D-Cache: enabled, I-Cache: enabled

> step

imx93.a55.0 halted in AArch64 state due to single-step, current mode: EL2H
cpsr: 0x200002c9 pc: Oxfefddlad

MMU: enabled, D-Cache: enabled, I-Cache: enabled

> step

imx93.a55.0 halted in AArch64 state due to single-step, current mode: EL2H
cpsr: 0x200002c9 pc: Oxfef4d4dlal8

MMU: enabled, D-Cache: enabled, I-Cache: enabled>

If the previous step works well, it confirms the pathway test pass. To run the Eclipse OpenOCD debugging:
¢ Close the terminal windows in step5;

* Reboot the EVK and let it stop at the U-Boot stage again;

* Make sure the Eclipse OpenOCD configuration is finished.

If so, click the debug button, wait a few seconds for Eclipse to start the server, connect the target and start
the debugging session.

eclipse-u-boot-debug - Eclipse IDE _ u] X
Lle Edit Source Refactor MNavigate Search Project Run Window Help
0~ : @vevEveviEIOVEVAViMD IVIRE 1iBw &
o o 4 Q g |[E
=8 5

Figure 14. Debug button

¢ In case of a similar situation, press the Resume button as shown in Figure 15

93test1 - Source not found. - Eclipse IDE - o *
File Edit Mavigate Search Project Run Window Help
[m [=JE s mHE R b EiH~-0-Q%~i B 4~ \ R o Q B BH
1 Debug x I3 Project Explorer ¥ | = 0O [Eoxfefsasfq x [0 serial lpuart.c 1 console.c 1 generic_timer.c 1 board_r.c [ time.c " = 0O evariabl ® Breakp x < Expres i Disass % Periph =0
- [Elubootimx-debug [GD8 OpehOCD Debugging] Break at address "0xfef449f4 with no debuginformation available, or outside of program code. & L]

- [Fubest
« @ Thread &1 (Suspended : User Request)

o openacd
1 gdb-multiarch

View Disassembly.

o Configure whenthis editor is shown Praferences..

© console x [l Registers (¥ Problems ) Executables @ Debugger Console () Memary - A EHE® ~Bvrev =B

ubootimx-debug
0 nx93

Inf.

f “target remote :3333"

afg: Bx00e (Freescale (Motorolal), part: 0xB928, ver: Ox@)

frer reset
rent node: EL2H
Figure 15. Resume
* Resume the debugging process
¢ Press Suspend
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File Edit Mavigate Search Project Run Window Help
[l =] Bin > 0 m o

1 Debug x i3 Project Explorer *
- [Elubootimx-debug [G08 Openge Debugging]
~ @uboot

Thread #1 [Running : User Requ
1 openocd
i gdbemultiarch

Figure 16. Suspend

# [ = O [Eloxfefassra x [ serial lpuarte [ console.c

93test1 - Source not found. - Eclipse IDE

e # SO v_vim il o e

ilable, or outside of program code.

Break at address ™ " withno

WView Disassembly..

Configure when this editor is shown Preferences...

O Console x 11 Registers [*] Problems () Executables [ Debugger Console [) Memory

ubootimx-debug [GDB Open©CD Debugging]

Info : [imx93.ahb] Examination succeed

starting gdb server for inx$3.a85.0 on 3333

: Listening on port 3333 for gdb connections

: starting gdb server for inx03.m33 on 3334

: Listening on port 3334 for gdb connections

: qdb port disabled

ting 'gdb' connection on tcp/3333

Wew GOB Connection: 1, Target imx93.a85.8, state: halted
: Prefer GDB command “target extended-remote :3333"
: Can't assert SRST: nSRST signal is not defined

: JTAG tap: 1mx93.cpu Tap/device found: @xes9zseld
: Deferring arp examine of imx33.855.1

Use arp_exanine command to examine it manually!
beferring arp_examine of imx93.m33

= Use arp_exanine command to examine it manually!
Can't assert SAST: nSRST signal is not defined
imx@3.855.1: Target not examined, will not halt
: [imx33.033] Debug AP not available, reset WOT
35.8 halted Archii4 state due to debug-reques!
cpsr: Gx200002c9 oxfefaqafs

MHU: enabled, D-C : enabled, I-Cache: enabled
Error: abart accurred - dscr = @xO3047253

ately after reset!

current mode: EL2H

[ generic_timer.c [ board_rc [ time.c ixls Variabl ®s Breakp x & Expres i Disass % Penph = 0
@ . A

instead of "target remote :3333"

(mfg: @xg@e (Freescale (Motorolal),

Q im @

» Halt the debugging process

10. If everything goes well, you can see:

o~ CEERE

File Edt souce Refoctor Navigate Search Project Run Window Help
» CIRVOVRU I @B A~

_Ipuart.c - Edipse IDE

s3tests eclipse &

- variabl x % Breakp 4 Expres & Disass 5, Periph

% Debug X [ Project Explorer £ % B |
- [ ubootimxdebug [GD8 OpenoCD Debugging]

P Thvead #1 (suspended: Signal: SIGINT:nterrupt)

wart_serial_pending() at serial_lpuart 471 Oxfefdday
= console_tste() at console.c:304 0xfef23bdc

etc(at console 450 0erz e
end_line() t cl_readline.c27 OuFeF 2310

readine into_buffer() tci readline.c.540xer2y
oot_cli_readline() at cli_hush.c:995 Oxfef 15904
_user_Input) skl ush.c1,020 e 19904
e_gec(at i USh.c1,107 Oxfef1b30s

e_get() ot ush.c1,090 oxfe 10904

e stream()at ci_ush.c2.955 Onef cdad
rse_stream._outerl) atcl_hush c3,169 fefcdod
rse_fie_ouker()atc_hushc3,289 O 14344
Lloop() atclic229 Oxetass3c

ain l0p( at main 66 Oef 15380

in_main l00p() atboard_. 627 0fef145b0

st atintcllcssontefrdebe

(2t board_r.cas0er1debc

tcal
ard,

i) a rt0_64 5140 eS80
2 openacd
o gdb-multiarch

@seallpartc  [@stdioc O cireadinec [Eboard it f) O serial lpuartc x O cli_hushe

lpuart_read320) at seral lpuart.c87 Oefassra & {

wart32_seral_tstc() at serial_lpuart.c:369 Onfef 14ad)

ulong Flags:

1 static void Lpuart read3z(u32 flags, U2 addr, Wz *val)
& @ flags
41 (flags & LPUART FLAG REGHAP 3281T REG) {
i (Tlags & LPUAKT FLAG REGMAP EROLAN BIG) b

*(u32 *)val = in_be3z(addr);
else
*(u32 *)val = in le32(ador);

5 » adde

't
¥
| static vold Lpuart write32(us2 fL

Type

0x4430002¢
1

w2

i (Flags & LPUART FUIG REGHA
L (flags & LPUART_FLAG |
out. beaz(addr, val)}

o Details:gxa438002c

out_Lea2(addr, val); | Default:exed3s0s2c

@ ) Decinal 1144520748
¥ Hex:8xa438002¢

1 etal a1a416a8R8S1

w2 _weak get_lpuart_clk(void)

return get_board sys clk();

10
10

X
103
1

X
106

o SIS DU O

9 Console x 1 Registers ] Problems () Executables @ Debugger Console () Memory.

ubootimx debug
imx93.55.0 hal

1en0CD Debugging]
in AArchos state due To debug-request, current mode: ELZH

d of “target remote :3333

is not defined
e found: §x08920610 (afg: GxB0e (Fresscale (Motorola)), part
ass.

1t sanually!

ely after resett

WOT asserted

debug-request. current mode: ELZH

u: enabled, b-Cache: enabled, I-Cache: enabled

oum320, ver: oxo)

Figure 17. The main debug interface

On Figure 17, the sections are as follows:
a. The Call stack tab is on the left

b. The Source code tab is in the middle.

c. The Variables tab is on the right.

d. The Console log window is at the bottom.
To see different information, switch tabs. For example, you can see the breakpoint you set on the left.
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XFE A BESE §
3.7 [function: board_init_f]
¢ [Function: main] [type: Temporary]

Figure 18. Breakpoint tab on the right side of main interface

ix= Variabl ®s Breakp ¢ Expres =¥ Disass X |5 Penph = B

Enter locationhere | &t G & =
" popopepefer23bde: cmp wWe, #0x6
00000000Tef23bed:  b.le 8xfef23cOc <console tstc+160:
306 tstcdev = dev;

peopoeenfef23bed: adrp x1, Oxfeffsooo
AeRREBA0TeT23ba8: str x21, [x1, #3128]

315

peepaeenfef23beac: ldp %19, x20, [sp, #16]
840 ctrlc disabled = disable;
peeeoeedfef23bfo: str w25, [x23, #3084]
315 }

peeeneepfef23bf4: ldp %21, x22, [sp, #32]
oeeeoeeeTer23bTa: 1ldp %23, %24, [sp, #48]

opeooeenfef23bfc: ldr %25, [sp, #64]
AER0ERRETeT23C00: ldp %29, %30, [sp], #80
DeoRoeEDfef23c04: autiasp

BEORERABTeT23cAB: ret

302 for each console dev(i, file, dev)
peeeeeeRfef23chc: ldr x@, [x22, %20, 1sl #3]
peeeoeeefer23clo: add %19, x19, #0x1
peeooeedfef23cld: ldr x21, [x0, x19, sl #3]
oeeeoeeeTer23cls: b Oxfef23bb8 <console tTstc+76=
318 {

console_putc:

pooaeeeafef23clc: paciasp
BeRREeRRTef23c20: stp %29, %38, [sp., #-64]!
nepanapafef23c24: mow x79. s0

Figure 19. Disassembly tab on the right side of main interface
e. Variable information can be accessed by hovering the mouse over a variable.
Note: For the errors in this region:
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Error 1: Cannot assert SRST: nSRST signal is not defined. We did not define nSRST in the cfg files, but the
nSRST gpio does indeed exist, it is behind an 12C GPIO expander. Use bcu to reset the chip: bcu reset
sd/emmc/usb/... -board=imx93evkll

Error 2: [imx93.m33] The target is not examined, it will not halt after reset! There is no m33 image in our
build f1ash.bin, this error will be reported.

11. (Optional) You can use terminal debug mode, press Window, Show View, and choose Debugger Console

eclipse-u-Dootr-aepug - Eclipse IDE
@
vigate Search Project rRun Cwindow ) Help

B: w9 > New Window e i O v R vip SV " . -
Editor >
1 Project Explorer = o 5
2 % Breakpoints
Perspective > B2 console
Navigation > 3# Debug @
Preferences

& Debug Sources

2 Disassembly
Go hunt your bugs here.
&) Error Log ) )
Find Actions Ctrl+3
@ Executables Step Into F5
Step Over F6
Step Return F7
0 Memory Resume F8

¢ Expressions

0 Memory Browser
B\ Modules

2= outline

&, Peripherals

{2 Problems

=g Progress
=] 5 Project Explorer kecutables
Nev 15 Registers Debugging] ) ) )
War . ot examined, will not halt immediately after reset!
Ern &+ Signals examined, will not halt after reset!
imx [& Templates 4 state due to debug-request, current mode: ELZH
cps| = . 5¢C
w47 Terminal d, I-Cache: enabled
Inf s Trace Control ap/device found: 8x5ba®8477 (mfg: ©x23b (ARM Ltd), par
Infl o vari L of imx8mp.a53.1
Inf Variables d to examine it manually!
Inf Other... of imx8mp.a53.2

Inf0—*—Use—arp—examIne—rummand to examine it manually!
Info : Deferring arp examine of imx8mp.a53.3

Info : Use arp_examine command to examine it manually!
Info : Deferring arp examine of imx8mp.m4

Info : Use arp_examine command to examine it manually!

Figure 20. Open a Debugger Console
12. (Optional) The terminal debugging can be done in Debugger Console, like this:

b board init f
©
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s ipse I0E DO G
File Edit Source Refactor Navigate Search Project Run Window Help
o 2in >omNa [ LiRVOVAVIMES AV oy o Qe mE
4 Debug x SProjectExplorer =k B § = O | BexceptonsS [imudmp evkc [0Nel0ods [ comsolec [ serialmxce x = B Variabl x % Breakp & Expres S Disass % peiph = B
« [Fuboatimxdebug [c0B OpenocD bebugging] LD, e TIEER
~ B wboot return 0;
« @ Thread #1 [imx8mp.a53.0] 1 (Name: imxamp.as3.0, state:
ot > » dev struct udeice * <optimized out-
ic int mec_serial_pending(struct udevice *dev, bool input) weinput Bool rale
) = i T = o AT _v uz
Struct mec_uart “const uart = plat- > - plat struct muc serialpl  <optimized out>
oot ruﬂhn![htzh hush.c984Octero7sas sint e el ) ) » uart SLrUCLMXC Wart cor - 0130850000
+_user input() at cli_hush.c:1,027 Onfef07448 i (input) w2 uint32_t <optimized out-
le_get() a clush.c'1,106 Oxfefo74a8 G AR OEEIN AL
le_oet()at cli_hush.c:1,089 Oxfefo7aas return sr2 6 USRTHOC 7 0 1;
rse_stream() at cli_hush.c:2,954 Oxfefogsdc
m;.,’.m,wwoatrumz 3,188 Onfef088dc e corstserce o srio aps s seiat g
= <..mare frames..> putc = mic_serial_putc,
4 openacd 1 c_serlal_pénding
asrchsspol -0 Fial getc,
4 aarchos-poklinur-gd setbrg = mee_serial_setbra,
CONFLG IS ENABLED(OF CONTROL)
c int nxe_serial_of_to_plat(struct udevice *dev)
struct mec_serial_plat “plat = dev_get_plat(dev);
fat_addr_1_addr;
D e e carets ~ [ v =8
[CDB OpenoC Fiminternal xwayland 6| i )
T S e T Mt
cading section efi_rurfine rel, size Bxlod lna DxdG2faces
Loading section rela.dyn, size 6x19b90 na xdt
Start address 6x6000000045200909, Load siz
Transfer rate: 70 K/sec, 14371 bytes/write.
Juote: breakpoint 1 slso set at pe Oxferosids.
JHote: breskpoint 1 slso set at pc Gxas22TIT4.
JBreakpoint 3 at 0x48221714 (2 Locations)
[continuing
[Program received signal SIGINT, Interrupt
o serial_pending (Gev-coptinized out» Input—false) at deiverssserial/serial_se.c:365
365 t sr2 = readl(suart->sr2);
Witable Smert Insert 73:1:1702 %

13. (Optional) Click the button to switch the Console.
This gdb traces window contains lots of gdb configuration information, for example, the log in the red box
corresponding to the setting in the Startup tab, use it to debug your customized configuration.

S3testt _eclipse.t X 1oe D O @

Fle Edt Source Refactor Nawigate Search Project Run Window Help

o~ O pumiAes b S B0 QUMD S > - o a e mE
#Debug x ProjectExplorer £ % B | = O Rseriallpuwtc [stdoc  Ocireadinec [boardint ()  Dserisllpuarte x Celhwhe ™ B Variabl % Breakp @ Expres & Disass 7, Periph X o
[E ubootimx.debug (608 GpenoCD Debugging] ulong flags: T
boot o
- 5 Thread #1 (Suspended: Signal: SIGINTinterrupt) static void lpuart_reads2(u32 flogs, us2 “addr, usz val)
Ipuart_read32() at serial puart.c:87 oxfefa4sfa. t
L (flags & LAUART FLAG REGHAP 328IT REG) (

wart32_seral_tstcl) at serial lpuart.c:369 Oufef 4ad 11 (riags & LFOART_FLAG REGAAP, CROLAN_S16)
t_serlal_pending() at serial Ipuart c471 Onfef 4ac (w32 *)val = in_bes2(addr);
nsole_tstc() at console. 304 0xfef23bdc.
etc() at console.c:450 oxfer2 3z
ead_line() at cl_readline.:277 Oxfer2310¢ ¥
_readline_inko_buffer()at cli_readline.c:554 Oxfef231

. ez et = 10 teseiasan;
¥

oot _cli_readline() at cl_hushc:995 0ufef1bg0s | © Console x 1% Registers (2] Problems ( Exccutables @ Debugger Console 0 Memory e BB v =08
bootimx-debug [GDB Op: ggrplods e
80T 53 erorecarexec --theead-droup 11 consote “show end
519,062 ~'The target endianness 15 set AGRBtACaLLy (carrencly Lictle endian) \n*
done:

rse_fle_outer() at ci_hush.c3, 289 0fef 1434
1 loop() at c.c229 Onfer2os3c

‘0x00000000fe 26088 in 72 (}\n"
e~ (30117~ 0X006000 e 26083, func="77",args=[1,arch="aarch64"}, thread-1d

1= st

“12°, type="process",pid="42000" executable="/hase/mpuse/openocd ecLipse \

i) a4
 openocd
o gdb-multiarch

29,128 (gob)
29,129 26monitor reset init
29,129 27monitor halt
29,129 24340 SyaL 11 fhoe/mpuse/openoca eclipse est/93/uboot /1 boat Oxteet3ddn
Grmonitor reset init
201130 Grcon T msvers ST RSRST signsl 15 et definedne
29232 @'3TAG tap: inxS3.cpu tap/device found: GHGS92601 (mfg: Oxide (Freescale (Hotorola)), part:\
S, ver: Ead)\o
25,236 @'eferring orp eesine of Lm3.o53. 110"

20,295 @use arp ssamiie < ine 1t manvallyf\n®
20,236 @"Deferring arp_examine of im@3.a33\n"

25:230 @"Use arp exaie comard to exanin 1% sanually N

29,237 @'Can’t assert SRST: nSKST signal is not defined\n”

9,237 §*4nx93.255.1: Target not examined, will not halt ismediately after resetiyn®
22,237 o [1m:93.022] De0ug 7 1% veiianies reset MOt ssseriedna

29,237 267

29,237 (000)
29,237 &™Bonitor haltn™

ocd_eclipse

5257538 50 LisE threas orows i
£7\3571093.255.0 halted_in AAFch6d. State due To debua:request. CUrrent sede: ELZINL

Figure 22. GDB traces

14. Click the Suspend button above the IDE to pause and start step-by-step debugging.

From the left to right, these buttons are Resume, Suspend, Terminate, Disconnect, Stepinto, StepOver,
Step Return.
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File Edit Source Refactor Mavigate Search Project Run Window Help

M~ RN = RER Y i L%~ 0

45 Debug x 5 Project Explorer = B |5 exceptions.S I

~ [E]luboot-imx-debug [GDB OpenOCD O g?g return @
~ [ u-boot 3;0 }

~ o Thread #1 [imx8mp.a53.0] 1 (Name: imx8mp.a53.0, state: debugre © 361~ static int m
= mxc_serial_pending() at serial_mxc.c:365 Oxfef34b3c 62 {

= fgetc() at console.c:513 OxfefOFd78 gi ::::E: m
= cread_line() at cli_readline.c:286 0xfefof044 65 uint32 t
= cli_readline_into_buffer() at cli_readline.c:468 0xfefof044

= uboot_cli_readline() at cli_hush.c:994 0xfef07448

7 if (inpu

68 retu
= get_user_input() at cli_hush.c:1,027 0xfef07448 69 else
= file_get() at cli_hush.c:1,106 0xfef07448 ;1 ) retu
!
= file_get() at cli_hush.c:1,089 0xfef07448 37
= parse_stream() at cli_hush.c:2,954 0xfef088dc 373 static const
= parse_stream_outer() at cli_hush.c:3,188 0xfef088dc 3_’,? S -
_ 375 .pending
= <..more frames...> 376 .getc =

Figure 23. Debug buttons

15. Always make sure that your U-Boot is alive, if it reports an error or the terminal does not response to any
input, disable the remote debug function by using bcu, reset the board and re-enable the remote debug
function again.

AN14367 All information provided in this document is subject to legal disclaimers. © 2024 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 1 October 2024 Document feedback
2448



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14367

NXP Semiconductors AN 1 4367

Debugging Cortex-A U-Boot and Native RTOS on i.MX 8M Plus and i.MX 93 EVKs

1 &[0 : FTDI
struct mipi dsi panel plat *plat = dev_get plat(dev);
struct rad platform data *data = (struct rad platformgees /dev/ttyUSB2 (115200)

e*rnst mini dei dauira *¥dauira — nlat.~dawira.

B Console x 7! Problems (3 Executables & Debugger Console

<terminated> New_configuration [GDB OpenOCD Debugging] openocd. 1 (Te
Error: Invalid ACK (7) in DAP response

Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response

Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response

Error: JTAG-DP STICKY ERROR oo e
Error: Invalid ACK (7) in DAP response e
Error: JTAG-DP STICKY ERROR -
Error: Invalid ACK (7) im DAP response | T o o (Eraaimer e -
Error: JTAG-DP STICKY ERROR . .
Error: Invalid ACK (7) in DAP response ; c FFFFF
Error: JTAG-DP STICKY ERROR ) G DOO0E0:
Error: Invalid ACK (7) in DAP response p & 0 F
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR i :
Error: Invalid ACK (7) in DAP response nem T
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response
Error: JTAG-DP STICKY ERROR

Error: Invalid ACK (7) in DAP response

rt" handler,
0

0

¢
000000001

Figure 24. Error reported in Eclipse console and serial console

4.2.4 Debugging U-Boot with on GDB terminal

There are a lot of GDB commands. Use help to check these commands. Then these commands classes are
listed:
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Command name abbreviations are allowed if unambiguous.
(gdb) help
List of classes of commands:

aliases -- User-defined aliases of other commands.
breakpoints -- Making program stop at certain points.
data -- Examining data.

files -- Specifying and examining files.

internals -- Maintenance commands.

obscure -- Obscure features.

running -- Running the program.

stack -- Examining the stack.

status -- Status inquiries.

support -- Support facilities.

text-user-interface -- TUI is the GDB text based interface.

tracepoints -- Tracing of program execution without steopping the program.
user-defined -- User-defined commands.

Figure 25. GDB help command

Type "apropos -v word" for full documentation of commands related to "word".

Use help stack to check the GDB commands in the stack class:

(gdb) help stack

Examining the stack.

The stack is made up of stack frames. Gdb assigns numbers to stack frames
counting from zero for the innermost (currently executing) frame.

At any time gdb identifies one frame as the "selected" frame.

Variable lookups are done with respect to the selected frame.

When the program being debugged stops, gdb selects the innermost frame.

The commands below can be used to select other frames by number or address.

List of commands:

down, dow, do -- Select and print stack frame called by this one.
faas -- Apply a command to all frames (ignoring errors and empty output).
frame, f -- Select and print a stack frame.

address -- Select and print a stack frame by stack address.

apply -- Apply a command to a number of frames.

apply all -- Apply a command to all frames.

apply level -- Apply a command to a list of frames.

function -- Select and print a stack frame by function name.

level -- Select and print a stack frame by level.

view -- View a stack frame that might be outside the current backtrace.
return -- Make selected stack frame return to its caller.
select-frame -- Select a stack frame without printing anything.
select-frame address -- Select a stack frame by stack address.
select-frame function -- Select a stack frame by function name.
select-frame level -- Select a stack frame by level.

up -- Select and print stack frame that called this one.

Figure 26. GDB help stack command

backtrace, where, bt -- Print backtrace of all stack frames, or innermost COUNT frames.

select-frame view -- Select a stack frame that might be outside the current backtrace.

4.2.4.1 Common commands

Common commands are the following:
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4.2.4.2 Stack commands

backtrace(bt) Print backtrace of all stack frames or innermost COUNT frames.
frame n Select and print a stack frame.

up Select and print the stack frame that called this one.

down Select and print the stack frame called by this one.

info stack Backtrace of the stack, or innermost COUNT frames.

list(l) List a specified function or line.

( =<optimized out>, =0x4438002cC, =8xfceebcec) at
( =0xfcefBced) at 1369
( =0xfcef8c40, =true) at 1471
( =0) at 1304
( =0) at :490
( =-16806880, =<synthetic pointer>, =exfeffg4e4 "", =0xfcf181e0 "\@O3") at
( =0xfcf181e0 "\0O3", =exfeffs4e4 "", =-16806880) at :554

in (i=0xfceebefd) at :995
(i=0xfceebefa) at 11628
=<optimized out>) at :1107
=oxfceebefe) at 11098
in ( =<optimized out>, =<optimized out>, =<optimized out=>, =<optimized out>) at
=0xfceebefod, =2) at 13189
() at 13289
() at 1229
() at 166
[@K:14 1627
( =0xfefc1118) at
( =<optimized out>, =<optimized out>) at
in () at :140
Backtrace stopped: previous frame identical to this frame (corrupt stack?)

(
(

in () at :140

Figure 27. GDB stack example in U-Boot project -1
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=<optimized out=>, =<optimized out=) at
initcall_run_list init_sequence r

in ( =0xfefcl1118) at
ret init_fnc_ptr

in () at
main_loop

in () at
cli_loop

cli_process_fdt 's
cli_secure_boot_cmd s

autoboot_command s

cli_loop
panic

in
main_loop

in ( =0xfefc1118) at
ret init_fnc_ptr

init_fnc_ptr reloc_ofs
init_fnc_ptr

init_fnc_ptr reloc_ofs

Figure 28. GDB stack example in U-Boot project -2

Use backtrace(bt) to check the stack as shown in Figure 27
Use frame 19 to select the #19 frame

Use list to check the code.

Use down/up to switch the frame

Use list(l) to check the code anytime.
Combining these commands can easily browse stack information and related code.

aorODN -

4.2.4.3 breakpoint

breakpoint(b) Set the breakpoint at a specified location.
delete(d) Delete some breakpoints or autodisplay expressions.
clear Clear breakpoint at specified location.

info b Status of specified breakpoints.

disable/enable Disable/Enable some breakpoints.
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=0) at 1302
( =0) at :490
( =-16806880, =<synthetic pointer=, =0xfeff8404 "sssh\n", =0xfcf181le® "\003") at
=0xfcf181e®@ "\003", =0xfeff8404 "sssh\n", =-16806880) at :554
in (i=0xfceebefo) at 1995
(i=0xfceebefo) at 11028
(i=<optimized out>) at 1107
(i=0xfceebefd) at 1090
in ( =<optimized out>, =<optimized out>, =<optimized out>, =<optimized out>) at
=0xfceebefd, =2) at :3189
() at 13289
O at 1229
() at 166
() at 1627
( =0xfefc1118) at
[§ =<optimized out>, =<optimized out>) at
in () at 1140
Backtrace stopped: previous frame identical to this frame (corrupt stack?)

: fgetc. (2 locations)

(gdb) b get_user_input
Breakpoint 2 at : file , line 1044.
(gdb) b console.c:30@
Breakpoint 3 at : file , line 301.
(gdb) info b

Type Enb Address What

breakpoint <MULTIPLE>

breakpoint
breakpoint

y
y
y
y
y

(gdb) c
Continuing.

(
prev = ctrlc_disabled

Figure 29. GDB breakpoint example in U-Boot project -1

(gdb) info b

Num Type Disp Enb Address
breakpoint keep vy
breakpoint already hit 1 time
breakpoint keep y
breakpoint already hit 5 times

prev disable_ctrlc

ctrlc_disabled disable

prev disable_ctrlc

for_each_console_dev 1. file. dev
dev -tstc NULL

ret dev- -tstc dev

( =0) at
prev ctrlc_disabled

prev disable_ctrlc

ctrlc_disabled disable

prev disable_ctrlc

for_each_console_dev 1 file dev
Figure 30. GDB breakpoint example in U-Boot project -2

Use backtrace(bt) to check the stack as shown in Figure 29

Use breakpoint(b) to set the breakpoint

Use b getc and b get_user_input to set the breakpoint on the function

Use b console.c:300 to set the breakpoint on line 300 of the console.c file
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5. Use info b to check the current breakpoint setting
6. Use delete(d) to delete the breakpoint
7. Use c to continue the process, then the program stops at the next breakpoint.

4.2.4.4 Control and view commands

next(n) Step program, proceeding through subroutine calls.
continue(c) Execute to the next breakpoint or program end.
run(r) Start the debugged program.

whatis Print the data type of the expression EXP.

print(p) Print the value of the expression EXP.

( :500
500 IS_ENABLED CONFIG_WATCHDOG
(gdb) n
490 console_tstc file
(gdb) n

Breakpoint ( =0) at
838 prev ctrlc_disabled

1: prev = <optimized out>

(gdb) n

301 prev disable_ctrlc

1: prev = <optimized out>

(gdb) n

840 ctrlc_disabled disable

1: prev timized out>

(gdb) n

301 prev disable_ctrlc

1: prev <optimized out=>

(gdb) n

302 for_each_console_dev 1. file. dev
1: prev = @

(gdb) whatis prewv

type = int

(gdb) p prev

Figure 31. GDB control and view example in U-Boot project

1. Use whatis prev to print the data type of prev as shown in Figure 31
2. Use print(p) prev to print the data value of prev.
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4.2.4.5 GDB layout split commands

Figure 32. GDB split layout example in U-Boot project

Use the layout split, bt combination to see the source code, assembly code, and gdb console in the same
window.

5 Native RTOS OpenOCD debugging

This chapter introduces the method of using J-link for native RTOS debugging.

5.1 Native RTOS on Cortex-A Core introduction

Native RTOS on Cortex-A Core refers to the RTOS running on Cortex-A Core without a hypervisor and is kicked
to a specified Cortex-A Core by U-Boot commands.

Native RTOS is supported in Real-time Edge Software. The key technology components of Real-time
Edge Software include Real-time System, Heterogeneous Multicore Framework, Heterogeneous Multi-SoC
Framework, Real-time Networking, and Protocols.

Native RTOS currently supports FreeRTOS and Zephyr on Cortex-A Core, it can use both Cortex-A Core's high
performance and RTOS's low latency schedule and interrupt ability.

There are some example applications in Heterogeneous Multicore Framework of Real-time Edge Software.
Refer to Real-time Edge Software User Guide (document REALTIMEEDGEUG) for more details.

5.2 EVK board software setup

Download a Real-time Edge pre-build SD card binary image from https://www.nxp.com/rtedge, the image for
i.MX 93 EVK is nxp-image-real-time-edge-imx93evk.wic after decompression and flash this image to SD by
using the following method:

Method 1: download it to the board by using uuu (change the bootmode to serial download mode and use the
USB-Type C cable):

$ sudo ./uuu -b sd nxp-image-real-time-edge-imx93evk.wic # for 93
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Method 2: flash it to the SD card directly:

$ sudo dd if=nxp-image-real-time-edge-imx93evk.wic of=/dev/sd[x] bs=1M
status=progress conv=fsync

Note: Check your card reader partition and replace sdfx] with your corresponding partition.

5.3 Debugging Native RTOS with Eclipse IDE

This example demonstrates how to debug Native RTOS by using OpenOCD together with Eclipse IDE on the
i.MX 93 EVK board. In this example, J-Link is used. There is a J-Link link issue on several versions of i.MX 93
EVK boards. A workaround is to remove the Wi-Fi/Bluetooth module from the M.2 connector.

5.3.1 Building Native RTOS with Eclipse IDE

1. Download the source code of Native RTOS in a heterogeneous-multicore project.

# mkdir ~/a core jlink

# cd ~/a _core jlink/

# pip install west

# west init -m https://github.com/nxp-real-time-edge-sw/heterogeneous-
multicore.git workspace

# cd workspace & west update

2. Download and set up the toolchain:

# mkdir ~/toolchains/

# cd ~/toolchains/

# wget https://developer.arm.com/-/media/Files/downloads/gnu-a/10.3-
2021.07/binrel/gcc-arm=-10.3-2021.07-x86 64-aarch64-none-elf.tar.xz

# tar xf gcc-arm-10.3-2021.07-x86_ 64-aarch64-none-elf.tar.xz

Note: For detailed information on the environment setting and image building, refer to Section 3.2
“Building Heterogeneous Multicore RTOS Application” of Real-time Edge Software User Guide (document
REALTIMEEDGEUG).

3. Open Eclipse and select the directory of the workspace.

Eclipse IDE Launcher X

Select a directory as workspace

Eclipse IDE uses the workspace directory to store its preferences and development artifacts.

| home/gsy/a_core jlink/workspace - Browse...

[ ] Use this as the default and do not ask again

» Recent Workspaces

Figure 33. Launch the workspace
4. Import the existing project.
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To import the project, click Project Explorer => Import projects and select Existing Code as Makefile
Project as shown in Figure 34.

workspace - fhome/gsy/a_core_jlink/workspace/heterogenecus-multicore/appsihello_ world freertos/boards/meimxd3evk_ca33/hello_world_board.c - Eclipse IDE =
Fle Edit Source Refaclor Mavighte Search Project Pun Window Helr
: Impert ®
= 0w o " t - a =z mle
Select
1 Debug = B @statups (@ mainc S Pre TPeiph = O
- L Create a new Makefile project in a directory containing existing code E=5] .
< - ight 2023 wd 5 B E S
There are no projgts in your workspace 2l s y Ideal Z2lect br [oort wisarck )
To add & project; o e P £
- [ | ype filter tex| |a |
sl by CLFrojects rrom Folder o Archive

. incl = = C/C++
18 #include "board.h” —
1 #include “clock conf) E.C/C++ Executable
de “pln_mh* @¥CIC++ Project Settings.

o v

sincludE2egs sesar

- Existing code as Autotools praject

5+ woid hello_world bl

L h = Existing Code as Makefile Project
17 f* Init board cpn | b BGit
M BOARD InitMemaryi i}
80ar0_pdcIngt(); | * =install
f* Enable GIC te! | p E»OQomph
B2l sl (ATOSID == B}

A1C Fnablelll: ® L RPM
& Debugger Console x B
<terminated= ATOS_A_detn
Program received signal 5
vApplicationldlesook () &
L 1] 3

Cancel

Exception ignored in: <gd i,
Tra

(33t recent <

Figure 34. Import existing project
5. Import the existing code.
To import the existing code, click Browse to select the project to build and click Finish as shown in

Figure 35.
In this case, the project is apps/hello_world/freertos/boards/mcimx93evk_ca55

workspace - fhome/gsy/a_core_jlink workspag o_world_board.c - Eclipse IDE x
I Hew Project x |

File Edit wce  Refacto Runl
. Import Existing Code

- e (=] L} = 14 | N ol
- | Create a new Makefile project from existing code in that same directory - Q ig ®

4F Debug 5 Project Explorer » “ 2 [Fstartup.S Egist % Break x O Expre T, Periph = O
BT ¢ ! les7 cont Reoiec: N X % & » BE B
3 s armgee_aarche4
There are no projects in your workspace . . on: main] [type: Temporary]
To add a project: 5 e Existing Code Location
O3 Create a poo s #inelud I .rhnmntgsy.ﬂa_ca-rejmk.ﬂwnlkspa(ernel=|ngemmus-mullir.orefaupsmglla_mrI Bmw:r.-...l
i Import proj & wimelud
F Languages
16 #ncled WC W
11 #imelud
12 wimelud Toolchain for indexer Settings
3 slncld | e

Gii%=woid he Arm Cross GCC
16 {

BoA  GNU Autotosls Toolehain
BOA | Linux GCC
1 #if (py RISCV Cress GCC

Gl

B Debugger
renminatedl

Program rece

;:P.Pl icl;iun « Show only avallable toolchains that support this platform

Exception ig
Trac
File *fuse
det flug
KeytoardInte
@ < Back Next > Cancel m
0 items selected

Figure 35. Import existing code

6. Edit the environment setting.
To edit the environment setting, right-click the imported project and Select Properties as shown in
Figure 36.
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workspace - fhome/gsy/a_core_|link/workspace/heterogeneous-multicore/apps/hello_ world freertos/boar
File Edit Source Refactor Navigate Search Project Fun Window Help

ks fhelle_world board.c - Eclipse IDE x
= Y B % w > I i T Lie~0-Q- IS 4 . eI e B = | Q B R
45 Debug [ Project Explorer x = 0 [ startup.S [ main.e W hello_world_boa x B idle.c & mainc " = O -Variab Ul Regist % Break X 4T Expre T, Periph ™= O
& 7T $ 18 - B S
B % » i 2 | & Prearinkt R38N X 5 & w BEBR%
~ & > armace aarché4 [heteroaeneous-multicore | -
Source ¥ i50-3-Clause
» &F Binaries "
» & Includes Renage
b & build

» ¢ [function: main] [type: Temporary]
b (= CMakeFiles

& Impen .0
w4 Expan... !
» & ddr_debug B Project
o Clean Projact
¥ > Datauk £ Rigresh
v ELs Cloge Project
b S dump.s t .
e . wid)
1 build_ddr_debug.sh Build Targets
1 bulld_ddr release,sh index Wa e
Buitd Configurations
4 clean.sh

Saurce
& cmake_install. ocmake

Profiling Togls ter and
© CMakeCache.txt 0 B s
= CMakelists. txt % Debug As
& Makefile 2, Profie 45

= MIMX9352uxxxx_cass_ddr_ram RTOSOl

MIMX93520_caS5_ddr_ram_RTOSLMd
2 output.map

O Executables [J] Memery 1 [x]
Restore from Local Mistory... o= - O
" 1] homefgsyla_core_jlink/workspace/heterogeneous-mi

9 P LICs + Code Analysis

o X % 5 hE
Teamn

Compgre With

| ts/hello_world_caSs_PT0S1 UART1.elf.dir/home/gsy/a_

ss/hella world caSs RTOS1 UART1.eLlf.dir/home/gsy/a
Rapisce With *us/hello_world ca$s RTOS1 UART1.eLf.dir/home/gsy/a
% validse ss/hello world cass_RTOS1_UART1.elf.dirshomesgsy/a
Config

v sbug/hello world_cads RTOS1 UARTL.elf

» 153 _RTOS1 UARTL.elf
B4 armgec_aarchéd

Figure 36. Edit environment setting
7. Add a building environment.

To do this, follow the steps shown in Figure 37:

a. Click Builders => New to add a building configuration.

b. Click Main => Click Browse to select the building script.
Note: build ddr debug.sh is used as an example.
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» Resource

¥ C/C++ Build

¥ C/IC++ General
CMake
Git
Linux Tools Path
Project Natures

Task Repository
Task Tags
Validation
WikiText

@

type filter textil <] E

Properties for armgecc_aarché4
Edit Configuration

¢ Edit launch configuration properties

Name:

) © e

-

New_Builder

Refresh| B8 Environment = Build options'
Location:

I ${works pace_lac:farmﬂ:qa rch64/build_ddr_debug.sh}

Project References
Run/Debug Settings

Browse Workspace...| Browse File System...

Variables...
Working Directory:
l s{workspace_loc:farmgcc_aarch64}
Browse Workspace... Browse File System... Variables...
Arguments:
variables...

Mote: Enclose an argument containing spaces using double-quotes (*).

Show Command Line Revert

Cancel

Apply

Figure 37. Add building environment

Apply and Close

c. Click Environment and Add to include the GCC toolchain that is to be used as shown in Figure 38.
d. Enter the variable using for the toolchain:
Name: ARMGCC_DIR
Value: /home/gsy/toolchains/gcc-arm-10.3-2021.07-x86 64-aarch64-none-elf
Note: Edit the absolute path with one actual using.

¥ RESOUICE

P CACH+ Bl
» CHCw+ General

CMake

it

Lenuix Tooki Path
Project Natures

Project References

RunyDebug Setting:
» Task Repository

Task Tags

» Validation

Wikitext

] Edit Configuration
Bu Edit launch configuration properties

| Creabe a configuration that will nun a pregram during busids

Hame: New Duwider

|| | Main ratresh[® Envirc 3

B |environment variables to set:

Edit Environment Variable x

Name: | |[sRMGCC_DIR I
Value: I!homefgswtoolchainsfgcc-a | Variables...

Cancel OK

T LT L

] cancal

e

Paste

Figure 38. Set the toolchain environment value

e. Click the Ok button to save the configuration of the toolchain.
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f. Select the building configuration that is added and click Apply and Close as shown in Figure 39.

Properties for armgcoc_aarchéd "
Buildars T
* Resource Configure the bullders for the project:
v CIC++ Build o COT Buiaes Hew...

-

mCOT Core Ruilder
CAC++ General

Scanner Configuration Builder Imiport..
Mok [irecw suiser ] -
Lc2ie E9
Linux Teels Path
r MCU
Project Natures

Pigjeit Reforandas
PunyDebug Settings
Task Repository
Task Tags
validation

Wik Tt

-

-

? el W

Figure 39. Builder tab

8. Build the Native RTOS image.
To do this, right-click the imported project and select Build Project to start building as shown in Figure 40.

wi - fheter It fhello_world freertos/boards/mci k_ hello_world_board.c - Eclipse IDE =
File Edit Sourc Source b lindow Help
I

o~ ] ' “EF L2iv0-Qy &5 J~ g - ~ G P e - Q ‘®m B &
t+ Debug | 2 Proje Emainc B hello_workd_bea x i idie.c 5 main.c iy = B o Variab i Regist % Break x & Expre T.Periph = B
XRE I BEEYR

- ght 2023 MWOOP
icense-Identifier: BSD-3-Clause

b G Includes

"fsl_device reglsters.h”

¥ = bulld .

Cloge Project "#s1_debug_console.h®
b 5 CMakeFile: Close Unnalated Froiect 9
b = ddr_debug Build Target N "board . h*

Ll rgets - i -

¥ e = Default 9 “c'lmk wuix;.h

Index » "pin_muwe.h
b Els “rtos mesory.h”
» & dump.s Build Configurations ¥

o_world_board_init{veid)

-

% bulld_dar_,  Source

% build_ddr_| Frafiling Tools b it i;u:a cpu and hardware. =/
_InitMemory();

£ clean.sh O Bun As ¥ Thdetniti);

2 crmake_ins 1 Debug As » able GIC before register any interrupt handler®/

- CHakecae 9. proie s VB

% CMakelist istar

" Makem; Restore from Local History... bnsole| B Console % (3 Executables @ Memory S

- ¥ Run C/C++ Code Analysis -

5 MIMxs3sz 4 . "= X R EE ~O0-r-
MIMX2352 m New_Builder [Program] /h igsy/a_core_jlinkiworkspace/heterogeneous-mu
output.ma Compare With P g C object CMakeFiles/hello world_cass_RT0SL_UART1.elf.dir/home/gsysa_

= Pt Replace With » 3 € object CMakeFiles/helle world caS5 ATOSL UARTL.elf.dir/home/gsysa

- g C object CMakeFiles/hello world ca55_RTOS1 UARTI.elf.dir/home/gsy/a
b Validate g C object CMakeFiles/hello world ca55 RTOS1 UARTL.elf.dir/home/gsy/a
Configure € executable ddr_debug/hello world_ca35 RT0S1_UART1.elf
g arget helle_world_caS5_RTOS]1 UARTL.elf
Source »
&% armgec_aarche Pranerties - e

Figure 40. Build project

5.3.2 Eclipse OpenOCD configuration for Native RTOS debugging

1. Open Eclipse and select a directory as a workspace.
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Eclipse IDE Launcher x

Select a directory as workspace

Eclipse IDE uses the workspace directory to store its preferences and development artifacts.

"

home/gsy/a core_jlink/workspace - Browse...

[ ]Use this as the default and do not ask again

» Recent Workspaces

Figure 41. Launch the workspace

2. Add a Debug Configuration.
To do this, Click Run and then click Debug Configurations as shown in Figure 42

workspace - Eclipse IDE

File Edit Source Refactor Navigate Search Project m Stepping Mo
cee B-rf~-eoero~-n Q iz RB#

- 2w - I A
[l
i Debug x (5 Project Explorer = 0 [3startup.s wBac X M2 = 0O @=eVvariab % Break X 9 Expre 7 Periph = 0
o e RHREEI P B e §

« ¢ [function: main] [type: Temporary]

echanism for the Memory

) - MU config,
@, Run Last Launched crri+F11

% Debug Lakt Launched
uin Run History
© Run As
Run Configuratiops...
Debug History
1 Debug As

) | Debug Configurations... = N
2 console = Q~0O0= = 8
m Breakpoint Types L3
Toc 2 t
M = skip ;.xu Break;u.;mts
Figure 42. Run and click Debug Configurations
Right-click GDB OpenOCD Debugging, then click New Configuration as shown in Figure 43
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Debug Configurations

and run ations

@8 Welcome x

& eclipse

Welcome to th
EC/C++ Application

Elc/C++ Attach to Application
[E1C/C++ Container Launcher
[E1C/C++ Postmortem Debugger
[EC/C++ Remote Application

"

& .

- Press the 'New Configuratio...uration of the selected type.

Configure launch settings from this dialog:

- Press the 'New Prototype’ b...ototype of the selected type.
- Press the 'Export’ button to...t the selected configurations.
- Press the 'Duplicate’ button...py the selected configuration.
- Press the 'Delete’ button to...ve the selected configuration.

’ - Press the ‘Filter’ button to configure filtering options.

A guided walk-through how|

Cif C/C++ Unit

Review the IDE's most fiend
£1GDB QEMI

Create a new Eclipse projed ©1GOB QEML
[©1GDB QEMI
[£1GDB SEGG

Open the New item wizard || Filter matched

@

© 4!

Checkout Eclipse projects hOSTEOITENGITTEpOSTON”

Figure 43. Create the debug configuration

are Debuaaing
| I » @GDB openocd Debugging
§ New Configuration

- Select launch configuration...enu item to link a prototype.
s select launch configuration(...nu item to unlink a prototype.

h configuration... reset with prototype values.

an existing configuration by selecting it.

(4] A oL T —

Inch perspective settings from the 'Perspectives'
age.

Close

]

Always snow Welcome at star up

3. Set Main of Debug Configuration.

To do this, enter the Name and Project. To select the directory of RTOS that runs on the A core, click

Browse.
Note: B [ B
customized apps can also be used.

hello world ca55 RTOSO UARTZ2.elf is used as an example here. Other demo apps or

Create, and run

ElC/C++ Application
[E1C/C++ Attach to Application
[E1C/C++ Container Launcher
[©1C/C++ Postmortem Debugger
EIC/C++ Remote Application
CiC/C++ Unit
'©/GDB Hardware Debugging
+ [/GDB OpenOCD Debugging
[£/GDB PyOCD Debugging
[©/GDB QEMU aarch64 Debugging
©/GDB QEMU arm Debugging
©/GDB OEMU gnuarmeclipse Debugging (Deprecated)
TIGDB QEMU riscv32 Debugging
DB QEMU riscvé4 Debugging
©/GDB SEGGER |-Link Debugging
# Launch Group

Filter matched 17 of 17 items

@

L

Figure 44. Main tab in Debug Configuration

Debug Configurations

ha me: RTOS_A_debug I

[3 Main % Debugger| & Startup| % Source|[C] Commen| %, SVD Path

x

¥

Project:

RTOS_A_debug Browse...

C/C++ Application:

fheme/gsy/a_core_jlinkfworkspace/h gensous-multic pps/hello_world/fr fboards/mci _ca55 gee
variables... Search Project... I Browse...

Build (if required) before launching
Build Configuration: Use Active

Enable auto build
) Use workspace settings

Disable auto build
Configure Workspace Settings..

Close

4. Set OpenOCD in Debugger.
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To do this, click Browse to select the directory of OpenOCD and enter Config options to select ‘Jlink’ and a

specific board that is to be used:

-s <Path of tcl folder> -f <
“gdb_breakpoint override ha

Path of jlink.cfg> -f <Path of board script> -c
rd/l

Create, ge, and run

gurations

[Elc/C++ Application
[E1C/C++ Attach to Application
[ElC/C++ Container Launcher
[E1C/C++ Postmortem Debugger
[E1C/C++ Remote Application
CiC/C++ Unit
[©]GDB Hardware Debugging

= [€/GDB OpenOCD Debugging
[E1GDB PyOCD Debugging
[€1GDB QEMU aarch64 Debugging
[£1GDB QEMU arm Debugging
[£/GDB QEMU gnuarmeclipse Debugging (Deprecated)
[£/GDB QEMU riscv32 Debugging

Debug Configurations ®

»

Name: RTOS_A_debug

[ Main % Debugger i Startup| & Source| [ Common
OpenOCD Setup
! Start OpenOCD locally

#. SVD Path

Executable path: fhome/fgsy/a_core_jlink/openocd/src/openocd I Browse... | Variables...

Actual executable: /home/gsy/a_core_jlink/openocd/sre/openocd

(to change it use the global or workspace preferences pages of the project properties page)

GDB port: 3333
Telnet port: 4444
Tel port: G666

Config options: -5 fhomefgsy/fa_core_jlink/openocdtcl -f fhome/fgsy/a_core_jlink/openocd/tclfinterfacefjlink.cfg -f /

home/gsy/a_core_jlinkfopenocditcl/board/inxp_mcimx93-evk.cfg -¢ "gdb_breakpoint_override hard®

+ Allocate console for OpenOCD

Figure 45. Debugger tab in Debug Configuration - 1

Note: The debugging script with initial reset (nxp_mcimx93-evk-reset.cfg) is used here. If the initial reset is
not wanted, the nxp_mcimx93-evk.cfg script could be used.

Click Browse to select the directory of gdb as shown in Figure 46

Enter Port number with 3334 as ‘3334’

is assigned to imx93.a55.1

Info : starting gdb server for imx93.a55.1 on 3334

g @ X =27~
text

[©C/C++ Application
ElC/C++ Afttach to Application
EIC/C++ Container Launcher
[EIC/C++ Postmortem Debugger
TIC/C++ Remote Application
CYCC++ Unit
[€GDB Hardware Debugging

~ [£/GDE OpenOCD Debugging
©/GDE PyQCD Debugging
[F)GDB QEMU aarché4 Debugging
[©IGDBE QEMU arm Debugging
©1GDB QEMU gnuarmeclipse Debugging (Deprecated)
[©/GDB QEMU riscv32 Debugging
[©/GDB QEMU riscve4 Debugging
[1GDB SEGGER JLink Debugaing
# Launch Group

Mame: RTOS_A_debug
[l Main % Debugger & Startup %- Source| [ Commen| % SVD Path
B e e | E————
+ Allocate console for OpenQCD

GDE Client Setup
| Start GDB session

|Executahle name: | fusrfbin/gdb-multiarch IIBruwse... I Variables...

Actual executable: fusr/bin/gdb-multiarch
Other options:

Commands: set mem inaccessible-by-default off

Remote Target
Host name or IP address: | localhost

Port number: " 3334

Force thread list update on suspend

Restore defaylts

Figure 46. Debugger tab in Debug Configuration - 2

5. Unflag Initial Reset and Pre-run/Restart reset in Startup to avoid board resetting as shown in Figure 47
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Create, manage, and run configurations

& o

type i

[E]CiC++ Application
[EIC/C++ Attach to Application
[ElCiC++ Container Launcher
[E]C/C++ Postmortem Debugger
[Elcic++ Remote Application
CEC/C++ Unit

* [£]GDB OpenOCD Debugging

QRTOS A _debug

©|GDB PyOCD Debugging

Name: RTOS_A_debug

I
Initial Reset. Type: t

+ Enable Arm semihosting

I Pre-run/Restart reset I Type:

Figure 47. Startup tab in Debug Configuration

CI] [ Main | % Debugger i Startup| % Source [ Common| 7, SVD Path

»

5.3.3 Eclipse debugging steps

1. Flash v2.8 Real-Time Image into eMMC or the SD card:

.\uuu.exe -b sd all nxp-image-real-time-edge-imx93evk.wic

2. Boot the board and stop booting in U-Boot.
3. Enter the following command to boot the A core.

$ uboot => setenv boot al "mw O0xA0000000 14000000; dcache flush; icache
flush; cpu 1 release 0xA0000000"
$ uboot => setenv bootcmd "run boot al"
$ uboot => saveenv
4. If the configuration is set successfully in previous sections, power on the board.
5. Click debug to start debug.
File Edit Source Refactor Navigate Search Project Run Window Help
il Biw [ fo i 4 "'quiv@?Bov ] - - > - v | ™ Q B @i

Figure 48. Debug button

Note: In the Console window, a successfully connected log could be observed.
6. The program is set to stop at the main function automatically. Then, the address of the pc pointer that is

pointing can be found.

file Edit Source Refactor Navigate Search Project

(o Y @ w » [ I
1s Debug x (i Project Explorer =8
= »

~ [EIRTOS_A_debug [GDB OpenOCD Debugging]
~ @ hello_world_ca55_RTOSO_UART2.elf
~ f#Thread #1 (Suspended : Breakpoint)

= main() at main.c:84 0xdo002cds

Run Window Help

oy
71

73

75

o o

Ir secount % Z)

PRINTF("tic "};
else
PRINTF("tac ") ;

if (!(count % 20))
PRINTF(*\r\n");

Application entry point

v OG-

[€] (gdb[ 108].proc[42000].threadGroupli1],gdb[108]. proc[42000].0Sthread

sc =R

& v -

% main.c x

main(void)

hello world board init();

10
10
10
10
10
|18

}

pdPASS)

if (xTaskCreate(hello task, "Hello task", configMINIMAL STACK SIZE + 100, NULL, he

PRINTF("Task creation failed!.\r\n");

while (1)

}
if (xTaskCreate(tictac task,
paPASS)

“tictak task®, configMINIMAL STACK SIZE + 100,

nuLL,

PRINTF("Task creation failed!.\r\n");

while (1)
}
vTaskStartScheduler();

Figure 49. Stop at main function

= B @ Debugger Console B Console x

o

= 8

M) S EE IR
RTOS_A_debug [GDB OpenOCD Debugging]
Error: Trying to use configured scan chain anyway...
mx93.¢cpu: IR capture error; saw Gx6@ not Oxol
ypassing JTAG setup events due to errors
1x93.255.0: hardware has 6 breakpoints, 4 watch

Info : [inx93.a55.0] Examination succeed

Info : imx93.a55.1: hardware has 6 breakpoints, 4 watch
Info : [imx93.a55.1] Examination succeed

Info : [imx93.m33] Cortex-M33 rlp@ processor detected
Info : [inx93.n33] target has 8 breakpoints, 4 watchpoi
Info : [inx93.n33] Examination succeed

Info : [inx93.ahb] Examination succeed

Info : starting gdb server for imx93.a55.0 on 3333
Info : Listening on port 3333 for gdb connections

Info : starting gdb server for imx93.a55.1 on 3334
Info : Listening on port 3334 for gdb connections

Info : starting gdb server for imx93.m33 on 3335

Info : Listening on port 3335 for gdb connections
Infe : gdb port disabled

Info : accepting 'gdb' connection on tcp/3334
Info : imx93.a55.1 cluster 1 core 8 multi core

imx93.55.1 halted in AArch64 state due to debug-reques
cpsr: 6x000003¢9 pc: 9xad000000

MMU: disabled, D-Cache: disabled, I-Cache: disabled
Info : New GDB Connection: 1, Target imx93.a55.1, state
warn : Prefer GOB command "target extended-remote :3334

D Memory x = a
o B S - i

Mon

itor "

% 7 [function: main] [type: Tg

No details to display for the

current selection.

7. Click Step Into, to go into the pointing function and execute the next command.
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Figure 50. Step into debugging
8. Step Over could also be used to step over the next method call (without entering it).
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Figure 51. Step over debugging
9. After adding the break point, click Resume to run the program until the break-point is reached.
To add the break point, double-click the command Add break point
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Figure 52. Instruction stepping mode
10. Instruction stepping mode can be selected to check the assembly.
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Figure 53. Instruction stepping mode

11. If editing and image rebuilding are required, click Terminate to terminate the debugging. After that, code
editing and rebuilding could be done. For more information of image building, refer to Section 5.3.1.
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Figure 54. Terminate button
12. After the image is successfully re-build, click debug to start the debugging again.
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Figure 55. Debug button

5.4 Debugging Native RTOS by using OpenOCD with GDB

This example shows how to debug Native RTOS by using OpenOCD with GDB client command line on i.MX 8M
Plus LPDDR4 EVK or i.MX 93 EVK. In this example, the J-Link probe is used to connect to the local JTAG port.

5.4.1 Setup and build RTOS

To keep debug information in RTOS images, change the gcc compile optimization level. “-O0” or “-Og” must be
used.

For FreeRTOS applications in heterogeneous-multicore (https://github.com/nxp-real-time-edge-sw/
heterogeneous-multicore), build debug images using build ddr debug.sh. The bin and elf images can be
found in the ddr debug directory.

For Zephyr, enable CONFIG DEBUG OPTIMIZATIONS=y to select the optimization option in applications
prj.conf.

To check the code address and instruction, the image can be disassembled to get the dump information, for
example:

~$ aarch64-none-linux-gnu-objdump -alD zephyr.elf > dump.s

Then open dump . s to check the code address and assemble instructions.

5.4.2 GDB Debugging steps

The heterogeneous-multicore (https://github.com/nxp-real-time-edge-sw/heterogeneous-multicore) hello_world
application on the i.MX 8M Plus LPDDR4 EVK is used as an example.
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1. Follow the steps in Section 5.4.1 to build the application debug image: ddr debug/hello world ca53
RTOSO0 UART4.bin

2. Connect the J-Link debugger to the EVK board and Linux host, power on the board and stop it at the U-Boot
command line.

3. To boot the RTOS image, put the following in the U-Boot command line:

u-boot=> mw O0xA0000000 14000000; dcache flush; icache flush; cpu 1 release
0xA0000000

4. Start OpenOCD from Linux Host.

~$ sudo openocd -f interface/jlink.cfg -f board/nxp imx8mp-evk.cfg -c
"gdb breakpoint override hard"

Note: After MMU is enabled on the Cortex-A Core, gdb soft breakpoint cannot be used, use hard
breakpoints by running openocd with parameter -c "gdb breakpoint override hard.
The following log can be found in Linux Host:

$ sudo openocd -f interface/jlink.cfg -f board/nxp imx8mp-evk.cfg -c
"gdb breakpoint override hard"
Open On-Chip Debugger 0.12.0+dev-00559-g04154afbd (2024-04-29-12:00)
Licensed under GNU GPL v2
For bug reports, read
http://openocd.org/doc/doxygen/bugs.html
force hard breakpoints
Info : Listening on port 6666 for tcl connections
Info : Listening on port 4444 for telnet connections
Info : J-Link Ultra V6 compiled Apr 15 2024 17:37:59
Info : Hardware version: 6.00
Info : VTarget = 1.797 V
Info : clock speed 1000 kHz
Info : JTAG tap: imx8mp.cpu tap/device found: 0x5ba00477 (mfg: 0x23b (ARM
Ltd), part: 0xba00, ver: 0x5)
Info : imx8mp.ab53.0: hardware has 6 breakpoints, 4 watchpoints
Info : [imx8mp.ab53.0] Examination succeed
Error: JTAG-DP STICKY ERROR
Error: [imx8mp.ab53.1] Examination failed
Warn : target imx8mp.ab3.1 examination failed
Error: JTAG-DP STICKY ERROR
Error: [imx8mp.ab53.2] Examination failed

Warn : target imx8mp.ab53.2 examination failed

Info : imx8mp.ab53.3: hardware has 6 breakpoints, 4 watchpoints
Info : imx8mp.ab53.3 cluster 0 core 3 multi core

Info : [imx8mp.ab53.3] Examination succeed

Info : [imx8mp.m7] Cortex-M7 rlp2 processor detected

Info : [imx8mp.m7] target has 8 breakpoints, 4 watchpoints
Info : [imx8mp.m7] Examination succeed

Info : [imx8mp.ahb] Examination succeed

Info : starting gdb server for imx8mp.a53.0 on 3333
Info : Listening on port 3333 for gdb connections
Info : starting gdb server for imx8mp.ab53.1 on 3334
Info : Listening on port 3334 for gdb connections
Info : starting gdb server for imx8mp.ab53.2 on 3335
Info : Listening on port 3335 for gdb connections
Info : starting gdb server for imx8mp.ab53.3 on 3336
Info : Listening on port 3336 for gdb connections
Info : starting gdb server for imx8mp.m7 on 3337
Info : Listening on port 3337 for gdb connections
Info : gdb port disabled
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From the log, find the GDB server port for each CPU Core: four A53 Cores use 3333 3334 3335 and 3336
ports, and the M4 Core uses 3337.

5. Open the GDB client.
Open the GDB client in another terminal window on Linux Host:

~$ gdb-multiarch -f hello world ca53 RTOSO UART4.elf

Use “-f” to specify the RTOS elf file, if the file is not in the current directory, add the location directory before
the filename.
Connect to the remote GDB server:

~$ gdb-multiarch -f hello world ca53 RTOSO UART4.elf

GNU gdb (Ubuntu 12.1-0Oubuntul~22.04) 12.1

Copyright (C) 2022 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from hello world ca53 RTOSO UART4.elf...

(gdb) target remote :3334

Remote debugging using :3334

Reset Handler () at /work/work/realtimeedge/hypervisor-less-virtio/
workspace2/heterogeneous-multicore/os/freertos/Core AArché64/core/armv8a/
startup.S:56
/work/work/realtimeedge/hypervisor-less-virtio/workspace2/
heterogeneous-multicore/os/freertos/Core AArch64/core/armv8a/
startup.S:56:1001:beg:0xc0000004

(gdb) load

Loading section .interrupts, size 0x17d4 1lma 0xc0000000

Loading section .text, size 0x13034 1lma 0xc0002000

Loading section .init array, size 0x40 lma 0xc0015040

Loading section .fini array, size 0xf80 Ima 0xc0015080

Loading section .data, size 0x1f0 lma 0xc0016000

Loading section .got, size 0x40 lma 0xc00161f0

Loading section .got.plt, size 0x18 lma 0xc0016230

Start address 0x00000000c0000000, load size 88592

Transfer rate: 63 KB/sec, 8053 bytes/write.

(gdb)

In this demo, RTOS is running on Core1 of the Cortex-A53 Core on i.MX 8M Plus, connect to port 3334.

6. Set Breakpoint and Debug
For example, set the breakpoint at the function hello task (), change the “pc” register to 0xc0000008 to
jump out of the “wfe” dead loop, from the below log find the CPU core stops at this breakpoint, and use the
“next” command to run a single step:

(gdb) b hello task

Breakpoint 1 at 0xc0002be0O: file /work/work/realtimeedge/hypervisor-less-

virtio/workspace2/heterogeneous-multicore/apps/hello world/freertos/main.c,
line 49.

(gdb) c

Continuing.
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Breakpoint 1, hello task (pvParameters=0x0) at /work/work/realtimeedge/
hypervisor-less-

virtio/workspace2/heterogeneous-multicore/apps/hello world/freertos/main.c:49
/work/work/realtimeedge/hypervisor—-less-virtio/workspace2/heterogeneous-
multicore/apps/hello world/freertos/main.c:49:1187:beg:0xc0002be0

(gdb) next
/work/work/realtimeedge/hypervisor—-less-virtio/workspace2/heterogeneous-
multicore/apps/hello world/freertos/main.c:52:1217:beg:0xc0002bec

Continue to use gdb commands to debug the RTOS application.

()]

Reference materials

Board Remote Control Utilities(BCU) Release Notes (document BCU)
OpenOCD User’s Guide (document Openocd)

Real-time Edge Software User Guide (document REALTIMEEDGEUG)

i.MX Linux User's Guide (document IMXLUG_6.6.23 2.0.0)

i.MX Yocto Project User's Guide ( document IMXLXYOCTOUG _6.6.23 2.0.0)

a koD~

7 Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2024 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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