AN14460

How to program MCX N series internal flash through ISP
Rev. 1.0 — 5 November 2024

Application note

Document information
Information Content

Keywords

MCXNx4x/Nx3x, ISP, Flash Programming, blhost, MCUXpresso Secure Provisioning, MCX N,
FRDM-MCXN947

Abstract This application note describes how to use USB/UART/SPI/I2C ISP to program internal flash of
MCX N series MCUs via blhost or MCUXpresso Secure Provisioning.



https://www.nxp.com

NXP Semiconductors AN14460

How to program MCX N series internal flash through ISP

1 Introduction

MCX N series of highly integrated Arm Cortex-M33 microcontrollers are designed for high performance and
low power consumption. MCX N series has a built-in 256 KB ROM for storing the boot code and time-critical
software library routines. After a reset, the Cortex-M33 processor starts its code execution from the ROM
memory.

This application note describes how to use USB/UART/SPI/I’C ISP to program internal flash of MCX N series
MCUs via blhost or MCUXpresso Secure Provisioning Tool.

This document is based on the MCX N series MCU. However, it is able to apply to the MCX full series if its ISP
protocol is supported by Blhost or MCUXpresso Secure Provisioning.

2 ISP feature in MCX N series

In-System Programming (ISP) in the MCX N series provides the following features:

» Multiple peripheral interfaces support (such as USB, UART, SPI, IZC, CAN)

» Automatic detection of the active peripheral

* UART peripheral implements auto-baud detection

* CAN peripheral implements auto-baud detection for predefined baud rates:1 Mbit/s,500 kbit/s,250 kbit/s,125
kbit/s

* Common packet-based protocol for all peripherals

» Packet error detection and retransmission

* Flash-resident configuration options (in CMPA)

* RAM protection used by the bootloader while it is running

* Retrieval of the device properties, such as flash memory and RAM size

» Multiple options for executing the bootloader, either at system startup or under application control at runtime

» Support for internal flash memory access

» Support for encrypted image downloading

» External flash memory access

* In CMPA, the usage of the blhost tool command 'write-memory' to program or update the CMPA

3 Requirements

Hardware Requirements:

* FRDM-MCXN947
* Windows PC
* Type C USB cable

Software Requirements:

e MCUXpresso Secure Provisioning Tool v9.0.1

4 Hardware settings

This is the FRDM-MCXN947 board. The layout of RESET button (SW1), ISP button (SW3), MCU-Link USB
connector (J17), and High-Speed USB connector (J11) are shown in Figure 1
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Figure 1. FRDM-MCXN947
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To enable the SPI bridge and Ko bridge functions, reworks for FRDM-MCXN947 are required. To enable the
SPI bridge, populate R136, R137, R138, R139 as 0 Q. To enable 1°c bridge, populate R142 and R143 as 0Q,

also R140 and R141 as 2.2 KQ.

Debugger side Target side

master slave
R136

(9) LPC_MCU_LINK_SPI1_SSEL P1_3/FC1_SPI_PCS_MCULINK (3, 12)

—
0Q, DNP
R137

(9) LPC_MCU_LINK_SPI1_SCLK 1 P1_1/FC1_SPI_SCK_MCULINK (3, 12)

0Q, DNP
R138

(9) LPC_MCU_LINK_SPI1_MOSI — P1_2/FC1_SPI_SDI_MCULINK (3, 11, 12)

00, DNP
R139

(9) LPC_MCU_LINK_SPI1_MISO P1_0/FC1_SPI_SDO_MCULINK (3, 12)

(I
0Q, DNP

Figure 2. Resistors needed to rework for SPI bridge
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R140
2.2kQ
DNP

R141
2.2kQ
DNP

R142

(9) LPC_MCU_LINK_[2CO_SDA —1 PO_16/FC2_I2C_SDA-MCULINK (3, 12)

0Q, DNP
R143

(9) LPC_MCU_LINK_I2C0_SCL — PO_17/FC2_12C_

0Q, DNP

Figure 3. Resistors needed to rework for I’c bridge

SCL-MCULINK (3, 12)

aaa-058185

For the placement of the resistors needed to rework, refer to Figure 4
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Figure 4. Placement of resistors needed to rework

5 Flash programming

The MCX N series includes ISP functions to support image programming via the serial interface (UART, I°C,
SPI, CAN) and USB HID. NXP provides both command line tool-blhost and GUI tool-MCUXpresso Secure
Provisioning to support flash programming via In-System Programming (ISP). The ISP boot flow is shown in
Figure 5.

Enter ISB boot handling

Get allowed ISP interface via:
(1) runBootloader API
(2) Default ISP mode CMPA field

l No No No No

CAN ISP
enabled?
Yes

Configure CAN

Are
all peripherals
disabled?

ISP boot
allowed?

No Yes Configure UART

Configure
USB-HID

Detection time exceeds Enter active
POWERDOWN_TIMEOUT_SECS peripheral detection
specified in CMPA?

4>< Power down the CPU ) Yes

Clean up the environment

. Shut down the
(Recewe and handle ISP command)<7 set in the master boot if unuseud pevrvipherms
necesarry

aaa-058186

Figure 5. ISP boot flow

5.1 Flash programming with MCUXpresso Secure Provisioning

To perform flash programming via MCUXpresso Secure Provisioning, follow the steps below:

1. Enter ISP mode via the below operation sequence:
a. Click the RESET button (SW1)
b. Click the ISP button (SW3)
c. Unclick the RESET button (SW1)
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d. Unclick the ISP button (SW3)

2. Open the MCUXpresso Secure Provisioning and click the Selection of the target processor button
marked as 1 to open the Select Processor window. If the current processor is what is required, click OK, if
not, create a workspace by clicking create a new workspace.

MCXN34T Jvia UART | Boot Plain from Onchip flash | LG Develop | TP Mo TrustProvi | Dbg: None
1 Buildimage + Writeimage ' PKI management
Source executable image: C\LocalData\Material Tool\blhost_2.6.7\blhost_2.6.7\bin\w
: 000000000
Start sddress Series Processor
(] Use custom output file path: bootable_images\led_blinky.bin KW S KOIW hox MOKN235
MCXN236
Versions: Image version: 0 " Dual image b
MC56F818ux ) MCXNS546
TrustZone: TrustZone enabled image v MCKNSST
2 MWCT2D: 0 MCXNg46

3

© OTP/CMPAJCFPA configuration

It is possible to switch to a compatible processor only. Otherwis

«  OK Cancel

Figure 6. Select target MCU

3. Select the desired communication interface for flash programming. As for the supported communication
interfaces, it depends on the ISP features of the selected processor. For MCXN947, USB HID, UART, SPI,

and 1°C are supported. Click the Selection of the communication interface button marked as 1 to open
the Connection with Target Processor window.
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@ “MCUXpresso Secure Provisioning Tool version 9.0
File Target Help
MCxNg47 | via i2c || Boot prain v from Onchip flash || LC: Develop | TP: NoTrustProvi | Dbg: None
A Build imageq £l Wiiteimage  PKImanagement
Source executable image: | Connection with Target Processor |
e Configuration Connection status |
Qs Feature Detected value
([ Use custom output file | O 1FCO Connection
There is not detected any USB SIO connected to your computer
Versions: 14F
TrustZone: &
0
—
(O spr
Auto
RINCE 100
CPOL  CPHA
1
O1zc
12C device: [Auto |
Speed [kHzk (100 |
Address 010 ] Test connection  Resut: | RSN
Sample command: blhost -1i2¢,0x10,100 -- get-property 1 Cancel
Figure 7. Select communication interface

4. To program flash via the USB interface, the USB connector is J11. Since the Vendor ID and Product ID

are automatically filled based on the selected processor, check the connection between the PC and the
target processor by clicking the Test connection button. If the result is OK, it means that the connection is

established successfully.
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Connection with Target Processor

device: | Auto
Speed [kHz]: | 100

. n

Address: |0x10

Sample command: blhost -u 0x1FC9,0x014F -- get-property 1

Figure 8. Configure and test USB connection

X
Configuration Connection status
O vss |Feature Detected value
Connection 0K
Vendor ID: |Ox1FC9
4 Mode ROM bootloader
Product ID: |0x014F | | | Life cycle Develop
MCXN947 match
UART
rt
Baud ra 57600
()sPI
Auto
e 1000
CPOL CPHA
1 1
O1zc

Test connection

reco] [ EOKTI

0K Cancel

To program flash via the UART/SPI/I’C interface, the USB connector is J17. For UART, select the correct
port number and proper baud rate as shown in Figure 9.
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Connection with Target Processor

X

Configuration Connection status

Ouss Feature Detected value

O 1ECO _(onnection 0K
|Mode ROM bootloader
nduct ID: | OxD14F |Life cycle Develop
|MCXNg47 match
O virr
Port: |cow +|lc
Baud rate: | 576000 ~
SPI
Auto
1000
CPOL CPHA
1 1
O1zc
12C dewvice: | Auto
speed [kHz]: | 100
Address | (x10 Test connection | Resutt] [ NCRNE
Sample command: blhost -p COM7,576000 -- get-property 1 0K Cancel
Figure 9. Configure and test UART connection

For SPI, set the communication speed, CPOL, and CPHA. Use the default settings as shown in Figure 10
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Connection with

i+ D

Connection status

Feature
Connection
Mode

Life cycle
MCXN347

Detected value
oK

ROM bootloader
Develop

match

Target Processor
Configuration
() use
endor ID: | Oe1FCI
Product ID: | 0x014F
() VART
Port: | COM7
Baud rate: | 576000
-OSPI
SPldevice: [Auto /|
Speed [kHzl:[1000
CPOL CPHA
Qo Qo
01 O1
O12c
12C dewvice: | Auto
speed [kHz]: | 100
ddre Ox10

Figure 10. Configure and test SPI connection

Test connection

Sample command: blhost -1 5pi,0,15,1000,1,1 -- get-property 1 > |

OK Cancel

For I2C, set communication speed and address. Use the default settings as shown in Figure 11.
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Connection status

Feature | Detected value
.Connection 0K

Mode ROM bootloader
Life cycle Develop
MCXN347 match

Sample command: blhost -1 i2¢,0x10,100 -- get-property 1 > |

Connection with Target Processor
Configuration
(O uss
0x1FC9
duct ID: | 0x014F
() UART
- COM
576000
()sPI
Auto
eed [kHz]: | 1000
CPOL CPHA
1 1
O1z2c
2C device: [Auto |
Speed [kHz]: | 100 Y|
Address: |0x10 v|
Figure 11. Configure and test I12C connection

Test connection

reco [ ORI

0K Cancel

5. Once the communication interface is configured completely, perform the build image operation by clicking

the Build image button. Check the log information to grasp the details of the image building.
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File Target Tools Help
MCXN47 via USB | Boot Plain

' Witeimage ' PK management

@ *MCUXpresso Secure Provisioning Tool version 9.0 - C\Users\secure_provisioning000010

« from Onchip flssh | LC: Develop || TP: No TrustProvi

Dbg: None

| Browse..

Sourc i X - 26.7\blhost 26.M\bin\win\hello_worldbin | Set executable image path
Start address: 000000000 | Set start address of flash

Application image; XIP: yes Additional images

Generated files:

(7] Use custom output file path: | bootable_images\hello_world.bin

build image win bai

] Browse.. ofpe varl

Versions: Image version: 0

TrustZone: TrustZone enabled image ~

Futhentication key

PRINCE regions IPED regions

Figure 12. Build image

' Dual image boot

@ OTP/CMPA/CFPA configuration

empa. vanl
i oonfi 1

write paremeters. i

Firmware versions

Browse.
Update files

Build script hooks:
pre build win bat
build win bat

¥ Random

Operation Log

@  Random

Building Image (\secure_provisioning000010\build_image_win.bat)

#48 Create Moster Boot Inage using nxpimage tool ##

nxpinage nbi export —c 'C:\Users\secure_provisioning00010\configshnbi_config. yanl”

Success. (Master Boot Image: C:/Users/securs_provisioningd00010/bootsble_images/hello_world bin created )
nxpimage succeeded

### Create CFPA page — binary ##

C:\Tool sVICUNpresso_SEPT\bin\_internal\tools\spsdkipfr. exe generate-binarv —o

“C:\Users\secure_provi sioning000010\configs\efpa. yanl” o "C:\Usersisecure_provisioningd00010%configs\cfpa bin”
Success. (PFR binary has been generated)

Result has been stored in: C:\Users\secure provisioning000010\configs\cfpa bin

#4# Create OFA page — binary ##

C:\Tool sCUNpresso_SEPT\bin\_internal\tools\spsdkipfr. exe generate-binary —o
C:\Users\secure_provisioning000010\confi gs\onpa. yanl —o C:\Users\secure_provisioning00010\confi gs\cnpa. bin
Success. (FFR binary has besen generated)

Result has been stored in: C:\Users\secure_provisioningd00010\confi gs\onpa. bin

Detach
Close |

6. Perform the write image operation by clicking the Write image button to erase the flash and program the

build the image into the flash.

[ @ “MCUXpresso Secure Provisioning Tool version 9.0 - C\Users\secure_provisioning000010 = o x
File Target Tools Help
MCXN947 via USB | Boot Plain ~ from Onchip flash || LC: Develop | TP: No TrustProvi | Dbg: None
+ Buildimage ' Writeimage « PKImanagement
Bootable image to be written
.  Write image
18 Use built image
Write image win.bat
Image path: | bootable_images\hello_world.bin ~|  Browse..
Wite script hooks:
write win bat
Additional required files
Title Path Description
CFPA (bin) configs\cfpa.bin Customer factory (CFPA) contail secured image
CMPA (bin) configs\cmpa.bin Customer manufacturing programmable area contains settings for secured image
write (json)  confi | Parameters needed in write and fuses to be burnt by write script (or shadow registers)
Import...
Advanced Witing Image (C\Users\secure_provisioning000010\write_image_win.bat)
Create manufacturing package ... Dloost succesasa
#4% Write image 0 #%
blhost —t 5000 —u Ox1FCY, 0x014F —j — wri te-memory 000000000 R
t \ _provisioni \bootable_imagesthello_world bin
1
“conmand”: “writememory”,
“response”
9616
“status”: {
“deseription”: "0 (0x0) Success.”,
“value”: O
i
blhost succeeded
Log Detach
Status of the operation: Success: Writing inage

7. Power on the board or reset the board to run the executable image.
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5.2 Flash programming with blhost

To erase and program flash via blhost, follow the steps below:

1. Enter ISP mode via the below operation sequence:
a. Click the RESET button (SW1)
b. Click the ISP button (SW3)
c. Unclick the RESET button (SW1)
d. Unclick the ISP button (SW3)
2. Open a command-line terminal by clicking the icon below in the Connection with Target Processor
window as shown in Figure 14.

Connection with Target Processor X
Configuration Connection status
Ouss Feature Detected value
Vendor ID: [0x1FCg || |Connection oK
— Mode ROM bootloader
ProductID: |0x014F || |Lifecycle Develop
MCXNS47 match
() WART
com7
576000
()spI
Auto
1000
CPOL CPHA
1 1
O1zc
Auto
100
Ll Test connection Result: _
Sample command: blhost -u Ox1FC9,0x014F -- get-property 1 open terminal 0K Cancel
Figure 14. Open command-line terminal

3. To check whether the communication connection is established successfully between the target MCU and
the command-line terminal on the PC, perform the get-property command as shown below.
For USB: blhost -u 0x1FC9,0x014F -j -- get-property 1
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blhost —-u 0x1FC9,0x014F -j —— get—property 1

"command": "get-property",
"response": [

1258488320
1,

"status": {
"description":| "0 (Ox@) Success.",
"value": ©

Figure 15. Check USB ISP connection

For UART: blhost -p COM14,115200 -3 -- get-property 1

blhost —-p COM14,115200 -j —— get—property 1
3
L
"command": "get-property",
"response": [
1258488320
1,

"status": {
"description":| "@ (@x@) Success.",
"value": ©

Figure 16. Check UART ISP connection

For SPI: blhost -1 spi, 0,15,1000,1,1 -j -- get-property 1

blhost -1 spi,0,15,16600,1,1 -j —— get—property 1

1

"command": "get-property",
"response": [
1258488320

1,

"status": {
"description": |"@® (Ox@) Success.",
"value": ©

Figure 17. Check SPI ISP connection

For I°C: blhost -1 i2¢,0x10,400 -j -- get-property 1
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blhost -1 i2c,0x10,400 -j —— get—property 1

8

"command": "get-property",
"response": [
1258488320

1,

"status": {
"description":|"@ (Ox@) Success.",
"value": ©

Figure 18. Check I°C ISP connection

4. Erase the target flash region with flash-erase-region or flash-erase all blhost commands.
For USB: blhost -u 0x1FC9,0x014F -j -- flash-erase-all

blhost —-u Ox1FC9,0x014F -j —— flash-erase-all

{

"command": "flash-erase-all",
"response": [],
"status": {
"description":|"@® (@x@) Success.",
"value": 0

Figure 19. Erase flash via USB ISP

For UART: blhost -p COM14,115200 -j -- flash-erase-all

blhost —-p COM14,115200 -j —— flash-erase-all

3
L

"command": "flash-erase-all",
"response": [],
"status": {
"description":|"@® (@x@) Success.",
"value": 0

Figure 20. Erase flash via UART ISP

For SPI: blhost -1 spi,0,15,1000,1,1 -7 -- flash-erase-all

blhost -1 spi,0,15,16600,1,1 -j —— flash-erase-all
3
L

"command": "flash-erase-all",

"response": [],

"status": {
"description": |"@ (Ox@) Success.",
"value": ©

Figure 21. Erase flash via SPI ISP
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For I’C: blhost -1 i2¢,0x10,400 -3 -- flash-erase-all

blhost -1 i2c,0x10,400 -j —— flash-erase-all

{

"command": "flash-erase-all",
"response": [],

"status": {
"description": |"@ (Ox@) Success.",
"value": ©

Figure 22. Erase flash via I’C ISP

5. Program the build image into the target flash with the write-memory blhost command.
For USB: blhost -u 0x1FC9,0x014F -j -- write-memory 0x0 C:\LocalData\bin
\led blinky.bin

blhost -u 0x1FC9,0x01U4F -j —-- write-memory Ox@ C:\LocalData\bin\led_blinky.bin
i
"command": "write-memory",
"response": [
5800
1,

"status": {
"description":|"@® (@x@) Success.",
"value": ©

Figure 23. Program flash via USB ISP

For UART: blhost -p COM14,115200 -3 -- write-memory 0x0 C:\LocalData\bin
\led blinky.bin

blhost -p COM14,115200 -j -- write-memory Ox@ C:\LocalData\bin\led_blinky.bin

"command": "write-memory",
"response": [
5800

1,

"status": {
"description": |"@ (Ox@) Success.",
"value": ©

Figure 24. Program flash via UART ISP

For SPl: blhost -1 spi,0,15,1000,1,1 -j -- write-memory 0x0 C:\LocalData\bin
\led blinky.bin
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blhost -1 spi,®,15,1000,1,1 -j —— write—-memory 0x0 C:\LocalData\bin\led_blinky.bin

"command": "write-memory",
"response": [

5800
1,

"status": {
"description": |"@ (@x@) Success.",
"value": ©

Figure 25. Program flash via SPI ISP

ForFC:blhost -1 i2¢,0x10,400 -j -- write-memory 0x0 C:\LocalData\bin
\led blinky.bin

blhost -1 i2c,0x10,400 -j —— write—-memory 0x@ C:\LocalData\bin\led_blinky.bin

"command": "write-memory",
"response": [
5800

1,

"status": {
"description": |"@ (Ox@) Success.",
"value": ©

Figure 26. Program flash via 12C ISP

6. Power on the board or reset the board to run the executable image, the RGB led(D2) must be blinking with
the time interval of 1 s. Use the reset blhost command to reset the board.

6 Conclusion

This document introduces two ways to implement flash erasing and programming on MCX N series via ISP
including MCUXpresso Secure Provisioning and blhost. This document also gives detailed steps to describe
how to perform flash programming with MCUXpresso Secure Provisioning and what blhost commands are used
to check communication connection, erase, and program flash.

7 Revision history

Table 1. Revision history
Document ID Release date Description

AN14460 v.1.0 5 November 2024 Initial version

8 Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2024 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:
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1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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provided by NXP.
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