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1 About EdgelLock A30 secure authenticator

EdgeLock A30 is a secure authentication IC for loT platforms, electronic accessories and consumable devices
such as home electronic devices, mobile accessories and medical supplies.

EdgeLock A30 supports on-chip ECC key generation to make sure that private keys are never exposed outside
the IC. It performs cryptographic operations for security critical communication and control functions. EdgeLock
A30 is Common Criteria EAL 6+ security certified with AVA_VAN.5 on product level and supports a generic
Crypto API providing AES, ECDSA, ECDH, SHA, HMAC and HKDF cryptographic functionality.

» Asymmetric cryptography features support 256 bit ECC over the NIST P-256 and brainpool P256r1 curves.

* Symmetric cryptography features support both AES-128 and AES-256.

» PKIl-based mutual authentication based on the Sigma-I protocol.

* Symmetric three pass Mutual Authentication protocol compatible with NTAG42x and MIFARE DesFire EV2,
DesFire EV3 and DesFire Light.

» Secure messaging channel using either AES-128 or AES-256 session encryption/decryption and MAC.

The Common Criteria security certification ensures that the IC security measures and protection mechanisms
have been evaluated against sophisticated noninvasive and invasive attack scenarios.

* A30 supports an I°C contact interface and has two additional GPIOs.
* A30 supports a low-power design, and consumes only 5 pA at Deep-Power-Down mode when an external
VDD is supplied.
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Figure 1. EdgelLock A30 support package overview

Delivered as a ready-to-use solution, the EdgeLock A30 includes a complete product support package that
simplifies design-in and reduces time to maket. For more details refer to AN14238 Get started with EdgeLock
A30 secure authenticator support package.
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2 Migrating from EdgeLock EdgelLock A5000 to EdgelLock A30

This document describes the considerations for migrating an existing design based on EdgelLock A5000 to
EdgeLock A30 solution. It is organized in the following sections:

» Section 2.1 Hardware integration considerations

« Section 2.2 I°C interface and communication protocol considerations
» Section 2.3 Authentication application considerations
» Section 2.4 Middleware considerations

Figure 2 shows the high-level comparison between EdgeLock A5000 and EdgelLock A30
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Figure 2. High-level comparison between EdgeLock A5000 and EdgeLock A30

2.1 Hardware integration considerations

EdgeLock A30 secure authenticator is designed for battery-operated applications and for MCU/MPUs with a
supply voltage of 1.8 V. Therefore, from a hardware perspective, EdgeLock A30 is neither pin-to-pin nor not
package compatible with EdgeLock A5000. This means, a new PCB design is required in case of migrating
from an existing EdgeLock A5000 hardware design to EdgeLock A30. The following tables compares the types
regarding HW design.

Table 1. Package comparison

A5000 A30
Package HX2QFN20 WLCSP16 or HYQFN20
AN14559 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
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Table 2. Pin comparison

Pin function A5000 A30

Power Supply VCC, GND VCC, GND

°’c SDA, SCL SDA, SCL
Power On Reset, Deep Power Down ENA, VIN, VOUT 1

GPIO - GPIO1, GPIO2P!

[11 EdgelLock A30 supports to trigger a power-on reset via T=1‘ over 1’c protocol.
[2] EdgelLock A30 enables Deep Power Down via T=1‘ over |1“C protocol.
[3] EdgelLock A30 has two configurable GPIOs. The GPIOs can be configured as input, output and notification on successful authentication.

Table 3. Supply Voltage comparison

A5000 A30
Power Supply Voltage 162V1t03.6V 1Vto2vM

[1]1  Level shifters are required in case the MCU/MPU boards are designed for a supply voltage of 3.3 V/5 V.

2.1.1 Application circuit diagram with depp power down support

This chapter compares application schematics with deep power down support between EdgeLock A5000 and
EdgeLock A30.

2.1.1.1 A5000 application circuit diagram
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Figure 3. EdgelLock A5000 application circuit diagram with deep power down support
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A5000 HW Reset sequence:

» Set ENA pin to logic zero level
* Wait 2 ms
» Set ENA pin to logic high level

A5000 Deep Power Down mode:

* ENA pin logic zero level .. Deep Power Down enabled
* ENA pin logic high level .. Deep Power Down disabled

2.1.1.2 A30 application circuit diagram
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Figure 4. EdgelLock A30 application circuit diagram with deep power down support

Power-On-Reset:

* It is recommended that the host controller can perform a Power-On-Reset by controlling V.

* |tis possible to supply A30 via the MCU/MPU GPIO. The GPIO is able to deliver current up to 15 mA.
A30 triggers a Reset via T=1‘ over 1’c protocol:

* Proprietary NXP S-Blocks SE chip reset request/response

A30 enables Deep Power Down via T=1‘ over 1’c protocol:

* Proprietary NXP S-Block Deep Power Down request/response
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2.2 1°C interface and communicaton protocol considerations

Table 4 compares the Ke target interface differences between EdgelLock A5000 and EdgeLock A30 in detail.

Table 4. I°C target interface comparison

I°C target A5000 A30

Configurable I°C address Defined during production User configurable (]
Default I°C address 0x48 0x20
Communication speed up to 1 Mbit/s up to 1 Mbit/s

[11  Configured via the SetConfiguration command.
Table 5 lists the differences with respect to the supported data link layer protocol.

Table 5. Communication protocol comparison

A5000 A30
Data link layer protocol T=1* over I°C according to NXP T=1 over I’C according to Global
um11225 Mand Platform
T=1" over I°C according to Global
Platform [
NXP proprietary S-Blocks Chip reset Chip reset and
Deep Power Down

[11  UM11225 NXP SE05x T=1 Over 1’c Specification
[2] GlobalPlatform Technology - APDU Transport over SPI / I°C - Version 1.0. Version 1.0, January 2020

2.3 Authentication application considerations

2.3.1 EdgelLock A30 Authentication overview

A30 supports two protocols to establish a secure messaging channel:

* PKl-based Asymmetric Mutual Authentication
— It is based on Sigma-l 256-bit ECC (NIST P-256 or brainpoolP256r1).
— Generates AES-128 or 256 session keys for Sigma-I mutual authentication message exchange.
— Generates AES-128 or 256 session keys used for EV2 secure messaging channel.
* AES-based Symmetric Mutual Authentication
— The same protocol as introduced in MIFARE DESFire EV2 products.
— Based on AES-128 or AES-256.
— Generates AES-128 or 256 session keys for EV2 secure messaging channel.

* Both mutual authentication methods initiate a MIFARE DESFire and NTAG42x compatible EV2 secure
messaging channel (authenticated session).
— AES-128 or AES-256 session encryption/decryption and MAC keys.
— Access rights to subsequent commands and files granted after successful mutual authentication depending
on configuration.
— A30 supports one open secure messaging channel (authenticated session) at one time.
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2.3.2 Crypto algorithms and protocols

From application point of view the following differences shall be considered before migrating from EdgelLock
A5000 to EdgelLock A30:

» EdgelLock A30 supports almost the same crypto algorithms and schemes like A5000.
» Edgelock A30 supports different authentication and secure messaging protocols.
— EdgelLock A30 does not support more than one application sessions like A5000.
— EdgeLock A30 grant access rights to subsequent commands and files after successful symmetric or
asymmetric mutual authentication.
» Edgelock A30 supports different object policies.
» Edgelock A30 does not support secure attestation and Platform Configuration Register (PCR) like A5000.

The comparision from crypto algorithms and authentication protocol point of view between EdgelLock A5000
and EdgelLock A30 can be found in Figure 5.

| A5000

A% |
ECDSA P256/P384 P-256 bit or P256r1
ECC Crypto Schemes ECDH/ECDHE X %

Supported Elliptic Curves NIST; P256/P384 P-256

Brainpool = P256r1

AES (128, 192, 256) X AES(128 and 256)
CBC, ECB, CTR X X
LYBILEEED CCM, GCM X X
EE i X =
GMAC X =
[HashFunction [ SHA 256/384 SHA 256/384
HKDF (RFC5869) X X
Asymmetric Mutual Authentication EC-Key Authentication Sigma-|
Symmetric Mutual Authentication AESKey session (SCPO3 using AESI28) AES-based Authentication (AES128/256)!1]
Secure Channel Host-SE Platform SCP03 EV2 secure messaging!!!
Number of simultaneous autenticated sessions 2 1
ECC-Key based cloud connectivity (TLS 1.2,1.3) X X

Figure 5. Crypto algorithms and authenticaton protocol comparison between EdgeLock A5000 and
EdgeLock A30

2.3.3 Secure objects
The following differences between EdgelLock A5000 and EdgeLock A30 are considered:

Table 6. Key and certification object comparison between EdgeLock A5000 and EdgeLock A30

A5000 A30
Total available free user memory 8 KB 16 KB
Key locking (symmetric and Policy-based locking. Deleting persistent keys is not
asymmetric) supported.

The key update policy defines if it is
possible to update the key value.

Key storage AES Number of keys is not fixed. Up to five persistent AES key entries.
Consumes user memory. Does not consume user memory.

Key Storage EC Number of keys is not fixed. Up to five persistent EC keym entries.
Consumes user memory. Consumes user memory.

EC public key part handling on key pair |Stored after key generation inside a key | The public key value is returned but
generation. object. not stored inside an A30 key object (to
optimize memory consumption).

EC public key storage Stored in memory as public key and as |Stored as part of a X509 certificate only
part of a X509 certificate. (FileType.StandardData).

Deleting files is not supported.
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Table 6. Key and certification object comparison between EdgeLock A5000 and EdgeLock A30 ...continued

A5000 A30

Sigma-| certificate repository Not supported, because A5000 does Dedicated certificate repository for
not support the Sigma-I asymmetric Sigma-| certificates.
authentication protocol.

[11  A30 supports up to five persistent EC keys for different crypto operations incl. SIGMA-I Mutual Authentication.

Table 7. Data files

A5000 A30

Total available free user memory 8 KB 16 KB

Store raw data Binary File FileType.StandardData

Monotonic Counter 1-8 byte length 4 byte length
FileType.Counter

File locking Policy-based locking Deleting files is not supported.

File Access Rights Policy with rights on object creation Access Rights: FileAR.Read,File
AR.Write, FileAR.ReadWrite FileAR.
Change

2.3.4 Commands

EdgelLock A30 supports different authenticator commands (APDUs) as EdgeLock A5000.

Note: The NX MW sss (Secure Sub System) APls, OpenSSL, PKSC11# and Mbed TLS libraries are
abstracting the APDU layer.

Figure 6 gives a brief overview of the EdgeLock A30 APDU commands.

) ] ) e 0 [T
AuthenticateEV2First Part 1 - CryptoRequest » Changekey + ManageCertRepo - CreateStdDataFile + GetConfiguration
- AuthenticateEV2First Part 2 o SHA - ManageKeyPair + ReadCertRepo - ReadData - SetConfiguration
« AuthenticateEV2NonFirst Part1 o RNG » ManageCARootKey » WriteData - ActivateConfiguration
- AuthenticateEV2NonFirst Part 2 o ECC Sign - GetKeyVersion - GetVersion
o ECC Verify - GetKeySettings - CreateCounterFile « GetCarduiD
« ISOGeneralAuthenticate o ECC DH - GetFileCounters « GetfreeMem
o AES Enc/Dec « IncrementCounterFile
- ISOInternalAuthenticate o Write Internal Buffer + ManageGPIO
o HMAC « ISOSelectFile « ReadGPIO
o HKDF « ISOReadBinary
o AES CMAC Sign/Verfiy - ISOUpdateBinary
o AES AEAD Encrypt/Sign « GetISOFilelDs
o AES AEAD Decrypt/Verify
[N o Echo « ChangefFileSettings
- GetFileSettings
- GetFilelDs
Figure 6. EdgelLock A30 APDU command overview

2.4 Middleware considerations

This chapter provides a brief comparison between EdgeLock A5000 Plug & Trust Middleware and EdgelLock
A30 Plug & Trust Middleware and the estimated middleware migration effort.
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2.4.1 EdgelLock A5000 Plug & Trust Middleware

Figure 7 shows a simplified representation of the EdgeLock A5000 Plug & Trust Middleware components:

Dev Environments:
Linux®, FreeRTOS™, Zephyrm, Android® Linux, Windows®, macOS®

Use Case Based Example Codes, pyCLI Tool

Pre-

integration Edgel.ock

to main 2G0
0S and agent

MCU/MPU OpenSSL PKCS11

Figure 7. Plug & Trust Middleware block diagram

* Edgelock Plug & Trust Middleware is distributed via different packages:
— Full Multiplatform Plug & Trust middleware package (www.nxp.com/A5000).
— Plug & Trust Mini Package (GitHub) is a subset of the Plug & Trust middleware for Linux use.
— Plug & Trust Nano Package (GitHub) is a minimalistic version of the Plug & Trust middleware optimized for
constrained devices. It also provides an integration with Zephyr OS and an example of Qi 1.3 authentication.

e Supported MCU/MPU platforms out of the box:
— MCUs: MIMXRT1170-EVK, MIMXRT1060-EVK, FRDM-64F and the LPC55S69-EVK
— MPUs: Raspberry Pi and MCIMX8M-EVK

e Command line provisioning tool: ssscli

2.4.2 EdgelLock A30 Plug & Trust Middleware

Figure 8 gives a brief overview of the EdgeLock A30 NX Middleware components:

Dev Environments:
Linux, Windows®

o Use Case Based Example Code
re-
Integration

to main
0S and
MCU/MPU

Linux®, FreeRTOS™ Bare-Metal

OpenSSL PKCS #11 Matter

Figure 8. NX Middleware block diagram
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NX Middleware is distributed via GitHub.

No dedicated Mini and Nano Package required as this is already part to the NX Middleware release.
Supported MCU/MPU platforms out of the box:

— MCUs: FRDM-64F and the LPC55S69-EVK

— MPU: Raspberry Pi
Command line provisioning tool: nxclitool

Note: Currently only the Linux platform can be downloaded from GitHub. The Windows, the FRDM-K64F and
LPC55S69-EVK MCU platform releases are currently provided as a .zip package and can be downloaded from
www.nxp.com/A30. These platforms will be added to GitHub in subsequent releases and will replace the zip
package thereafter.

2.4.3 Migrating from EdgeLock A5000 Plug & Trust Middleware and EdgeLock A30 NX
Middleware

Figure 9 shows the high level EdgeLock A30 NX Middleware architecture and gives an overview of the
estimated application migration effort. For example, the application migration effort is minimal when using one
of the higher layers such as the plug-in modules. The opposite is true when the application uses the low-level
secure authenticator APDU layer. The following two subchapters are describing the migration effort on MCU
platforms (bare metal, freeRTOS, ...) and on embedded Linux platforms.

Examples, Use Cases Plug-in modules

(openssL Engine,
and Tools OpenssL Provider, PKSCT1)

Session Manager

Host
Crypto

OpenssSL)

A30 Secure Authenticator

Migrating effort

B very low
. Low
. Mid to High
Figure 9. NX Middleware architecture - estimated migration effort
AN14559 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. Al rights reserved.
Application note Rev. 1.1 — 23 January 2025 Document feedback

10/17


https://github.com/NXP/nxmw
https://www.nxp.com/FRDM-K64F
https://www.nxp.com/LPC55S69-EVK
https://www.raspberrypi.com/
https://www.nxp.com/FRDM-K64F
https://www.nxp.com/LPC55S69-EVK
http://www.nxp.com/A30
https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14559

NXP Semiconductors AN 1 4559

Migration Guide from EdgeLock A5000 to EdgeLock A30

* Session Manager
— APIs to open a session. The following sessions are supported:
— Plain session
— PKI based asymmetric Mutual Authentication (Sigma-I-Verifier or Sigma-I-Prover)
— AES-based Symmetric Mutual Authentication
— Note: Both mutual authentication methods initiate a MIFARE DESFire compatible EV2 secure messaging
channel (authenticated session).
SSS APIs
— Provides abstraction APIs for EdgelLock A30, OpenSSL and mbedTLS host crypto.
— SSS APIs are supporting common crypto operations.

NX APDUs
— Implements the EdgeLock A30 authenticator commands (APDUs)
* Access Manager

— Manage access from multiple Linux processes to EdgeLock A30. Client processes connect over the
JRCPvV1 protocol to the Access Manager.

T=1' over I°C communication protocol according to Global Platform.

2.4.3.1 Middleware on MCU platforms (bare metal, freeRTOS, ...)

NX Middleware provides two different layers of crypto APIs to access the secure authenticator EdgeLock A30
as shown in Figure 10. In addition, the different key and file management must be taken into account.

‘ Applications ‘

Mbedtls / Openssl| Host
Crypto

Figure 10. NX Middleware crypto API layers

The sss_APIs are independent from the secure authenticator hardware and reduces the porting effort compared
to the APDU API layer. More details can be found in Table 8.

Table 8. Middleware migration on MCU platforms

API EdgeLock A5000 EdgeLock A30
Plug & Trust Middleware NX Middleware

Secure Authenticator specific | Se05x_ APIs nx_ APIs Depending on the use case

commands (APDUs ) the porting effort is mid to
high.

Security Sub System APls sss_ APIs sss_ APIs Porting effort is minimal.
The SSS APIs are functional
APlIs to abstract the

access to various types of
cryptographic sub systems.
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2.4.3.2 Migrating on embedded Linux platforms

On embedded Linux platforms, the NX Middleware provides an OpenSSL engine, an OpenSSL provider

and a PKSC#11plug-in module in addition to the sss_API and APDU APIs. The migration effort for the

sss_API and APDU layer is similar to that for MCUs. Plug-in modules mainly require the replacement of the
corresponding Linux libraries and minimal adjustments at the application level. In addition, the different key and
file management must be taken into account.

Table 9. Middleware migration on embedded Linux platforms

Plug-in modules EdgeLock A5000 EdgeLock A30 Porting effort
Plug & Trust Middleware NX Middleware

Secure Authenticator specific |Se05x_ APIs nx_ APIs Depending on the use case

commands (APDUs ) the porting effort is mid to
high.

Security Sub System APls sss_ APIs sss_ APIs Porting effort is minimal.
The SSS APIs are functional
APlIs to abstract the

access to various types of
Cryptographic Sub Systems.

OpenSSL engine Plug & Trust NX OpenSSL engine Minimum effort as abstracted
OpenSSL engine by the OpenSSL engine.

OpenSSL provider Plug & Trust NX OpenSSL provider Minimum effort as abstracted
OpenSSL provider by the OpenSSL provider.

PKCS#11 Plug & Trust NX PKCS #11 plug-in Minimum effort as abstracted
PKCS #11 plug-in by the PKCS #11 plugin.

Access Managerm Plug & Trust NX Access Manager Minimum effort as abstracted
Access Manager by the

Access Manager.

[11 Manage access from multiple Linux processes to A30. Client processes connect over the JRCPv1 protocol to the Access Manager.
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3 Revision history

Migration Guide from EdgeLock A5000 to EdgeLock A30

Table 10. Revision history

Revision number

Date

Description

AN14559 v.1.1

23 January 2025

Correct table 7

AN14559 v.1.0

21 January 2025

Initial version

AN14559
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