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T4.42.2  FUNCHON. ...ttt e b bbbttt ettt et eae b b saeea e e 891
TA.A2.3  DHAZTAINMN..eutteiiiieieeitte ettt ettt ettt e e bt e bt e bt e s a bt e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeess bt enbeesabeeabeesabesabeesnbeenseens 891
TAA2.4  FIIAS ittt et sttt ettt a e eh bt s a et a e nee 891
14.43 DMA_X AXI Read Timing Check Control Register (DMA_X_ARTC_CTL)..c..ccccoeriininiininiineeicncecneeeeen 892
TAABT  OfFSL...eiiiieec ettt ettt 892
T4.43.2  FUNCHOM. ...ttt ettt ettt et a et e b bt s b e st et b ettt et et eas e st eueebeebesuesaeebenbenaens 893
14,433 DIAZIAI..c..tetieititieiteeteete ettt ettt ettt ettt b et bt et eb et e bt e s bt eaee s bt e st e s bt et e eb e e bt eb e embeebt e bt e bt e sae et sbeentesaeen 893
L4434 FIELAS .ttt 894
14.44 DMA_X AXI Read Timing Check Late Count Register (DMA_X_ARTC_LC)..ccceoiriiiiiiiiieiieieeeeeeeenee 895
TA 44T OffSL..ueiiiiiiiiitciitcet ettt ettt b et bttt et b ettt ettt 895
I4.44.2  FUNCHON. ...cuiiiiiiiiicicc e s a et ea e s sa s 895
T4.44.3  DIAZIAM. c.c.vitiieiiteteeetet ettt ettt sttt sttt et et ea bt e ae bt e bt s bt sa et be st et et et et e st eat e st ebe e bt e bt sae et e b naens 896
TAA44  FIELAS .ttt ettt h ekttt b s 896
14.45 DMA_X AXI Read Timing Check Sample Count Register (DMA_X_ARTC_SC)....cccceeviiriiiniiiiiinieniienieeieene 896
TAUAS. T OFFSCE. ittt ettt ettt e a bt s sa b bttt ettt eb et be ettt benaen 896
T4.45.2  FUNCHON. ...ttt e et sttt ettt et eae b b saeea e e 897
TA.A5.3  DHAZTAINMN..euteiiiiieiteiie ettt ettt et ettt et e b ettt e bt e s ab e e bt e sat e e bt e s st e e bt e s st e eabeesabeenbeesa bt e bt eeabe e bt e eabeeabeesabeenbeee 897
TAAS4  FIIAS ettt sttt ettt a et ea e bt s a et ae e nee 898
14.46 DMA_X Read Timing Check Latency Register (DMA_X_ARTC_LAT)...ccccociririiniiiininieneceneeieneeveeeeeeaee 898
TAAG. T OfFSEL....eiiieiiiceec ettt ettt 898
T4.46.2  FUNCHOM. ...ttt ettt ettt b ettt b e s bttt a ettt et et eus e st eueebeebesuesaeebenbenaens 898
T4.46.3  DIAZIAIM..c..titiiiiiiieiieeteete ettt ettt ettt ettt ettt et bttt eb e b e e bt s bt eatesbe e st e s bt et e e bt et e ebtem bt eb e e bt e bt e sae et sbeentenaeen 899
TA46.4  FIELAS ..ottt 899
14.47 DMA_X AXI Write Timing Check Control Register (DMA_X_AWTC_CTL)....cccccoctrienieiiieeeieeeeeeceeeee 899
TAAT. T OfFSL..uiiiiieiitciietceet ettt ettt h ettt h ettt ettt h ettt 899
TAAT.2 FUNCHOMN. ...ttt st ea e sa e sa e 900
T4.47.3  DIAZGIAIMN c..eitiiiiiieieeetete ettt ettt sttt ettt et eat bt e at bt be s bt sa et ae st et et e e et esteate st ebe e bt ebesaeebenaenaens 900
TAAT A FIELAS ettt ettt h ettt 901
1448 DMA_X AXI Write Timing Check Late Count Register (DMA_X_AWTC_LC)...cccceviiiiiiiniiniieieeieeieeeieeiees 902

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
36 NXP Semiconductors




Section number Title Page
TAAB.T  OffSL...eiiiieiiiceietcete ettt ettt h ettt ettt h ettt 902
T4.48.2  TFUNCHON. c..ciiiiiiiiici e b et ea e s ea e e 902
T4.48.3  DIHAZIAIM. c..vitititiieteteitetet ettt ettt sttt ettt et et e a e bbbt e bt s bt sa et e b st et e st et et eateateneebe e bt e bt eaeebesbenaens 903
TAABA  FIELAS ..ttt h ettt b s 903
1449 DMA_X AXI Write Timing Check Sample Count Register (DMA_X_AWTC_SC)..ccccoviiriiiniiiiiiienieenieeeee 903
TAU49.T  OFESOL. .ttt ettt b et bbbt b et bttt h etk h et b et bt b et b et eb ettt 903
T4.49.2  FUNCHON. ...ttt s et b et ettt eae b b saeea e 904
T4.49.3  DHAZTANMN . .e..teiiiiieiteiie ettt ettt et ettt et e bttt e bt e sabe e bt e sat e e bt e eab e e bt e eabeeabeesabeenbeesa bt e bt eeabeeabeeeabeeabeesabeenseen 904
T4.49.4  FHELAS. c.venteteietie e et bbb e bbbttt b et 905
14.50 DMA_X Write Timing Check Latency Register (DMA_X_AWTC_LAT).....coccoviriiminiininieneeieneeeseeie e 905
TA.50.1  OfFS@L...iiiiiiceee ettt ettt 905
T4.50.2  FUNCHON. 1.ttt ettt et e sttt e et e e a e e sh e et e sae e b e e st et e es e et e es e et e emt e st eneeeseemeesseenteseeennesnean 905
14.50.3  DIAZIAIM..c..titieititieiteeteete ettt ettt et ettt et bttt b et e bt e s bt eatesbe e st e s bt et e ebt et e et e et e ebt e bt e st e sae e et sbeentesaeen 906
L4504 FIELAS .ttt 906
14.51 RNG TRNG Miscellaneous Control Register (RTIMCTL)......ccviiuiiiiiiiiiiiieiesiee ettt 906
TASTT OffSL..uiiiiieiiicietceete ettt sttt st h ettt et a et a et h ettt 906
T4.51.2  FUNCHON. ...ttt et b et a e s ea e 906
TA.51.3  DIHAGIAM. ..ttt ettt ettt et ettt et et eb e bt s bt sa et b st ettt et e st eat e st ebeebe e bt eaeebenaenaen 907
TA.ST4  FIELAS oottt b bbb 907
14.52 RNG TRNG Statistical Check Miscellaneous Register (RTSCMISC)......c.coviiiiiniiiiiiniiiiierieeeeseeeiee e 908
TA.52.1  OFESOL. ittt ettt b ettt bttt h et h ket h et bt b et b et b et eb ettt 909
14.52.2 FUNCHON. ...ttt e e b e s sb ettt et e ea e b saesae e 909
T4.52.3  DHAZTAINMN..euttiiuiieiiteiie ettt ettt et ettt et e bt e bt e bt e s bt e bt e sate e bt e e st e e bt e e s beeabeesabeembeesa bt e bt eeateeabeeeabeeabeesabeenneen 909
14524 FHELAS. c. vttt bbbt b et b et 909
14.53 RNG TRNG Poker Range Register (RTPKRRING)........ccceriiiiriiiiniiieiieieneeeiteteeit ettt 910
LA.53.T  OfFS@L....eiiiieeceee et e ettt 910
T4.53.2  FUNCHON. ¢ttt ettt e ettt ettt e e bt e at e eh e et e saeembe e b e et e es e em b e es s e et eme e bt eneeebeeneesseenseseeennesnean 910
14.53.3  DIAGIAIM..c..titieiiiiieiieeteete ettt ettt ettt et ettt et bttt e b et e bt sbeeatesbe e st e s bt et e eb e e bt eb e et e ebt e bt e st e sae et sbeentesaeen 910
L4534 FIELAS ..ttt 911
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14.54 RNG TRNG Poker Maximum Limit Register (RTPKRMAX)........ccccviririiriminiiniineinieinetnietneeeieeeveeeveseeieneen 911
TASAT  OfFSEL....oiiiiiiecee ettt ettt 911
T4.54.2  FUNCHOM. ...ttt ettt et a ettt b e s bt s a et st ettt et eut e st eueeu e e bt sbesaeebenbenaens 911
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TA544  FIELAS .ottt 912
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TA.55.T  OffSL...iiiiiiiiiciietct ettt ettt sttt ettt a ettt ettt 912
14.55.2 FUNCHON. c..ciiiiiiiiici e sttt a e s ea e 912
T4.55.3  DIHAGIAIM ...ttt sttt ettt et ettt et eu e bt b sa et ae st ettt et st eae e bttt beeae b b naen 913
TA.55:4  FHELAS ottt b ettt 913
14.56 RNG TRNG Seed Control Register (RTSDCTL).....c.cccouiiiiriiiiiieiieieceeeeeeeeeeeeeeee e 913
TA.50.1  OFESOL. vttt ettt b et b et b et b et b et bttt h ekt h et bt b et b et b et eb ettt 913
T4.56.2  FUNCHON. ...ttt et s a ettt ettt eae b besaeeae b e 914
T4.56.3  DHAZTAINMN..c.uteiiiiieiieiie ettt ettt ettt et e b et et e e bt e s bt e bt e sat e e bt e e ab e e bt e eabeeabeesabeenbeesa bt e bt eeabe e bt e eabeeabeesabeenbee e 914
T4.560.4  FIELAS. c. vttt ettt bbbt bbbttt 914
14.57 RNG TRNG Sparse Bit Limit Register (RTSBLIM)......cccoctirtiiiiiiiiiiiieiieieeteseeesteete ettt st s 914
LA5T.T OfFSEL...iiiiiecee ettt ettt 915
T4.57.2  FUNCHOM. ...ttt ettt bbbt eb b b et sttt e et eas e st eaeeueebesuesaeebenbenaens 915
14.57.3  DIAZIAIM..c..eitiiiiitieiieeteete ettt ettt ettt ettt ettt h et e b et e bt e s bt eatesae e st e s bt et e sbt et e et e e bt eb e e bt e st e sae et e sbeentenaeen 915
L4574 FIELAS .ottt 915
14.58 RNG TRNG Total Samples Register (RTTOTSAM)....c..ccueiiiiiririiiniiniinenestestesentetetetee ettt ettt st s 916
TA.58.T  OffSL..cueniiiieiiieetitcete ettt sttt sttt ettt et h et ettt 916
I4.58.2  FUNCHON. c..ciiiiiiiiiiic e bbbt s 916
T4.58.3  DHAZIAIM. c..viutiiiiitiietetet ettt ettt sttt ettt et ettt et e b e bt bt s et b e ae st ettt et et eat e st e bt e bt be bt et e b naens 916
TA.58:4  FHELAS .ttt b ekttt ettt b enen 916
14.59 RNG TRNG Frequency Count Minimum Limit Register (RTFRQMIN)........c.cccccoiiiiiininiiniiiinicieecceeeeeeee 917
TA.59.1  OFESOL. ettt b et h bbbt b ettt ket h et bt b et b e ettt eb ettt 917
14.59.2 FUNCHON. ...ttt et s a ettt et et eae b b s eae e 917
T4.59.3  DHAZTAINMN..e.uteiiiiieiiteiie ettt ettt ettt b e et e bt e s bt e bt e sate e bt e e at e e bt e e ab e e bt e s abeenbeesa bt e bt e eabeeabeeeabe s beesabeenbeea 917
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TA.59.4  FIELAS .tttk ettt b s 918
14.60 RNG TRNG Frequency Count Register (RTFRQOCNT)....ccc.eiiiiiiiiiiiiieiiieteeeete ettt st 918
TAU00.1  OFESOL..c.veuiteiieteeet ettt ettt h et b et b et b et b e e bttt h et bt ekt b et bbbt sttt st eb et et saene e 918
14.60.2  FUNCLON. ...ttt et b e bbbt ettt eae b b saeea e e 918
T4.60.3  DHAZTAINMN..e.utiiiiieiieiie ettt ettt ettt et e b e et e e bt e s bt e bt e sate e bt e s st e e bt e esbeeabeesabeenbeesa bt e bt eeaeeeabeeeabesabeesabeenseens 919
141604 FIELAS. c. vttt e bbbt bbb bbbttt bbbt 919
14.61 RNG TRNG Frequency Count Maximum Limit Register (RTFRQMAX)........cccccooiiiiiiiiniiiiiiiiiiniiiicceceeene 919
TA.OL1. 1 OfFSEL....oiiiiiiieete ettt ettt 919
14612 FUNCHION. ¢ttt ettt ettt et e ettt e et e e st e s bt em b e ea e e b e e bt et e estembees e et e eme e bt eneeeseemeesseenseseeennesnean 920
T4.61.3  DIAGIAIM..c..tiitieitiiieiteeteete ettt ettt ettt ettt ettt et h et e b et e bt e s bt e st e sbe et e s bt ea bt ebt et e eb b et e ebt e bt e st e sae e et sbeentesaeen 920
TA.61.4  FIELAS ..ottt 920
14.62 RNG TRNG Statistical Check Monobit Count Register (RTSCMO).........coiiiiiiiiiiieeieieeereee et 921
TA.02.1  OffSL....eiiuiieiiieiietctete ettt ettt ettt h ettt e et et a et bttt b e 921
14.62.2  FUNCHON. ....uiitiiiiiiiiie e s s b e ea e s sa s 921
T4.62.3  DIHAGIAM. c..titiiiiiteteeetete ettt sttt ettt et et ea bt e bt bt e bt bt sa et e be sttt e s et eateat e st e bt e bt bt eaeebenbenaens 921
TA.02.4  FIELAS .ttt h ettt b s 921
14.63 RNG TRNG Statistical Check Monobit Limit Register (RTSCML).....ccccoiiiiiiiniiinienieiieeeeeeseeee e 922
T4.03.1  OFESOL. .ttt b et b e bttt bttt h ket h et bt b et b ettt eb ettt 922
14.63.2  FUNCHON. ...ttt et sttt ettt et et eb e b saeeae b e 922
T4.63.3  DHAZTAINMN..eutieiiieiiteiie ettt ettt et ettt e bt e bt et e s abe e bt e sat e e bee e st e e bt e e abeeabeesabeenbeesa bt e bt e eabeeabeeeabeeabeesabeenbeen 922
T4.03.4  FHELAS. c. vttt ettt b et 923
14.64 RNG TRNG Statistical Check Run Length 1 Count Register (RTSCRIC)...c...ccceviiniiriiniiiiiniiiinienenienceeenenns 923
TA.04. 1 OfFSEL....eiiiiieceec ettt ettt 923
14642 FUNCHION. ¢ttt ettt ettt ekttt et e e e bt e st e eh e et e ea e eabe e bt et e estem b e es e et e emee st eneeebeemeesseenseseeensesnean 923
T4.64.3  DIAZIAI..c..eitiiitiiieiieeteete ettt ettt ettt ettt bttt eb et e bt s bt e st e sae e st e s bt et e sbe e bt eb s e bt ebt e bt e st e sae e et sbeenbesaeen 924
TA.64.4  FIELAS .ottt 924
14.65 RNG TRNG Statistical Check Run Length 1 Limit Register (RTSCRIL).....cccceviviniirininininiiieieieieeeeeeeeeee 925
TA.05. 1 OffSL....eiiuiiiiiieiietctete ettt sttt ettt ettt et h ettt be e 925
14.65.2  FUNCHON. ..ottt se bbb s sa s 925
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14.65.3  DIAGIAIM..c..eitieiiitieiieeteete ettt ettt ettt ettt ettt bttt eb et e bt e s bt eat e s bt e st e s bt et e sbe et e ebt et e ebt e bt e st e sae et sbeentesaeen 925
TA.65.4  FIELAS ..ottt 926
14.66 RNG TRNG Statistical Check Run Length 2 Count Register (RTSCR2C).......cccooviririininininiiieniciiieeeeieeeeenee 926
TA.00.1  OffSL....euiuirieiiieiietcietc ettt ettt ettt ettt ettt et a ettt ettt 926
14.60.2  FUNCHOMN. ..ottt et b et ea e s ea s 927
14.00.3  DIAZIAIM. ...eiutiiiiiietetetetet ettt ettt sttt ettt ettt a e bt bt e bt bt sa b b sttt e et e st eat e st bttt e bt eaeebe s b saens 927
TA.60.4  FIELAS ..ottt ettt bkttt ettt 927
14.67 RNG TRNG Statistical Check Run Length 2 Limit Register (RTSCR2L).....cc.ccociiviiriiiiiiiiiiiiciieeeeeeeeeeeee 928
TALOT.1  OFESOL. vttt ettt b et b et b et b et b et b et h et bt h et bt b et b et b et eb ettt 928
T4.67.2  FUNCHON. c..ceitiiiiiicie et e b bbbt ettt eae b b saeea b e 928
T4.67.3  DHAZTANMN..euteeiiieiiieiie ettt ettt ettt e bttt e bt e st e e bt e sat e e bt e s st e e bt e e st e eabeesabeembeese bt enbeeeaeeeabeesabesabeesnbeenseees 928
T4.07.4  FHELAS. c. vttt bbbt bbbt b bbbttt 929
14.68 RNG TRNG Statistical Check Run Length 3 Count Register (RTSCR3C)...c...coceviiniiiiiniiiiiniiiinienieneee e 929
TA.08.1  OfFSEL....eiiiiiieiteecee ettt ettt ettt 929
T4.68.2  FUNCHION. ¢ttt ettt ettt et e et e eat e ehe et e ea e et e e bt et e eb e embees e et e eme e bt eneeebeemeesseeneeseeensesnean 930
T4.68.3  DIAZIAIM..c..eitieiiitieiieeteete ettt ettt ettt ettt ettt et b et e b e bt e bt s bt e st s bt e st e e bt et e ebt e bt et e e bt ebt e bt e st e sae e et sbeentesaeen 930
TA.68.4  FHELAS ..ottt 930
14.69 RNG TRNG Statistical Check Run Length 3 Limit Register (RTSCR3L).....c.cccocivinininininiiiicieieeeeeeeceeee 931
TA.09. 1 OffSL....cviuiiiiiieiietctete ettt sttt sttt ettt et sttt ettt ettt 931
14.69.2  FUNCHON. ....uiiiiiiiiiiiccc e sttt ea e s sa e 931
14.09.3  DIHAZIAIM. c..eiutiiititeietetete ettt sttt ettt et et b e bt bbbt sa et a et ettt et eat st e st ebe bt bttt ebe s b naen 931
T4.69.4  FIELAS .ottt b ettt b e eain 932
14.70  RNG TRNG Statistical Check Run Length 4 Count Register (RTSCRAC).........coooiviiiiiiiiiiiniiiieeeeeeeeeeee 932
TA.T0.1 OFESOL. ettt b et b e bt b et b et eb et et h et bt h et bt b et b et b et eb ettt 932
T4.70.2  FUNCHON. ...ttt s e b bbbttt et et eae b b saeeae b e 932
T4.70.3  DHAZTANMN. ceutieiiieiteite ettt ettt et ettt e bt e bt et e s bt e bt e sat e e bt e s st e e bt e sabeeabeesabeenbeess bt enbeeeabeeabeesnbesabeesabeenseees 933
TA.70.4  FIELAS. c. vttt et bbbttt bbbttt bt 933
14.71 RNG TRNG Statistical Check Run Length 4 Limit Register (RTSCRAL)......cccccoceviiiininiiniiienenienieeieseeeeeeenne 933
TATLL  OfFS@L...iiiiiec ettt ettt 934
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TAT314  FIELAS ottt h ettt b s 937
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TATAT  OFESOL. ettt h et b e bbbt e et h etk ekt bbbt st b et eb ettt 938
T4.74.2 FUNCHON. ...ttt s et b ettt ettt eae b besaeeae e ee 938
TA.T4.3  DHAZTAINMN. ceuteiiiiieiteite ettt ettt et ettt et e bt e bt e bt e st e e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeese bt e bt esaseeabeesabesabeesaseenseens 938
TA.T44  FIELAS. c. vttt bbbt bbbt b bbbttt e 938
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TATS. T OfFSEL...niiiiiec ettt ettt 939
L4752 FUNCHON. ¢ttt ettt ettt et e et eat e eheem e e ea e e b e e bt e bt eb e et e es e et e eme e bt eneeebeeneesseenseseeennesnean 939
L4753 DIAGIAI..c..titieiiiiieiteeteete ettt ettt ettt ettt b et eb et e bt s bt eatesbe e st e s bt et e sbe et e ebt et e ebt e bt estesaeentesbeentesaeen 939
TAT54  FIELAS .ottt 940
14.76  RNG TRNG Status Register (RTSTATUS).....ccooiiiieirieireere ettt ettt sttt sttt 940
TATO.1  OffSL...eniiiieiiieietcete ettt ettt sttt h ettt sttt ettt ettt 940
I4.76.2  FUNCHON. c..ciiiiiiiiiiic bbbt ea e s sa s 940
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14.79 RNG TRNG Statistical Check Poker Count 3 and 2 Register (RTPKRCNT32)......cccccoieviiniiniiniininienceieneeeenen 945
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14.79.3  DIAGIAI..c..eitiiitiiieiieeteete ettt ettt ettt ettt h et bttt b et e bt s bt eatesbe e st e e bt et e eb e et e ebt et e ebt e bt e bt e sae et sbeenbesaeen 946
L4794 FIELAS .ottt 946
14.80 RNG TRNG Statistical Check Poker Count 5 and 4 Register (RTPKRCNTS4).......cccovoiiiirieniiieneeeneee e 946
TA.80.1  OffSL...eiuiiiiiieiietctetet ettt ettt sttt h et et b ettt sttt h ettt ettt 946
14.80.2  FUNCHON. ...cuiiiiiiiiiciicc e sttt ea e s ea e 947
T4.80.3  DIHAGIAM. c.c.vitiiitiieieteeete ettt ettt sttt ettt et et eat bt e bbbt bt sa et be sttt e e et eateat e st ebe e bt e bt eaeebesaenaens 947
TA.80.4  FHELAS .ttt ettt h ettt a et a e enis 947
14.81 RNG TRNG Statistical Check Poker Count 7 and 6 Register (RTPKRCNTT76)......cccceveeriiriiiniiiiienienieenieeieene 947
TAUBT.T  OFESOL ittt ettt b et h e bbbt b et h bkt b et b et b et b et eb ettt 948
T4.81.2  FUNCHON. c..ciiiiiiiitctcce et ettt ettt ettt eae b b saesa e e 948
TA.81.3  DHAZTAINMN..eutiiiiieiteite ettt ettt ettt b e et e e st e bt e sat e e bt e e st e e bt e e st e eabeesabeembeesabe e bt esateeabeesabesabeesabeenseeas 948
TA.81.4  FHELAS. c. ettt bbbttt bbb bbbttt b et 948
14.82 RNG TRNG Statistical Check Poker Count 9 and 8 Register (RTPKRCNTOS8)......cccccoeriiniiviiniininienciicneeeee 949
TA.82.1  OfFSEL....eiiiiicieee ettt ettt 949
14,822 FUNCHION. ¢ttt ettt ettt ettt ettt e et at e et e e ae e eh e et e ea e et e e bt et e es e em b e es e et e eme e bt enteeseemeeeseenseseeensesnean 949
14.82.3  DIAGIAIM..c..eitieitiiieiteeteete ettt ettt ettt ettt ettt bttt eb e et e bt e s bt eatesb e e st e s bt et e ebe et e ebt et e ebt e bt e st e sae e et sbeentesaeen 949
L4824 FHELAS ..ottt 949
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14.83 RNG TRNG Statistical Check Poker Count B and A Register (RTPKRCNTBA).......cccccoeviininnininiiniecneeenen 950
TA.83.1  OfFSEL....iiiiieiceee ettt ettt ettt 950
14,832 FUNCHION. ¢ttt ettt ettt ettt e ettt e e bt e at e sh e et e ea e et e e bt et e eseembees e e bt eme e bt enteeseemeesseenseseeennesnean 950
14.83.3  DIAGIAIM..c..eitieiiiiieiieeieete ettt ettt ettt ettt ettt bttt eb et e bt e s bt e st sbe e st e s bt et e ebt e bt eb e et ebt e bt e st e nae et e sbeentesaeen 950
L4834 FHELAS ..ttt 950
14.84 RNG TRNG Statistical Check Poker Count D and C Register (RTPKRCNTDOC)........cccceiieiiiiienienieiieieieeeeene 951
TA.8A.T  OffSL....eiiiiiiiiieiiitceete ettt sttt h ettt et a et h ettt b ettt 951
I4.84.2  FUNCHON. ...cuiiiiiiiiciic bbbttt ea e s 951
T4.84.3  DIHAZIAM. c.c.eitiiitiietet ettt ettt sttt ettt et et eat bbbt be s bt sa b b st et et et et eateat e st ebe e bt beeae e b e s b naen 951
TA.84.4  FHELAS..eiteniteeteeetee ettt bbbttt b s 952
14.85 RNG TRNG Statistical Check Poker Count F and E Register (RTPKRCNTFE).........cccccooiiiniiiniiiniiiiiinieeceees 952
TAU85.1  OFESOL vttt ettt h et bbbttt h et h bkt b et bt eb ettt st bt sttt 952
14.85.2  FUNCHON. ...ttt et sttt et et ettt eb e saesa e e 952
T4.85.3  DHAZTAINMN..e.utiiiiieiiietie ettt ettt ettt et b e et e b et st e bt e sat e e bt e eabe e bt e e st e eabeesabeenbeesa bt e bt eeat e e bt e eabe e beesabeenbee e 953
T4.85.4  FHELAS. c. vttt bbbttt ettt 953
14.86  RNG DRNG Status Register (RDSTA)...ccuiiiiiiiiierieteitee ettt sttt ettt ettt s 953
TA.80.1  OfFSEL....eiiiiiieietcete ettt ettt 953
T4.80.2  FUNCHION. ¢ttt ettt ettt et ettt e et e at e eheem b e sae et e e bt et e estem b e es e et e eme e bt eneeeseemeesseenseseeennesnean 954
14.860.3  DIAZIAIM..c..eiiiiiiiiieiieeteete ettt ettt ettt ettt ettt et bt et e bttt e bt s bt et sbe e st e s bt et e s bt et e eb e et e ebt e bt e st e sae et sbeentesaeen 954
L4864 FIELAS ..ottt 954
14.87 RNG DRNG State Handle 0 Reseed Interval Register (RDINTO)........cccooiiiiiiiiieiiiieieeeeeeeeee e 955
TA.87.1  OffSL...eiiiieiiieiietcete ettt ettt sttt ettt a et a ettt 955
T4.87.2  FUNCHON. ...ttt e s b et ea e 955
T4.87.3  DIHAGIAIM. ...ttt ettt sttt sttt ettt a e bt bbbt sa et be st et et e e et eateat e bt ebeebe e bt saeebenbesaens 956
TA.87.4  FIELAS .ttt ekttt b s 956
14.88 RNG DRNG State Handle 1 Reseed Interval Register (RDINT1)......ccocuiiiiiiiiiiiiiiiiieiieeeeeeee e 956
TAU88.1  OFESOL ettt ettt b et b ettt h et bt ket h et b et b et b et b et eb bt stene e 956
T4.88.2  FUNCHION. ...ttt st sttt ettt e eb e b s sa e e 956
T4.88.3  DHAZTAIMN..e.utieiiieiiieiie ettt ettt et ettt et b ettt e bt e st e bt e sat e e bt e e st e e bee s st e eabeesabeenbeesa bt e bt esateeabeeeabesabeesabeenbeen 957
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TA.88.4  FHELAS ..ttt ettt ettt b e enn 957
14.89 RNG DRNG Hash Control Register (RDHCNTL).....ccccutiitiiiiiiiieiie ittt ettt sttt sttt siteesiae s 957
TA.89.1  OFESOL ettt b et bbb bbbttt h ket k et bt b et eb et b et eb ettt 957
14.89.2  FUNCHON. ...ttt e e s sttt ettt et eb e b s eae e 958
T4.89.3  DHAZTAINMN..e.utieiiieiiteiie ettt ettt ettt et e b e et e bt e st e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeesa bt e bt e eabeeabeeeabeeabeesnbeenbee e 958
T4.89.4  FHELAS. c. ettt bbbttt b et 958
14.90 RNG DRNG Hash Digest Register (RDHDIG)......c..cocueriiiiniiiiiniirienieeiesieeie sttt sttt sttt 959
L4901 OfFS@L....eiiiiiieece ettt ettt ettt 959
14902 FUNCHON. 1.ttt ettt ettt ettt eeteeateeheem e e sheembe e bt et e es e et e es e et e eme e st eneeeseemeesseenseseeennesnean 959
14.90.3  DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt et bttt eb e et eb e e s bt eate s bt et e s bt et e ebe et e eb s et e ebt e bt e bt e sae et sbeenbenaeen 959
L4904 FIELAS ..ottt ettt 959
1491 RNG DRNG Hash Buffer Register (RDHBUF).........coooiiiiiiiiieeeeee ettt 960
TAOT.T  OffSL..uiiiiieiiicietceete ettt sttt sttt ettt sttt et h ettt 960
T4.91.2  FUNCHON. c..ciiiiiiiiicic e sttt sa s 960
T4.91.3  DIHAZIAM ...ttt sttt ettt et a bbbt be bt sa et bt ettt et esteat e st ebe e bt e bt steebesbenaens 960
TA.91.4  FIELAS ettt a e b 960
14.92  Recoverable Error Interrupt Status (RELS)......cooiiiiiiiiiiiiiee ettt et 961
T4.92.1  OFESOL. vttt h et h bt h et b et e et h ekt h et bt b et eb et b et ebe st saene 961
14.92.2 FUNCHON. ...ttt e b bbbt ettt et eae b b saeea b e 961
T4.92.3  DHAZTAINMN. .eutiiiiiieiiteiie ettt ettt et ettt e b e et e e bt e s abe e bt e sat e e bee e st e e bt e eabeeabeesabeenbeesa bt e bt e eateeabeeeabesabeesabeenneee 961
T4.92.4  FHELAS. c.veuteteiet ettt bbbttt b bbbttt ne 962
14.93  Recoverable Error Interrupt Enable (REIE)........c.coiiiiiiiiiiiiiiiiecintcest ettt 962
L4931 OfFSEL...iiiiieecieee ettt 962
14,932 FUNCHION. 1.ttt ettt ettt et e bt e a e e bt e ae e e bt ea e e e et et e e st et e es e embeessen bt eme e bt enteebeemeesseenseseeennesnean 963
14.93.3  DIAGIAI..c..eitieititieiieeteete ettt ettt ettt ettt ettt bttt eb et e bt e s bt eaeesbe e st e s bt et e sbt et e ebtenbeeb e e bt e bt e sae et sbeentesaeen 963
L4934 FIELAS ..ottt 963
14.94 Recoverable Error Interrupt FOrce (REIF)........ccooiiiiiiiiiieee ettt 964
TA.94. T OffSL...eiiiiiiitciietctet ettt sttt h ettt ettt ettt et et 964
14.94.2  FUNCHON. ...cuiiiiiiiiicic e s a et sa e 964
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T4.94.3  DIAGIAI..c..eitieitiiieiteeteete ettt ettt ettt et ettt et h et eb et e bt sb e eate s bt e st e s bt et e ebt et e eb b et e ebt e bt e st e sae e et sbeenteeaeen 965
TA.944  FIELAS ..ottt 965
14.95 Recoverable Error Interrupt Halt (RETH)......c..oouiiiiiiiiiiie ettt sttt 966
TA.95.1  OffSL...eniiiiiiiiciieteet ettt ettt sttt ettt ettt ettt 966
14.95.2 FUNCHON. ...ttt bbb s ea e 966
T4.95.3  DIHAZIAM ...ttt ettt sttt ettt ettt a et eb e bt bt sa b bttt e et at e st bttt be et ebe s b naens 966
TA.95.:4  FHELAS .ttt b ekttt ettt b s 967
14.96 SEC Version ID Register, most-significant half (SECVID_MS).......ccccoiiiiiiiiiiiiiiiiieceecee et 967
T4.90.1  OFESOL..c.veuiteiietetet ettt ettt h et b et b et b et b et e et h et ket h et bt bt b ettt st bttt st 967
14.96.2  FUNCHON. c..cuiiiiiiiiciet et s b bbb ettt et eae b b saesa e 968
T4.90.3  DHAZTAINMN..c.uteiiiieiteiie ettt ettt ettt et e b ettt e bt e s bt e bt e sat e e bt e e st e e bt e e st e eabeesabeenbeesa bt e bt e eat e e bt e eabeeabeesabeenseena 968
T4.90.4  FIELAS. c.veueeteietieee ettt bbbttt ettt ne 969
14.97 SEC Version ID Register, least-significant half (SECVID_LS)...c..ccccooviiriiiininiiirieieteeeeeeeseenie e 969
LA.9T.1  OfFSEL...iiiiieeceee ettt ettt et 969
T4.97.2 FUNCHON. ¢ttt ettt ettt et at e et eae e eheea e e ea e e b e e st et e es e et e es e et e eme e bt eneeeseemeesseenseseeennesnean 969
14.97.3  DIAZIAI..c..eiitiiitiiieiteeteete ettt ettt ettt et ettt et h et eb e et e bt saeeatesbe e st e s bt et e e bt et e ebt et e ebt e bt e st e sae et sbeenbenaeen 970
L4974 FIELAS ..ottt 970
14.98 Holding Tank 0 Job Descriptor Address (HTO_JD_ADDR)........cciiiiiiaiiieiiriee et 970
TA.98.T  OffSL....eiiiieiiieiiitctetet ettt sttt ettt ettt a et bttt 971
14.98.2  FUNCHON. c..ciiiiiiiiicic bbbt ea e 971
T4.98.3  DIHAZIAIM. c..viutiiiiiieietetetet ettt sttt ettt e a bbbt e be s bt sa et be st ettt et et eat e st bttt beeae b b naen 971
TA.98.4  FHELAS ..ttt b ekttt b s 972
14.99 Holding Tank 0 Shared Descriptor Address (HTO_SD_ADDR).....c.c.coitiiiiiniiiiieiieeieeee ettt 972
141991 OFESOL..cviuiteiietee ettt bbbt b e bbbttt h et ket h et bt b et b etk st eb ettt 972
14.99.2 FUNCHON. ...cuiiiiiiiicicee et st sttt ettt et eae b b saeea e e 973
14.99.3  DHAZTAINMN..e..tiiiiiieiiieiie ettt ettt ettt et e b ettt e bt e s bt e bt e sat e e bt e e st e e bt e e st e eabeesabeenbeesh bt e bt e eate e bt e eabeeabeesabeennee e 973
14.99.4  FIELAS. c.veueeteeetie ettt bbb bbbttt 974
14.100 Holding Tank 0 Job Queue Control, most-significant half (HTO_JQ_CTRL_MS)...c..ccccceirviinirnininiiniecneceee 974
LA 00T OfFS@L. ..ttt sttt sttt ettt et 974
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T4.100.2  FUNCHON. ...ttt e et s a ettt ettt et e eb e b saesae e ee 974
T4.T00.3  DHAZTAINMN. .e..teeiiieiiieite ettt ettt et et e e bt e bt e et e e bt e sabe e bt e sateesbte e st e e bt e eabeeabeesabeenbeess bt enbtenateeabeesabesabeesaseanseens 974
14,1004 FIELAS. c. vttt ettt h bbbt b et bbbt bbbttt 975

14.101 Holding Tank 0 Job Queue Control, least-significant half (HTO_JQ_CTRL_LS)......ccccocteiiiniininiiiniinccecnceeee. 976
LA TOL.T OfFS@L...eiiiiiceee ettt et sttt ettt et 976
T4 TOT.2 FUNCHON. 1.ttt ettt ettt ettt et e et e e st e et e e st e eheem e e saeeabe s st et e ebeem b e es e et e ente bt eneeebeeneesseenseseeennesaean 977
T4.T01.3 DIAGIAI..c.eeitiitiiieiteeteet ettt ettt ettt ettt et b et eh et e bt e s bt e st s bt e st e e bt et e e bt et e et e et e ebt e bt e st esaeeneesaeentesbeen 977
LA T01.4 FIELAS .ottt ettt 977

14.102 Holding Tank Status (HTO_STATUS)..c.cctriiriirieiirtetrteerte ettt ettt sttt sttt sttt ettt 978
TA.TOZ2.1 OffSL..c.neviieiiieiietctete ettt sttt ettt h et bbbt se ettt sttt b et b et be e b b e 978
14.102.2 FUNCHOMN. c..tiiiiiiiiicic e b et ea e s ea e 978
T4.102.3  DIAGIAIM. ...ttt ettt ettt sttt ettt et et eae e bt e bt eb e e b s bt sa et e ae st et et e e et esteateneebeebeebesueebesuesaens 978
TA.T02.4  FIELAS .ttt ettt ettt ettt h et b ekttt a et b e enn 979

14.103 Job Queue Debug Select Register (JQ_DEBUG_SEL)....c...ooiiiiiiiiiiiieiieiieeeste ettt sttt e 980
TA.T03.T OFESOL. vttt ettt b et bt b et b et b et b et b e bttt h et bt bt b et b ettt st eb et eaene e 980
T4.103.2 FUNCHON. ...ttt e e b bbbttt et et e eb e b saeea e ee 980
T4.103.3  DHAZTAINMN. .e.uteeiiieiiieiie ettt ettt et et e e bt e bt e bt e bt e s abe e bt e sat e e sbtesabe e bt e eabeeabeesabeenbeess bt enbeesaeeeabeennbesabeesabeanseens 980
14,1034 FIELAS. c.ventetieetie ettt b bbb s bbbt b bbbttt ne 981

14.104 Job Ring Job IDs in Use Register, least-significant half (JRIIDU_LS).....c.ccoccoviniiiiiniininiiiieiecteeeeceeeeene 981
LA TOA. T OfFSEL....eiiieieiceee ettt ettt s sttt 981
T4.T04.2 FUNCHON. 1.ttt ettt ettt ettt e et e e st e et e eaeeebeem e e saeembe e st et e eseenbeeseen bt ene e st enteebeeneesseenseseeensesnean 981
T4.104.3  DIAZIAI..c..eitieititieiteeteete ettt ettt ettt ettt ettt et bttt eb et ebt e s bt eatesae e st e s bt ea bt sbt et e et e enbeebt e bt estesueenaesaeentesaeen 982
LA 1044 FIELAS. ..ottt ettt 982

14.105 Job Ring Job-Done Job ID FIFO BC (JRIDJIFBOC).......ccciiiriiieiinieiiieitriei ettt ettt 983
TA.TOS5.T OffSL. ..ttt ettt sttt ettt ettt sttt st ettt b et bbb b e 983
14.105.2 FUNCHOMN. c..titiiiiciiicic e et en e s sa e 983
T4.105.3  DIAGIAIM. ...ttt ettt sttt sttt et e ae bt e bt bbbt sa et be s et et e s e e esteateneebeebeebesueebesbesaens 984
TA.T05.4  FIELAS .ttt ettt ettt ettt ettt etttk ettt b e eas 984

14.106 Job Ring Job-Done Job ID FIFO (JRIDJIE)........cccoioiiiiiirieiieiicisicerceeeceeieeeieee et 984
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TA.T0OO0. T OFFSEL..euteuieiieeeeteete ettt ettt b bbbt e b e bt s et et et e s et e s et esteat e st e st ebeebeabenbea
T4.106.2  DHAZTANMN.....eeiiiiieiieiie ettt ettt ettt ettt et estte st e esate e st e e s sbeeabeebbeeabeebeesabeensbesabeensaesaseensee
T4.106.3  FIEIAS...uteutetietieit ettt et ettt ettt ettt eebe s b et et e b e e et et et e st eseeneeneebeeneeneeneenees
14.107 Job Ring Job-Done Source 1 (JRIDST)...cc.ooiiiiiiiiiiiiieeetesectee ettt
TA.TOT. T OFESEL ittt ettt b ettt s h et b ettt ettt ettt e et e bt ebeebeebenaea
T4.107.2 FUNCHOMN. ¢ttt ettt ettt ettt et e ae e bt s e bt ea e e e bt emeesbeemeesbeemteebeenseeseensesneaneene
14,1073 DIAZIAIM..c..eiiiiiiiieeiieteeiteet ettt ettt sttt ettt ettt ettt et eb e e st eaeesbeestesbeeneesbeeaesbeebesanens
TA.T0T7.4 FIELIAS. ...ttt ettt sttt ettt ettt et b e b nes
14.108 Job Ring Job-Done Descriptor Address 0 Register (JRIDDA)........cccoooieiiiiiniiienieeceee e
TA.TO8B. T OFFSOL. .. cuteuieieeeteteete ettt b bbbt b bt s et et et et e b et e b et e st eat e st e st ebeebeebesaea
T4.108.2  FUNCHON. c..cutiiieiiieieetiee ettt ettt ettt e b et st e e st e st s bt e s e beeanesbeeanesueenneene
T4.108.3  DHAZIAM......eeutiiiieieeiiet ettt ettt ettt et ettt e s bt et e s bt e st e s bt enteebeenteebeenbeeseenteeneenseeneesaeeneas
TA.T08.4 FHELAS. ...ttt ettt b bbbt e ettt eb e bt bt bt ebe b b nes
14.109 Performance Counter, Number of Requests Dequeued (PC_REQ_DEQ)........ccooueiiiiiniiiiiiniiiiieniene
TATOO9. T OFFS@E. .ttt ettt et b e et e s bt et s bt et e st e en b e et e et e eaeeteeaeenbeeneesaeeneas
14.109.2 FUNCHON. c..ceuteiieiteeiteteeit ettt sttt ettt et s b et sbe et st e s bt eatenbeeebesbeesnesbeenaeene
T4.109.3  DHAZTAMN..c..tiiiiiiiieite ettt ettt et ettt et e bt e bt esate st e e s bt e eabeebbeeabeebeesabeenstesabeenbbeeaseenses
T4.109.4  FIELAS. ¢ttt ettt ettt st e e s e et s et e b e ese et e es e et e ent e bt ene e et ente et enees
14.110 Performance Counter, Number of Outbound Encrypt Requests (PC_OB_ENC_REQ)........c..ccccoc.....
TATTO. T OFFSEL ittt ettt ettt ettt sttt sttt ettt et et st eae et ebeebeebesbenaeas
T4 T10.2 FUNCHON. ¢ttt ettt ettt ettt ettt e bt e e e bt ea e e bt emeesbeemeesbeemteebeenbeeseenteeneaneene
T4.110.3 DIAZIAIM..c..eiuiiitiiieiteteeiteete ettt sttt et ettt ettt ettt e bt e sbe et e sbeestesbeeaesbeebesbeenbesanens
T4 1104 FIELAS. ...ttt sttt ettt et ea bbbt bbbt et e et ennene
14.111 Performance Counter, Number of Inbound Decrypt Requests (PC_IB_DEC_REQ).........cccceeeeuennene.
TATTT T OFESEL ettt ettt h bbbt b bt s a et e et e e e b et e st eat e st e st ebeebeabe st
T4 TT1.2 FUNCHON. ettt sttt ettt sa et st s sae e be e s e sbeesnesaeenneene
D G T B -4 2 OSSPSR
TATTT4 FHELAS .ottt bttt ettt et a bbbt ekt be st sttt e e enteneene

14.112 Performance Counter, Number of Outbound Bytes Encrypted (PC_OB_ENCRYPT)........ccccceeueeunene
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TATT2.T OffSL..cueiiiieiitcitetetetet ettt ettt sttt ettt et be et a et sttt et b et b et b et b b e 994
T4.112.2 FUNCHOMN. c..tiiiiiccic e s b e et ea e s sa e 995
141123 DIAGIAM ...ttt ettt sttt sttt et et eat bbbt e bt s bt sa et bt et et e s et estenteneebeebeebesueebenbenaens 995
TA 124 FIELAS .ttt ettt ettt b bttt a et n b enn 996

14.113 Performance Counter, Number of Outbound Bytes Protected (PC_OB_PROTECT)........ccoccveviiriiiiniiniiiiiceieeeee 996
TALTT3.T OFESOL. ittt ettt b et b e bbbt et b e bbbt e b et bt eb et b et b et ebe sttt 996
T4.T13.2 FUNCHOMN. c..tiiitiictct et b b s s b ettt ettt eae b b saeeae b e 997
T4 T13.3 DHAZTAINMN. ceutteitieitetie ettt ettt et ettt et e bt et e e bt e s abe e bt e sate e bt e e st e e bt e esbeeabeesabeenbeese bt enbeesaeeeabeesabesabeesaseenseenns 998
T4 11304 FIELAS. c.venteteiet ettt bbbttt b bbbt bbbttt b et 998

14.114 Performance Counter, Number of Inbound Bytes Decrypted (PC_IB_DECRYPT)......ccccccemiriiiniininiininicncneene. 998
LA TTAUT OfFS@L...iiiieiecietee ettt sttt et ettt et 999
T4 TT4.2 FUNCHION. ¢ttt ettt ettt e at et e st e sheeaeeeb e ea e e eeeembe e st et e eseembeeseen bt emee st eneeeseeneesseenseseeensesnean 999
T4 TT4.3 DIAGIAIM..c..titieititieiieeteete ettt ettt ettt ettt et b et eh et e bt e s bt eatesbe e st e s bt et e ebt et e ebt et e ebt e bt estesueenaesbeentesaeen 1000
LA TT44 FIELAS .ottt ettt 1000

14.115 Performance Counter, Number of Inbound Bytes Validated. (PC_IB_VALIDATED).......cccccceeiininnenieiieeeenee. 1000
TATTS.T OffSL..c.eiiiieiiieiietctetet ettt ettt h et b ettt sttt a ettt e b et b et b et b b 1001
T4.T15.2 FUNCHOMN. c..titiiiicieic e st ea e s ea e 1001
o TG T B -4 21 4 OO OO URU SRS 1002
TATT5:4  FIELAS .ttt ettt ettt ettt ettt ettt ettt ettt b e enn 1002

14.116 CHA Revision Number Register, most-significant half (CRNR_MS).........cccooiiiiiiiiiiiiieeeeeeeeee e 1003
TALTT0.1 OFESOL. vttt b et b et b et b et b et b et et b et e b et bt e bt eb et ebena bt s e bt st et naenea 1003
TA.T16.2 FUNCHON. c..ctitiiiictcieeee et e b bbbttt ettt eae b b saeea b e 1003
TA.T16.3 DHAZTANMN. .e.utieiiieiiteiie ettt ettt ettt e b e et e bt e st e e bt e sat e e bt e e st e e bt e s st e eabeesabeenbeese bt enbtesateeabeesabesabeesabeenseens 1003
T4 1104 FIELAS. c.vinetitetieei ettt bbbt b et b et bbbttt 1004

14.117 CHA Revision Number Register, least-significant half (CRNR_LS)......ccccoceiiiiiniiiiniiiicceececseeeee 1004
LA TTT.T OfFS@L....eiiieiicee ettt sttt et 1004
T4 T17.2 FUNCHON. ¢ttt ettt a ekttt et e et e ea et e h e em e e se e embe e st et e ebeembees e et e eme e st enteebeemeesseenseseeennesnean 1005
T4 1173 DIAZIAI..c..titieiiiiieiieeteete ettt ettt et ettt h et e h et e bt e s bt e st sb e et e s bt et e e bt e bt eb e et e ebt e bt eseesaeenaesbeentesaeen 1005
LA TTT4 FIELAS. .ttt 1006
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14.118 Compile Time Parameters Register, most-significant half (CTPR_MS).......cccoceviriiiniininiiiiniicneceeceeeeee 1006
LA TL8.T OfFSEL....eiiiiiciete ettt ettt ettt 1006
T4 T18.2 FUNCHION. 1.ttt ettt ettt ettt et e et e e at e et e eae e eh e em e e sa e et e e st et e es e et e es s et e eme e bt eneeebeemeesseenseseeennesnean 1007
T4 T18.3 DIAZIAIM..c..eitiititieiieeteete ettt ettt ettt ettt b et e b et e bt e sb e e st e sbe et e s bt et e ebt et e eb e et e ebt e bt estesaeenaesbeenbesueen 1007
LA LT84 FHELAS ..ttt ettt 1008
14.119 Compile Time Parameters Register, least-significant half (CTPR_LS).....cccceciviniinininininiiciecieicieeeeeeeeae 1010
TATTO.T OffSL. .ttt ettt sttt b et h et b et se ettt st et a et bt bt bbb e 1010
T4.119.2 FUNCHON. ...ttt st ea e s ea s 1011
T4.119.3 DIAGIAIM. ..ttt ettt ettt sttt ettt et ea bt e a e bt be s bt sa et ae st et et e e et easeateneebeebeebesueebenaenaens 1011
TATT9:4  FIELAS .ttt ettt ettt ettt ettt b ekttt ettt a et b s 1011
14.120 Fault Address Re@iSter (FAR)......coouiiiiiiiei ettt ettt ettt et e bt s bt e bt e sateesbaesaneenne 1012
TAUT120.1  OFESOL..cvuiteiieteeet ettt ettt b et b e bt bt st b et b et et h et b et bt bt bt eb et b et eb et etenea 1012
14.120.2 FUNCHON. c..ctitiitiietcieceee et b bbbttt ettt e eb e b saeeae b e 1013
T4.120.3  DHAZTAINMN. .e.uteeitiieiiteiie ettt ettt ettt et e bt e et e e bt e sabe e bt e sateebee s st e e bt e eabeeabeesabeenbeesa bt enbeesaeeeabeesabesabeessseanseens 1013
141204 FIELAS. c.venteteietieet ettt h bbb bbbt b bbbt ne 1014
14.121 Fault Address ICID Register (FAICID)......cccooiiiiiiiiiitiniteteeitet ettt ettt ettt ettt et sbe e i 1014
LA L2011 OfFS@L...iiiiieicete ettt ettt 1014
T4 T21.2 FUNCHION. ¢ttt ettt ettt ettt et et e st e e bt e st e ea e et e eaeembe e st et e ebeembeeseen bt en e e st eneeebeeneesseenseseeennesnean 1015
T4 1213 DIAGIAIM..c.etitieitiiieiieeteet ettt ettt ettt ettt b et e bttt e bt s bt eatesbe et e s bt et e e bt et e ebt e bt ebt e bt e st e sue e et saeentesaeen 1015
LA T21.4 FIELAS .ottt ettt 1016
14.122 Fault Address Detail Register (FADR).......cc.oiiiiiiieieee ettt ettt et e sbe e e 1016
TAT22.1 OffSL..c.eniiiiciitciiitctete ettt ettt ettt ettt ettt et a ettt ettt 1016
14.122.2 FUNCHOMN. c..titiiiiiieicc e eb b et en e s ea e s 1017
T4.122.3 DHAZTAI. ....eeuiieiiee ettt ettt ettt et e e et e et sa e e et e et e bt ea e e bt es e et e es e e bt emt e bt emeeeseaneeeseeneesaeeneesneensesnean 1017
TAT22.4  FIELAS .ttt ettt ettt b ettt ettt b enn 1017
14.123 SEC Status RegIStET (SSTA).....coouiiiiiieiiieiieeeee ettt 1018
TAU123.1  OFESOL. vttt ettt ettt b et b e bbbt et b ettt ekt ekt bt b et eb et b et eb ettt 1018
T4.123.2 FUNCHON. c..ctititiiiteteee et et b bbbt ettt et eaeeb e b saesa b e 1019
T4 123.3  DHAZTAINMN. ¢euteeiieeiiteiie ettt ettt ettt et e bt et e e bt e sabe e bt e sat e e bt e e st e e bt e sabeeabeesabeenbeess bt enbeeeaseeabeesabesabeesaseenseens 1019
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T4 12314 FIELAS .ottt ettt b ettt b s 1020
14.124 RTIC Version ID Re@iSter (RVID).....c.coiiiiiiiiiiiiieiieetee ettt sttt st ettt e st s bt e sateebeesabeesbaesaneenne 1020
TAU L1241 OFESOL. vttt ettt b et b et b et b et b et b et h et h et bt bt bt eb et b et eb et nesaene e 1020
T4.124.2 FUNCHON. c..c.titiiiieiciteeee ettt e b bbbttt ettt eae b besaeea b e 1021
T4 T24.3 DHAZTAINMN. .e.uteeiitieiteiie ettt ettt ettt et e bt e et e ebeesabe e bt e sat e e bt e s st e e bt e eabeeabeesabeenbeese bt enbeeesbeeabeesnbesabeesabeenseens 1021
T4 1244 FIELAS. c. vttt ettt h bbb bbbt bbbt b et 1022
14.125 CHA Cluster Block Version ID Register (CCBVID)......cociiiiiiriiiiiiinieienieieeteeetesteeee sttt ettt 1023
LA L25.1 OfFS@L....eiiiieicee ettt e ettt 1023
T4 125.2 FUNCHION. ¢ttt ettt ettt et e et e st e eb e eat e eaeem e e eaeembe e st et e estembeeseen bt emee st eneeebeeneesseenseseeensesnean 1023
T4.125.3 DIAGIAIM..c..eitieiiiiieiteeteete ettt ettt ettt ettt et bttt eh et e bt e s bt eate s bt e st e s bt et e ebe e bt et e et e ebt e bt estesae et e sbeentesaeen 1023
LA I25.4  FIELAS ..ottt 1024
14.126 CHA Version ID Register, most-significant half (CHAVID_MS).....cccooiiiiiiiiiee e 1024
TAT26.1 OffSL....eeiuiieiiieiietctetet ettt ettt sttt h et h et bt st ettt et h et bt et be e 1024
14.126.2  FUNCHON. c...uiiiiiiiiic e s s b et ea e s ea s 1025
T4.126.3  DHAZTAI. ..c..eeuiiiieie ettt ettt ettt et et e et sa e e et e st e bt ea e e bt ea e et e es e e bt em e e bt emeeeseeneeeseensesaeenaesneensesaean 1025
T4 1264 FIELAS. ..ottt ettt b ettt 1025
14.127 CHA Version ID Register, least-significant half (CHAVID_LS).....cccooiiiiiiiiiiiiieeeeeeeeeeee e 1026
TAU L1271 OFESOL. vttt ettt ettt h et b et b et b et b et b et h et h etk et b et bbbt stk st bttt saene 1026
T4.127.2 FUNCHON. c..tiiitiietctcee et e e b bbbttt ettt et eae b b saesa b e 1026
TA.T127.3  DHAZTAINMN. .e..teeiieeiiteiie ettt ettt et ettt et e bt e et e e bt e s ab e e bt e sat e e bt e s st e e bt e sabeeabeesabeenbeesa bt enbeesaseeabeesnbesabeesaneenseens 1027
T4 1274 FIELAS. c. vttt bbbttt bbbttt bbbt b et 1027
14.128 CHA Number Register, most-significant half (CHANUM_MS).......cccccoiiiiimiiiiniiiiniecnecceesteeetee e 1028
LA T28.1 OfFSEL. ..ttt sttt 1028
T4 128.2 FUNCHION. 1.ttt ettt ettt et e ettt e et e eaeesaeem e e ea e embe e bt et e eseenbeeseen bt emee st eneeebeeneesseenseseeennesaean 1028
T4.128.3  DIAZIAIM..c..eetiititieiieeteete ettt ettt ettt ettt ettt et bttt ebt et e bt e s bt eatesbeesbe e bt et e ebe et e eb e et e ebe e bt e bt e saeentesaeenbesaeen 1029
LA 1284 FIELAS. ..ottt 1029
14.129 CHA Number Register, least-significant half (CHANUM_LS)........cociiiiiiiiiiiieeeeeee et 1030
TAT29.1T OffSL...eniiiieiiieitetetete ettt ettt sttt h et ettt sttt ettt h ettt 1030
14.129.2 FUNCHON. c..viiiiiiiiieic e ettt ea e s sa e 1030
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14.129.3  DIAGIAIM..c..eiiiiiiiieiieieeiteett ettt ettt sttt ettt ettt e at et ebt e sbe et e sbeentesbeenbesbeenbesbeebesanens
T4.129.4  FIELAS. ..ottt e
14.130 Input Ring Base Address Register for Job Ring a (IRBAR_JRO - IRBAR_JR3).....cccceviiiiniininiennen.
TA.T30.1 OffSL...eneuiieiiiciiitctet ettt sttt ettt ettt ettt ae ettt a et ettt et
14.130.2  FUNCHON. ...cuiitiiiiiiiiicicic e s s
14.130.3  DHAZTAM......eeuiieiieieeiieteee ettt ettt ettt e et ettt et e s bt et e s bt e tesbeen b e ebeenteeseenteeneeneeeneesaeeneas
T4.130.4  FIELAS. .ttt et
14.131 Input Ring Size Register for Job Ring a (IRSR_JRO - IRSR_JR3)...c..cccimiiiiniiiiiiiniiinecieneeieee
TAU 1311 OFESOL. ettt ettt ettt b ettt b bbbt
T4.13 1.2 FUNCHON. ...ttt e st st
T4 13 1.3 DHAZTAMN..euttiiiiiiiieite ettt ettt et ettt et e bt e st e e sat e et e e s bt e eabe e b teeabe e bt e sabeenbtesabeenbaeeaseenses
TA.13T1.4 FIELAS. c. vttt ettt bbbttt ettt
14.132 Input Ring Slots Available Register for Job Ring a (IRSAR_JRO - IRSAR_JR3)......cccccecvvininininnns
LA I32.1 OfFSEL....neiiiiiiceice ettt sttt
14.132.2 FUNCHOM. ...ttt sttt ettt ettt eae et sbe e b b sa e nennens
14.132.3  DIAGIAIM..c..eiuiiiitiiieiieteeiteet ettt ettt sttt ettt et ettt ettt e bt e s bt et e sbeestesbeenaesbeeaesbeenbesunens
T4 1324 FIELAS. ..ottt
14.133 Input Ring Jobs Added Register for Job Ringa (IRJAR_JRO - IRJAR_JR3).....ccceriiiiiiiniiiiiiiee
TA.T33.1 OffSL...eneuiieiiieiietctet ettt ettt ettt ettt et sttt ettt ettt
14.133.2 FUNCHOMN. ...ttt s et
14.133.3 DHAZIAMI.....eeieiiieie ettt ettt ettt et e bt et e s bt et e s bt ente et e en b e eb e enteeseenteenee bt eneesaeeneas
T4 13314 FIELAS .ttt ettt
14.134 Output Ring Base Address Register for Job Ring a (ORBAR_JRO - ORBAR_JR3).....ccccccevirvenncnee.
T4 134T OFESOL. vttt ettt ettt b et b et bbbttt
14.134.2 FUNCHON. c..cuitiiiiiictecce et e s st
T4.134.3  DHAZTANMN..c.ueiiiiiiiieite ettt ettt ettt et ettt et e sa e st e e satesab e e s bbeeabe e bteeabeebeesabeenbtesabeenbaesaseensee
141344 FIELAS. c.veueeteeeteetee ettt bbbttt
14.135 Output Ring Size Register for Job Ring a (ORSR_JRO - ORSR_JR3)......ccccoviiiiiiininiiininiiiieene

T4 1351 OFfSEL.ciiiiiiiiiiiiic e

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018

NXP Semiconductors

51



Section number Title Page
T4.135.2 FUNCHON. c..titiiiietctccee et e e b bbbttt et et eb e b saeea e e 1041
T4.135.3  DHAZTAINMN. .euttiiiieitetie ettt ettt et ettt e b et et e bt e s a bt e bt e sate e bee e st e e bt e e st e eabeesabeenbeess bt enbeesaeeeabeesabesabeesaseenseens 1041
141354 FIELAS. c. vttt ettt bbbttt bbbttt bt 1042

14.136 Output Ring Jobs Removed Register for Job Ring a (ORJRR_JRO - ORJRR_JR3).....ccccccoiiiiiiinininiiiiiniiiine 1042
LA L1301 OfFSEL....eiiiiiieietceee ettt sttt 1042
14,1362 FUNCHOM. ....eutiiieiieiieiieiteitetee ettt ettt a ettt b e s b et b ettt easesteueeueebesuesaeebenbenaens 1042
T4.130.3  DIAGIAIM..c..eitiiiiiiieiieeteete ettt ettt ettt ettt et bttt eb et e bt s bt e st e sbe e st e s bt et e ebt et e ebt et e ebt e bt e st e saeenaesbeenbesaeen 1043
LA 1304 FIELAS. ..ottt ettt 1043

14.137 Output Ring Slots Full Register for Job Ring a (ORSFR_JRO - ORSFR_JR3)......ccciiiiiiiiiiiieiieeeeeeeeen 1044
TAT37.1 OffSL..c.eeiirieiiieiteteeete ettt sttt ettt ettt sttt ettt ettt b e 1044
T4.137.2 FUNCHON. ...ttt st bt ea e s ea s 1044
I G T B -4 21 1 1 OO PR USRS 1044
TAT37.4  FIELAS .ttt ettt etttk ettt b e enn 1045

14.138 Job Ring Output Status Register for Job Ring a (JRSTAR_JRO - JRSTAR _JR3)....ccccociriiimiiiiniiiinieienicieeeeiee 1045
TAUT138.1 OFESOL ettt ettt b et b e bt b et b et b et h et ekt h et bt b et b et b et b ettt 1045
T4.138.2  FUNCHON. c..ctiiiieieciccee et st s sttt et eae b b s sa e ee 1045
T4.138.3  DHAZTAIMN..e.uteeiiieiiteiie ettt ettt et ettt et e bt et e bt e st e e bt e sate e bt e s st e e bt e eabeeabeesabeenbeesa bt enbeeeaseeabeesabesabeesaneenseenns 1046
1413814 FHELAS. c. vttt ettt bbbt bbb e bbbt b ettt b et 1046

14.139 Job Ring Interrupt Status Register for Job Ring a (JRINTR_JRO - JRINTR_JR3).....ccccccveviiiivininininiiiiininicne 1047
LA L1391 OfFSEL. ..ot ettt sttt 1047
T4.139.2 FUNCHOM. ...ttt ettt ettt et a et et b bt b et bt ettt et euseateueebeebesuesaeebenbenaens 1047
14.139.3 DIAGIAIN..c..eetieitiiieiieeteete ettt ettt ettt ettt ettt bttt ebt et e bt s bt eate s bt eabe s bt et e e bt et e ebt et e ebt e bt estesae e et sbeentesbeen 1047
LA 1394 FIELAS. ..ottt ettt 1048

TATAO. T OffSL..c.eeuiiiiiieiietctete ettt sttt ettt b et bbbt sttt a ettt b et b et b et b e e 1049
14.140.2  FUNCHON. ...ttt st ea e s ea s 1050
T4.T40.3 DHAZIAI. ..c..eeuiietieie ettt ettt ettt et e et e et s et e bt s et e bt ea e e bt es e e bt esee bt emteebeemee st ameeeseentesaeenaesneensesnean 1050
TA.TA0.4  FIELAS .ottt ettt ettt bbbkttt ettt b e enn 1050

14.141 Job Ring Configuration Register for Job Ring a, least-significant half (JRCFGR_JRO_LS - JRCFGR_JR3_LS)....1051
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TATAT.T OffSL..uiiiiieiiieiietceetet ettt sttt ettt ettt sttt a ettt b et bbb b e 1051
T4.T41.2  FUNCHOMN. ...ttt e b et ea e s ea e s 1051
G T B -4 2 1 DO OO OSSOSO URUSRUPSR U 1051
TATAT4  FIELAS ittt ettt ettt b s 1052

14.142 Input Ring Read Index Register for Job Ring a (IRRIR_JRO - IRRIR_JR3)......ccccociiniiiiiniiiiniiiiniciececcceeeeee 1053
TALTAZ2.T OFESOL. vttt b et h et b et b et b et b et s e bt b et bt bt eb et eb et b et eb ettt 1053
T4.142.2 FUNCHON. ...ttt ettt e b bbbttt ettt ebe b b saesa b e 1053
TA.T42.3  DHAZTANMN. .e.uteeiiieiiteitie ettt ettt et et e et e bt e et e e bt e s bt e bt e sate e bt e s st e e beeeabeeabeesabeenbeess bt enbeesateeabeesabesabeesaneenseenes 1053
TALTAZ2.4 FIELAS. c. vttt ettt bbb s b bbbt b ettt ne 1054

14.143 Output Ring Write Index Register for Job Ring a (ORWIR_JRO - ORWIR_JR3)......ccccccoviiiiiiiiiiiniiiiiiiiiiice, 1054
LA TAB.T OfFS@L. ..ttt ettt 1054
T4.143.2 FUNCHOM. ....euteiieiieiieiieiteitett ettt ettt ettt et a bbbt b e s b st b bttt e e et euseateaeebeebesaesaeebenbenaens 1054
T4.T43.3 DIAGIAI..c..eitieitiiieiieeteete ettt ettt ettt ettt ettt b et e h et e bt e s bt eatesbe e st e s bt et e s bt e bt ebt et e ebt e bt e st e saeenaesbeentesaeen 1055
LA L4314 FIELAS ..ottt et 1055

14.144 Job Ring Command Register for Job Ring a (JRCR_JRO - JRCR_JR3)....ccooiiiiiiiiiiiiiiinieeeeeeeeeeeee e 1056
TATAAT OffSL...eiiiieiiieiietceete ettt sttt sttt h et bttt he e bt sttt s a ettt h et ettt 1056
T4.144.2  FUNCHON. c..cvitiiiiiicii e st en e s sa s 1056
T4 T44.3 DHAZIAM. .....eeuiiiieie ettt ettt ettt et et e bt ea e e bt e st e bt ea e e bt ea e e b e es e e bt emt e bt emeeebeaneeeseensesaeenaesneensesnean 1058
TATA4 4 FIELAS ..ottt ettt h bkttt 1058

14.145 Job Ring a Address-Array Valid Register (JROAAV - JRIAAV)..coiiiiiiiiieeee ettt 1058
TALTAS.T OFESOL. vttt ettt b et b e bbbt et b et et h et b et bt bt b et b et b et eb ettt 1058
T4.T45.2 FUNCHON. ...ttt et b e s sttt eae b b saesa b e 1059
TA.TA5.3  DHAZTANMN..e.utieitieiiteite ettt ettt ettt et e bt e bt e bt e s bt e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeess bt enbeesaeesabeesnbesabeesaseenseenns 1059
TALTAS.4 FIELAS. c. vttt ettt bbb bt b bbbt b et 1059

14.146 Job Ring a Address-Array Address b Register (JROAAAD - JRBAAAT) ..coierierieiirieieetesteeeeeee et 1060
LA TAO.T OfFSEL....eiiiieiceeeete ettt sttt ettt 1060
T4 T46.2 FUNCHOM. ...ttt ettt sttt ettt a bt et eb bt bt s a et bt ettt et eae e st eueebeebesaesaeenenbenaens 1060
T4.T40.3  DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt b et e b et e bt e s bt eatesbe et e s bt et e ebe et e et e et e ebt e bt estesaeenaesbeentesbeen 1061
LA TA6.4  FIELAS. ..ottt 1061
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14.147 Recoverable Error Interrupt Record O for Job Ring a (REIROJRO - REIROJR3).......ccccoiviiiiiiniiiiiiiiiiiiiiceene, 1062
LA TAT. T OfFS@L....eiiiiiceec ettt sttt 1062
T4 TA7.2 FUNCHOM. ...eutiiieiieiieieiteitet ettt ettt et a bt ettt b e s bt et st ettt et eat et eaeeueebesuesaeebesnenaens 1062
T4 TAT.3 DIAGIAI. ...ttt ettt ettt ettt et b et eh et e bt s bt eate s bt e st e e bt et e e bt et e ebt et e ebt e bt estesaeenaesaeentesueen 1062
LA TATA FIELAS ..ottt 1063
14.148 Recoverable Error Interrupt Record 2 for Job Ring a (REIR2JRO0 - REIR2JR3)......ccoiiiiiiiiiiiieieieeecee e 1063
TATAB.T OffSL....euiuiieiiieiietceetet ettt sttt ettt h ettt ettt e a ettt h ettt 1063
T4.148.2  FUNCHON. c..c.eitiiiiiieicc e s b e et eb e s sa s 1064
T4 T48.3 DHAZIAI. ..c..eeuiiiieie ettt ettt ettt ettt e bt e et e bt s st e aeea e e beea e e bt es e e bt eme e bt ene e st eneeeseensesaeeneesneensesnean 1064
TATAB.A  FIELAS..eeveitieeteet ettt ettt b ettt b s 1064
14.149 Recoverable Error Interrupt Record 4 for Job Ring a (REIR4JRO - REIRATR3).....ccooviiiiiiiiiiiieniieiieiceieeeieeeee 1065
TALTA9.T  OFESOL. .ttt ettt b et b e bt b et b et b et et h et h et bt bt b et eb e na ettt eb ettt ne e 1065
T4.149.2 FUNCHON. ...ttt e bbb st b ettt et ettt eae b besaeea e ee 1065
T4 T49.3  DHAZTAINMN. .c..teiiuiieiieitie ettt ettt et ettt e bt e bt et e s bt e bt e sate e bt e e st e e bt e sabeeabeesabeenbeess bt enbtesabeeabeesabesabeesaneenseenns 1065
TA.TA9:4 FIELAS. c. vttt ettt h bbb bbbttt 1065
14.150 Recoverable Error Interrupt Record 5 for Job Ring a (REIRSJRO - REIRSIR3).....c.coooiiiiiiiiiiiiiiiiiiiiicceee, 1066
LA T50.1 OfFS@L. ..ttt ettt 1066
T4.150.2 FUNCHOM. ....eutiiieiieiieiieiteitet ettt ettt et a bt ettt b e s bbb et ettt et eae e st eaeeueebesuesaeebenbenaens 1066
T4.150.3 DIAGIAIM..c..eitieititieiteeteete ettt ettt ettt et b et b et ebt e s bt e st e sb e et e s bt et e sbt et e sbt et e ebt e bt estesae e et sbeentesaeen 1067
LA 1504 FIELAS. ..ottt 1067
14.151 AIOP Interface Configuration Register (ATCFG).......ccoiiiiiiiieiieiieieeee ettt 1067
TATST.T OffSL.. ettt ettt sttt ettt h et sttt bt e h et bttt 1067
T4.151.2 FUNCHON. c..titiiiicii et ea e s sa e 1068
o G T B -4 2 1 4 OO OSSOSO PRSPPSO 1068
TATS5T4  FIELAS ettt ettt ettt bbbttt 1068
14.152 AIOP Interface Control Re@isSter (ALCTL)......ccouiiiiiiiiiiieiieeee ettt st ettt et e st e saeesanees 1069
TAUTS2.T OFESOL. vttt ettt b et b et b et b et b et h et ekt h et bt b et b ettt st eb ettt 1069
T4.152.2 FUNCHON. c..c.tiitiiiieieieeee et e b bbb s ettt et et eae b besaeen e e 1069
T4.152.3  DHAZTAINMN. .e.uteeiiieiiteiie ettt ettt ettt e e bt et e e bt e st e e bt e sat e e beesabe e bt e eabeeabeesabeenbeese bt enbeesabesabeesabesabeesaseenseens 1069

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
54 NXP Semiconductors




Section number Title Page
TA TS24 FIELAS .ttt ettt bbbttt b s 1069
14.153 AIOP Interface Status Re@iSter (ALSTA)...co.uiiiieiiiiiieiieeeete ettt ettt et sttt e st e bt e sabeebeesaeeeane 1070
TAUT53.T OFESOL. vttt ettt b et b et b et b et b et b et h et ket h et bt b et be st bt st eb ettt 1070
T4.153.2 FUNCHON. ...ttt e e b bbbttt ettt eae b e besaeea e ee 1070
T4.153.3  DHAZTAINMN. .eutieiiieiiteiie ettt ettt et ettt et e bt e et e bt e st e e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeese bt enbtesaseeabeesabesabeesnseenseens 1071
TAUT15314 FIELAS. c. vttt ettt bbb s bbbt ettt bt 1071
14.154 AIOP Interface Dequeue Event Filter Control Register 0 (ADQEFCO).......ccccoceeviiiiniiiininiinieeieneeiceeceeeeeeee 1071
LA TI54.T OfFS@L....eiiiieeeceeee ettt e ettt 1071
T4 T54.2 FUNCHION. 1.ttt ettt ettt ettt et e ettt e et e e st e ea e ea b e eaeembe e st et e eseembeessen bt emee st eneeebeeneesseenseseeennesnean 1072
T4.154.3  DIAGIAIM..c..eitieitiiieiteeteete ettt ettt ettt et ettt et bttt e b et e bt s bt eatesbe et e s bt em bt ebt et e eb e et e ebt e bt e st e saeentesaeentesueen 1072
LA TI54.4  FIELAS ..ottt ettt 1072
14.155 AIOP Interface Dequeue Event Filter Control Register I (ADQEFCT).....cccooiiiiiiiiiiiiieieiieeseeseeee e 1073
TATS5.T OffSL...eniiiieiiieiietceete ettt sttt ettt st ettt h ettt b e 1073
T4.155.2 FUNCHON. ...ttt st b ettt ea e s ea e 1073
T4.155.3 DHAZIAI. ..c..eeuiiiieie ettt ettt ettt ettt e et et e bt e h e e et ea e e bt ea e e b e es e e bt emb e bt ene e bt eneeeseeneesaeeaesaeensesaean 1073
TAI55.4  FIELAS .ttt ettt ettt h ettt ettt b enin 1074
14.156 AIOP Interface Dequeue Event Filter Control Register 2 (ADQEFC2).....c.coiiiiiiiiiiiiiiiiieieceeteeeeee e 1074
TAUT50.1 OFESOL..c.veuitiiieteet ettt b et b et b et b et b et eb et et h et b et bt bt b et eb ettt eb et sestene e 1074
T4.156.2  FUNCHON. ...ttt et sttt ettt eae b b saeeae b e 1075
T4 156.3  DHAZTAINMN..c.uteeiiiieiiieite ettt ettt et ettt et e bttt et e s bt e bt e sate e bt e e st e e bt e eabeeabeesabeembeesa bt enbeesaseeabeessbesabeesabeanseens 1075
T4 1504 FIELAS. c.ventetiietieet ettt b bbb s bbbttt bbbttt 1075
14.157 AIOP Interface Enqueue Event Filter Control Register 0 (AEQEFCO)........ccccoceniiiiniininiiiiieienieiceeeeeeeeee 1076
LA IST.T OfFS@L....eiiiiecee ettt ettt 1076
T4 T57.2 FUNCHON. 1.ttt ettt ettt et ettt e e te e st e e bt ea e e sh e et e e st et e es e et e es e et e ene e st eneeebeemeesseenseseeennesnean 1076
T4.157.3 DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt et h et e b et e a e s bt e st sb e e st e s bt et e ebe et e ebt e bt ebt e bt e st e saeenaesbeentesaeen 1076
LA I5T.4 FIELAS ..ttt ettt 1076
14.158 AIOP Interface Enqueue Event Filter Control Register 1 (AEQEFC).....cccuoiiiiiiiiiiiieiiee et 1077
TA IS8T OffSL...c.eiuiieiiieiietetete ettt ettt sttt et b ettt st h et e h ettt et b e 1077
T4.158.2  FUNCHON. ...ttt et b bbb s sa s 1077
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T4.158.3 DIAZIAIM.....eitiitiiieiieeteete ettt ettt ettt ettt ettt et b et e b et e bt s bt eatesbe e st e s bt et e ebe et e eb e et e ebt e bt estesaeenaesbeenbesueen 1077
LA I58.4  FHELAS ..ttt 1078
14.159 AIOP Interface Enqueue Event Filter Control Register 2 (AEQEFC2)......c..oiiiiiiiiiiiieiiec et 1078
TA.T59.T OffSL....eiiiieiiieiietctetet ettt ettt sttt ettt st a et ettt ettt 1078
14.159.2 FUNCHON. c..c.iiiiiiiiicic et s sa s 1079
T4.159.3  DIHAZIAIM. c...viutitiiiietee ettt ettt sttt ettt et e a bbbt be s bt sa et be st et et e e et esteate st ebe e bt ebesbeetenaesaens 1079
TA.T59.4  FIELAS ..ottt ettt h bbb 1079
14.160 Jobs in Use Register for AIOP Interface (JOBS_IN_USE_AD)...ccootiiiiiiiiiieeiiiiie ettt 1080
TA.TO00. T OFESOL..c.vcuiteiietenet ettt ettt ettt b et bbbt b et b et eb et s e bt ekt eb et e bt e bt ebe st bt s e bt nt st naenea 1080
T4.160.2  FUNCHON. ...ttt et sttt et eae b b s sa b e 1080
T4.T600.3  DHAZTANMN. .c.uteeiiieiiieiie ettt ettt et ettt e bttt et esabe e bt e sate e bt e s st e e bt e eabeeabeesabeanseesa bt enbeesaeeeabeesasesabeesaseanseens 1080
TA.100.4  FIELAS. c. vttt ettt b e bbbt b bbbt bbbt b ettt 1080
14.161 Jobs Ready Register for AIOP Interface (JOBS_READY_AID).....cociiiiiiiniiiiiiicieeeeeteeteteeeee e 1081
LA TOL1.T OfFSEL....eiiiiiiceec ettt st sttt 1081
T4 TO01.2 FUNCHION. 1.ttt ettt ettt ettt et e et eat e s bt eat e ebeem e e saeembe e st et e es e embeeseen bt ese e bt eneesseemeesseenseseeensesnean 1081
T4.161.3 DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt b et e b et ebt e s bt e st s bt et e e bt et e s bt et e ebt et e ebt e bt eseesaeeneesbeenaesaeen 1081
LA T61.4  FIELAS ..ottt ettt 1081
14.162 Jobs Transfer Blocking Disabled Register for AIOP Interface (JOBS_XFR_BLK_DIS_AI).....cccceciniriininienenen. 1082
TA.TO2.1 OffSL....ciiiieiiieiietctetet ettt sttt st b et bbbt sttt ettt b et bbb b e 1082
T4.162.2  FUNCHOMN. c..titiiiiiiiccc e et en e s eaene s 1082
T4.162.3 DHAZIAI. ..c..eeuiiiieie ettt ettt et et e e et e et sa e e bt e st e bt sa e e bt ea e e b e es e e bt emt e bt eme e st aneeeseeneesaeenaesneensesnean 1082
TA.TO2.4  FIELAS .ottt ettt ettt ettt bt b ettt a et a e b 1083
14.163 Jobs Transferred Register for AIOP Interface (JOBS_XFRD_AI).....cccceiiiiiiiiiiiiiiiieeie ettt 1083
TAUT03.1  OFESOL. ittt b et b e bt b et b et eb et h et bt h et bt bt b ettt st b et et eaenea 1083
T4.163.2 FUNCHON. ...ttt s e b bbbttt ettt e eb e b saeea b e 1083
T4.163.3  DHAZTAINMN. .e.uteeiiieiiteiie ettt ettt ettt e bt et e e bt e s bt e bt e sat e e bt e s st e ea bt e eabeeabeesabeenbeess bt enbteeaeeeabtesasesabeesaseenseens 1084
TA.103.4 FIELAS. c.veneetiet ittt b bbb st bbbttt bbb ne 1084
14.164 Jobs Executing Register for AIOP Interface (JOBS_EXEC_AD)...c..coceriiiiniiiiniiieniiicnecceeeeieee et 1084
LA 1041 OfFSEL....eiiieiieeec ettt ettt ettt et 1084
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T4.1604.2 FUNCHON. ...ttt e e b b bbbttt ettt eae b b saeea e ee 1085
TA.TOA.3 DHAZTAINMN..c..teeiiieiieeiie ettt ettt ettt e bt et e bt e s bt e bt e sat e e bt e s st e e bt e s st e eabeesabeenbeese bt e bt esaeeeabeesabesabeesnbeenseens 1085
TA.TO4.4 FIELAS. c. vttt ettt bbb bbbt bbbttt 1085

14.165 Jobs Done Register for AIOP Interface (JOBS_DONE_AI)......ccccioiiriiiiniiiinieiienieeteetestee et 1086
TA.TO5.1 OfFSEL....eiiieieieieec ettt sttt 1086
T4 1605.2 FUNCHION. 1.ttt ettt ettt et e et e st e et e e ae e eh e ea e e sae et e e bt et e ebeembees e et e ene e bt eneeebeemeesseenseseeennesnean 1086
T4.165.3  DIAZIAIM..c..eetieitiiieiieeteete ettt ettt ettt bttt b et eb e s bt e st e sbe e st e s bt et e e bt et e ebt et e ebt e bt e st e saeentesbeentesaeen 1086
L4654 FIELAS. ...ttt 1086

14.166 Job Select Register for AIOP Interface (JOB_SELECT _AD).....cccutiiiiiiiiiiieeieeeeeeeeeeee e 1087
TA.TO0.1  OffSEL....c.eeuiieiiiiiirteietetet ettt sttt sttt ettt b et se ettt s b ettt b et bt bbb e 1087
T4.166.2  FUNCHON. .....eitiiiiiiiiiic e st ea e s sa e 1087
T4.1660.3 DHAZTAI. ..c..eeuiiiieie ettt ettt ettt et et e e et ea e e bt s et e aeea e e beea e e bees e e bt emt e bt eme e bt aneeeseensesaeensesaeensesnean 1087
TA.T06.4  FIELAS....evieitieieiieeteee ettt ettt ettt b ekttt b s 1087

14.167 AIOP Interface Job Data Register O (AIJOBDO)......cccuuiiiiiiiiiiiiiie ittt sttt ettt 1088
TALTOT. T OFESOL. vttt b e bbbt st b et b et et h et b et bt e bt eb et ebena bt st bt st e st naeneas 1088
T4 1672 DIAZIAIM..c..eitieitiiieiteeteete ettt ettt ettt ettt ettt bttt e b et e bt s bt eate s bt e st e s bt et e s bt et e ebtembeebt e bt e bt esaeentesueentesaeen 1088
TA.T167.3  FIELAS ..ttt ettt 1089

14.168 AIOP Interface Job Data Register 1 (AIJOBDIL)...c...oiuiiiiiiiiiiieeeeee ettt s 1090
TATO8.1 OffSEL....ceuiieiiieiieteietet ettt ettt et h ettt be et sttt st et a et bbbt b e b e 1090
TA.TO08.2  DHAZTAIMN. ...utieiiieiiieiie ettt ettt ettt e e bt e bt et e s ab e e bt e sate e bt e s st e e bt e eabeeabeesabeembeese bt enbtenaseeabeesabesabeesnseenseees 1090
TA.108.3 FHELAS. c. vttt ettt b e bbbt ettt bt ne 1090

14.169 AIOP Interface Job Data Register 2 (AITJOBD2)......cccoiiiiiiiniiiiiteie ettt ettt 1091
LA T09.1  OfFSEL. ..ottt ettt sttt 1091
T4.169.2 DIAZIAIM. ...ttt ettt ettt sttt ettt et e at bt e a e b e bt s bt sa et ae st et et et et easeateseebeebeebesueebesbenaens 1091
TA.T169.3  FIELAS. ..ottt ettt ettt ettt b bbbttt a b enn 1091

14.170 AIOP Interface Job Data Register 3 (AIJOBD3)......coiuiiiiiiiieieeeeeeete ettt sttt sttt e 1092
TAUTT0.1 OFESOL. vttt ettt ettt b et b e bt b et b et es et et b et bt bt e bt eb et eb e sttt st ebe sttt 1092
T4.170.2 DIAZIAI..c..titieitiiteiteeteete ettt ettt ettt ettt et bttt e b et e bt e s bt eatesbe e st e s bt et e sbe et e eb s et e ebe e bt estesaee et sbeentesaeen 1092
LA 1703 FIELAS ..ttt ettt 1092
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14.171 AIOP Interface Job Data Register 4 (AITOBDA)......cc.ooiiiiiiiriiiiriteie ettt ettt s 1093
LA TT1T OfFS@L...eiiiiiceee ettt ettt 1093
TATT1.2 DIAGIAIMN. .ttt ettt sttt ettt ettt e a e a e b e bt bt sa et ae st et et s et enseateseebeebesbesueebesaenaens 1093
TAT71.3 FIELAS ettt ettt ettt b ekttt b s 1093
14.172 AIOP Interface Job Data Register 5 (AIJOBDS)......coiuiiiiiiiiiieeeeeee ettt sttt ettt et 1093
TAL L7201 OFESOL. ittt b et b e bbbt et s et et h et e h et bt bt b et b et b et eb ettt 1093
T4.172.2 DIAZIAIM. ...ttt ettt ettt ettt ettt et h et eh et e bt e s bt e st sbe e st e s bt et e sb e e bt et b em bt ebt e bt estesaeenaesbeentenaeen 1094
LA 1723 FIELAS .ottt 1094
14.173 AIOP Interface Job Data Register 6 (AIJOBDIO).......cc.ooiiiiiiiiiieiieeee ettt 1095
TATT3.T OffSL..cueiiiieiiicitetctete ettt ettt h ettt be et ettt ettt ettt 1095
T4 L1732 DHAZTAINMN. c.uteeitieiiteiie ettt ettt ettt e e bt e et e e bt e sabe e bt e sat e e bt e esb e e bt e eabeeabeesabeenbeess bt enbeesateeabeesnbesabeesaneenseenes 1095
TAL173.3 FHELAS. c. vttt et bbbttt bbbt b bbbt b et 1095
14.174 AIOP Interface Job Data Register 7 (AITOBDT)......couiiiiiiiiiiiiiiteie ettt ettt st 1096
LA TTA.T OfFSL....eiiiieceec ettt ettt ettt 1096
T4 1742 DIAZIAIMN. ..ttt ettt sttt ettt et e ae bt e bt bt be s bt sa b bt et et e s et enteateneebeebesbesueetesbenaens 1096
TAT74.3 FIELAS .ttt ettt b 1096
14.175 AIOP Interface Job Data Register 8 (AIJOBDS)......coouiiiiiiiiiieeiieeeeee ettt ettt 1097
TAUTT5.1 OFESOL. vttt b et bbbt st b et b et et b et h et bt bt bt b et b et eb ettt 1097
T4.175.2 DIAZIAIM..c..eiiieiiiiieiteeieete ettt ettt bttt h et e bt e s bt e st s bt e st e s bt et e ebt e bt ebt et e ebt e bt e bt e sae e et sbeentesaeen 1097
LA 1753 FIELAS .ottt 1098
14.176 AIOP Interface Job Data Register 9 (AIJOBDO).......couiiiiiiiiiiiieeee et 1098
TATT0.1 OffSL....eniiiiiiiieiiitctetet ettt sttt sttt ettt sttt sttt b et bbbt be e 1098
T4 1762 DHAZTAINMN. ....teeiiiieiieiie ettt ettt ettt e e bt et e e bt e sa bt e bt e sat e e bteesbe e bt e sabeeabeesabeenbeess bt enbeesaeeeabeesasesabeesaseenseenes 1098
TAU1760.3 FIELAS. c. vttt bbbt h bbbt b e bbbttt b et 1099
14.177 AIOP Interface Job Data Register 10 (AIJOBDI0).....cccuiiiiiiriiiirieititeeeteeeteste ettt 1099
LA TTT.T OfFS@L...c.eiiieee ettt sttt ettt 1099
TA.177.2 DIAZGIAIMN. ..ttt sttt sttt et e a et e at bbbt sa b bt et et et et esseateneebeebeebesueebenaenaens 1099
T4 1773 FIELAS .ttt ettt ettt ettt ettt b ekttt b e enn 1100
14.178 AIOP Interface Job Data Register 11 (AIJOBDIT1)..cccuoiiiiiiiiiiiiieeee ettt ettt 1100
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TATT8.1 OffSL..c.niiiieiiieiieteeetet ettt sttt sttt h ettt sttt ettt h ettt 1100
T4 TT8.2 DHAZTAIMN....uteeiiieuiieiie ettt ettt et ettt et e bt e et e e bt e st e e bt e sate e bt e s st e e bt e e st e eabeesabeenbeess bt enbeesateeabeesabesabeessbeanseenns 1100
T4 1783 FHELAS. c. vttt ettt bbbttt b et 1101
14.179 AIOP Interface Job Data Register 12 (AIJOBDI12).....cccuiiiiiiiiiiiiieieiieieeteeetesie ettt 1101
LA T79.1 OfFSEL....eiiiiieceee ettt sttt ettt 1101
T4.179.2 DIAZIAIM. ..ttt ettt ettt ettt a e st eb e bt bt sa et be st ettt et esteateneebeebeebesueebesbesaens 1101
TA.179.3  FIELAS .ttt ettt b bttt ettt a b 1102
14.180 AIOP Interface Job Data Register 13 (AIJOBDI13)......iiiiiiiiiiiiiieeieeeee ettt sttt ettt 1102
TAUT80. 1 OFESOL ..ttt ettt ettt b e bt b et b et b e st eb e st es et s et et h et ekt eb et eb et eb e st ettt ebent et st 1102
T4.180.2  DIAZIAIM..c..eitieititieiieeteete ettt ettt ettt ettt ettt et b et b e b e e bt e sb e eatesbe e st e s bt et e ebt et e et b et e ebt e bt estesaeenaesbeenbesaeen 1103
TA.180.3  FIELAS. ..ttt ettt 1103
14.181 AIOP Interface Job Data Register 14 (AIJOBD14)......couiiiiiiieieeeee et s 1103
TATBT.T OffSL...eniiiieiiieiietctete ettt ettt sttt ettt sttt s a ettt b et h et b et 1103
TA T8 T.2 DHAZTAINMN..c.uteeiiieiiieitie ettt ettt et ettt et e bt et e e bt e sab e e bt e sat e e bt e s st e e bt e eabeeabeesabeembeesa bt enbeeeateeabeessbesabeesabeenseens 1104
TAU I8T33 FHELAS. c. vttt ettt bbbt b bbbt bbbttt ettt 1104
14.182 AIOP Interface Job Data Register 15 (AIJOBDIIS).....coiiiiiiiiiiiiiieienteeet ettt 1105
LA T82.1 OfFSEL. ..ttt ettt 1105
T4 182.2 DHAZIAI. ..c..eeueiitieie ettt ettt ettt ettt et et e et sa e bt s st e bt ea e e bt e st e b e es e e bt eme e bt ene e bt enteeseentesaeenaesaeensesaean 1105
TA.T82.3  FHELAS ..ttt ettt ettt bbbttt b s 1105
14.183 AIOP Interface Job Data Register 16 (AIJOBDI1O)......cccuiiiiiiiiiiieiieeieecceteete ettt ettt 1105
TAUT83.T  OFESOL ettt ettt b et b et b et b et b et b et h et ekt ekt bt b et eb ettt st eb ettt 1106
T4.183.2 DIAZIAIM..c..eitieiiitieiteeteete ettt ettt ettt et ettt et h et e bt et e bt e s bt eatesbe e st e s bt et e sbt et e ebt et e ebt e bt e st e sue e et sbeentesaeen 1106
LA 183.3  FHELAS. ..ttt ettt 1106
14.184 AIOP Interface Job Data Register 17 (AIJOBD17)...cuooiiiiiiiiieieeeee ettt 1106
TA T84T OffSL...eiuiiiiiieiietcietet ettt sttt b ettt sttt sttt h et bbbt be e 1106
T4 T8A.2 DHAZTAINMN....utieiiieuiieiie ettt et ettt ettt et e bt e et e e beesab e e bt e sat e e bt e s st e e bt e eabeeabeesabeenbeese bt enbteeateeabeesabesabeesnneenseenns 1107
TAUT8A.3 FHELAS. c. vttt ettt bbbt b ettt bt 1107
14.185 AIOP Interface Job Data Register 18 (AIJOBDIIB).....ccuoiiiiiriiiiiiiieiieieetee ettt 1107
LA L85.1 OfFSEL. ..ttt ettt ettt 1107
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T4.185.2 DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt et h et e b et e bt s bt e st e s bt e st e e bt et e ebt e bt eb e et e ebt e bt e st e saeentesbeenbesaeen 1108
TA185.3  FIELAS ..ttt 1108

14.186 AIOP Interface Job Data Register 19 (AIJOBD19)......couiiiiiiiiieiieieee et 1108
TAT8O.1 OffSL....ceuiiiiiieietctetet ettt sttt sttt b ettt b e sttt ettt b et bbb 1108
TA.1860.2  DHAZTAIMN. ...uteeiiieuieeite ettt ettt et ettt e bt e bt e bt e sa bt e bt e sat e e bt e e abe e bt e eabeeabeesabeenbeess bt enbeesabeeabeesasesabeessseanseenns 1108
TA.180.3 FHELAS. c. vttt bbbttt bt 1109

14.187 AIOP Interface Job Data Register 20 (AIJOBD20).....cc..coiiiiriiiiiieieiieeeeeneeteste ettt 1109
LA L8T.1 OfFSEL....eiiiieicete ettt ettt 1109
T4.187.2 DIHAZIAIM. .ttt ettt sttt ettt et et e a bt e at et be bt sa bbb et et et esteatestebeebeebesueebenbenaens 1109
TAT87.3  FHELAS .ttt ettt ettt b bbbttt b s 1110

14.188 AIOP Interface Job Data Register 21 (AIJOBD21)......coiiiiiiiiiiiieeieeeeee ettt sttt ettt 1110
TAUT8B.1 OFESOL ettt ettt b et b e bt b et b et b et h et bt h et bt bt b et b et eb et et etene e 1110
T4 188.2 DIAZIAIM..c..eiuiiiiiiieitieteete ettt ettt ettt ettt ettt et b et e b et ebt e s bt e st e sbe e st e s bt et e sbe et e eb e e bt ebt e bt e st e saeenaesaeentesbeen 1111
LA T88.3  FHELAS. ..ttt 1111

14.189 AIOP Interface Job Data Register 22 (AIJOBD22)......ccouiiuiiiiiieiieieeeet ettt s 1112
TA.T89.1T  OffSL....cueuiieiiieiietciete ettt ettt sttt h ettt sttt ettt et et b e 1112
T4.189.2  DHAZTAIMN....utieiiieiiieiie ettt ettt ettt et e b e et e bt e st e e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeese bt e bt esabeeabeesabesabeesabeenseenns 1112
141893 FHELAS. c.veneteetie ettt bbb bbbttt b et 1112

14.190 AIOP Interface Job Data Register 23 (AIJOBD23).....cccuoiiiiiniiiiiieieiteieeteeet ettt 1113
LA L1901 OfFSEL. ..ttt ettt ettt 1113
T4.190.2 DIAGIAIM. ....viutitintiteiteteeet ettt ettt sttt ettt et et ea bt e at e bt e bt s bt sa et b st et et e s e s esseateneebeebeebesueetesbenaens 1113
TA.190.3 FIELAS ..ttt b bbbttt a et b e enen 1114

14.191 AIOP Interface Job Data Register 24 (AIJOBD24)......cocuiiiiiiiieieiieeeeee ettt sttt sttt sttt 1114
TALTOT.T OFESOL. ittt b et b e bbb bbbt bbbt e b et e bt eb et ebena bt e bt st et nbeneas 1114
T4.191.2 DIAGIAIM. ...ttt ettt ettt ettt bttt b et eb e s bt e st sbe e st e e bt et e e bt et e eb e et e ebt e bt e st e saeentesbeentesaeen 1114
TA.191.3 FIELAS .ttt 1115

14.192 AIOP Interface Job Data Register 25 (AIJOBD2S)......coiiiuiiiieieeeee ettt 1115
TA.TO2.T OffSL....eeiiieiiieiietctete ettt sttt st h ettt h e ettt ettt et et 1115
TA.192.2 DHAZTAINMN. .e.uteeiieeiiteiie ettt ettt ettt e e bt e bt e bt e sate e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeesa bt e bt esateeabeesabesabeesabeenseens 1115
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TA.192.3 FIELAS ..ttt ettt b bttt ettt b e ens 1116
14.193 AIOP Interface Job Data Register 26 (AIJOBD20).......ccuiiiiiiiiiiieiiieitectt ettt sttt sttt et 1116
TAUT93.T  OFESOL. ettt ettt ettt b et b e bt b e bt et s et h et bt ekt b et bt b et b et b ettt 1116
14.193.2 DIAGIAI..c..eetieitiiieiteeteete ettt ettt et h et bttt e b et e bt s bt e st sbeeabe s bt et e sbt et e eb b et e ebt e bt e st e sae e et sbeentesaeen 1116
TA.193.3  FIELAS ..ttt 1117
14.194 AIOP Interface Job Data Register 27 (AIJOBD27)...c..coiiiiiiiieieeee ettt e 1117
TA. 04T OffSL....eniiiiiiiieiietctete ettt ettt sttt h ettt st a et ettt ettt b et 1117
TA.TOA.2 DHAZTAINMN....teeiiiieiiteiie ettt ettt ettt e e b e et e e bt e s ab e e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeese bt enbeesaeeeabeesabesabeesabeenseenns 1117
TALT94.3 FHELAS. c. vttt ettt ettt bbbt bbbttt b et ne 1118
14.195 AIOP Interface Job Data Register 28 (AIJOBD28).....cc..ooiiiiriiiiiieieiieieeeeeetete ettt 1118
LATO5. T OfFSEL....eiiiieiceee ettt ettt 1118
T4.195.2 DIAGIAIM. ...ttt ettt sttt ettt ettt a e bt bbbt sa et bttt e e e s eateateseebee bt e bt sueebenaenaens 1118
TA.195.3 FIELAS ..tttk ettt bbbttt 1119
14.196 AIOP Interface Job Data Register 29 (AIJOBD29)......cccuiiiiiiiiiieiieeiteee ettt sttt ettt et 1119
TA.T90.1  OFFSOL..c.vuiteiietet ettt ettt b et b et b et b et b et eb et et h et h et bt e bt b et ebe ettt b ettt 1119
T4.190.2 DIAZIAIM..c..eitieitiiieiteeteete ettt ettt ettt ettt ettt bttt eb e et e bt s bt e st e sbe e st e s bt e st e ebe et e ebt e bt ebt e bt eatesaeenaesbeentesaeen 1119
TA.196.3  FIELAS. ...ttt 1120
14.197 AIOP Interface Job Data Register 30 (AIJOBD30)......ccuiiiiiiiieiieieeeet ettt 1120
TA.TOT.T OffSL...eeiiieiiieitetetetet ettt ettt ettt b ettt sttt ettt b et bbbt 1120
TA.197.2 DHAZTANMN. .c..teeiieeiiteiie ettt ettt ettt et e bt et e e bt e st e e bt e sate e bt e e st e e bt e eabeeabeesabeenbeess bt enbteeabeeabeesabesabeesnseenseens 1120
TA.197.3 FIELAS. c. vttt ettt b bbbt bbbt b bbbttt 1121
14.198 AIOP Interface Job Data Register 31 (AIJOBD31).....coiiiiiiiiiiiiieienteieteeete ettt 1121
LA TO8.T OfFSEL....eiiiiiicieee ettt ettt 1121
T4.198.2 DIHAGIAIM. ...ttt ettt sttt ettt et a e bt bbbt sa et ae sttt e e et esseateneebeebeebesueetesbesaens 1121
TA.T98.3 FHELAS ..ttt ettt ettt ettt h bbbttt a b enn 1122
14.199 AIOP Interface Job Data Register 32 (AIJOBD32)......cooiiiiiiiiiieiieeeee ettt sttt sttt et 1122
TA.199.1  OFFSOL..c.vuiteiieteet ettt ettt b e bbbt st b et b e bbbt ekt b et b et b ettt st bt sttt 1122
14,1992 DIAGIAIMN..c..eitieitiiieiteeteete ettt ettt ettt ettt h et e b et e bt e s bt eatesbe e st e s bt et e e bt et e ebt et e ebt e bt e st e saeentesbeentesueen 1122
TA.199.3 FIELAS. ..ttt 1123
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14.200 AIOP Interface Job Data Register 33 (AIJOBD33).....coiiiiiiiiiiiiieienteeee ettt 1123
TA.200. 1 OFFSOL...cviuirtietietesteet ettt ettt ettt ettt ettt et eb bt e bbbt b e s bt et b bt et et e e st eat bt bbbt sa et beee 1123
14.200.2  DHAZIAM. .....eeuieitieie ettt ettt et et e et et e e et sa e e bt sa e e bt es e e bees e e beesee bt eme e bt ene e st enteeseentesaeeneesneensesaean 1123
T4.200.3  FIELAS. ... eeuteueenieieetteee ettt h et bt bbbt et b bbb e et e e st e st a e eh e bt e bt bt bbb b et et et ennen 1124
14.201 AIOP Interface Job Data Register 34 (AIJOBD34)......cooiiiiiiiiiieeteete ettt sttt sttt et 1124
TA20T. T OFFSEE. ettt ettt ettt ettt ettt e s e e et et e st esees e eseesees e e st es e b ese s ensensensensensenseneeneeneeneeneeseeseenens 1124
14.201.2 DIAGIAIM..c..eitieititieiieeieete ettt ettt ettt ettt et b et e b et e bt e s bt e st e sbe e st e s bt et e sbt et e eb e et e ebt e bt estesaeentesbeenbesueen 1125
TA.201.3 FIELAS. ...eeuteiteiteiteetee ettt ettt a bt se bbbttt et st et ea e bt bt e bt bttt be b et ae e neen 1125
14.202 Recoverable Error Interrupt Record O for the AIOP Interface (REIROAI)........ccceiiiiiiiiiiiiniiineee e 1125
TA.202. T OFFSOL..etitirtieteteet ettt ettt ettt b ettt et e e a et e st eh e e he e bt e bt e bt s bt ekt b b et et e st et en b en e ent e st e bt bt e bbb e 1125
14.202.2 FUNCHON. c..cutiiiiteitet ettt ettt ettt et ettt et e b e e bt et e sb e esa e e aeesaesaeenaeeaeenaeeanenbeeanesseeanenbeas 1126
14.202.3  DHAZIAI. ..c..eeuieeiieie ettt ettt ettt et e et e e et e e et ea e e bt e et e bt es e e bt es e e beesee bt emee bt emeeeseenteeseeneesaeensesneansesaean 1126
TA.202.4  FIELAS. ... eeuteuteneeteeeee ettt h et h e bbbt s bbb bt e et e st et a e e bt bt bt bt bt eb e b b e b et neennen 1126
14.203 Recoverable Error Interrupt Record 1 for the AIOP Interface (REIRTAL)......cccovviiiiiiniiiiiiieiienieeeec e 1127
TA.203. 1 OFFSEL. ittt ettt ettt ettt ettt et et e e e e s e st et e st es e es e esees e es e e st es e ek e s e es et en s e s ensentententeneeneeneeneeneeneenea 1127
14.203.2 FUNCHON. c..etteteeitett ettt ettt ettt ettt b et b et sb e st eb e et e bt e et s bt e bt sat e bt ebbenbeeabenbeeanenbeeas 1127
14.203.3  DHAZTAINMN. .c..tteitieiieite ettt ettt et et e et e bt e et e e beesabe e bt e sateesbeesat e e bt e eabeeabeesabeenbeess bt enbtesateeabeesabesabeesabeenseens 1127
) 0 TR S 315 16 OO ST SUSR 1128
14.204 Recoverable Error Interrupt Record 2 for the AIOP Interface (REIR2AI)........cocoeciiniiiiiniininiiniiicneececeseene 1128
TA.204. T OFFSOL. ettt ettt sttt ettt et e b e ea e bbbt b e s bt et b e bt ettt ea e et b e bbbt et et beae 1128
14.204.2  FUNCHION. ¢...ettetteie ettt ettt ettt et e e et e st e ebeeaeeeaeem e e saeembe e st et e es e enbeeseen bt eme e st enteeseemeesseenseseeennesnean 1128
14.204.3  DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt et ettt et bttt eb e et e bt e s bt eatesae e st e s bt et e sbe et e et e et e ebt e bt eseesaeeneesbeentesaeen 1128
TA.2044  FIELAS. ...eeuteiteiteiteit ettt a bt st bttt e a et a bbbt bt bbbt b e ae e anen 1129
14.205 Recoverable Error Interrupt Record 4 for the AIOP Interface (REIR4AI)........cccooiiiiiiiiiiiniiiee e 1129
TA.205. T OFFSOL..cvititieteteet ettt ettt b ettt et et e et e e st e bt e ae e bt e bt e bt e bt ek e b e b et et et et en b en e st e bt e bbbt et be e 1129
14.205.2 FUNCHON. c..cutiiieiteiteteeie ettt ettt ettt b et e bt et e sb e e st e aeemaesaeenaesanesaeeanenbeeanesueeanenneeas 1130
14.205.3  DHAZIAI ..c.eeuiiitieie ettt ettt ettt et et e e bt sa e e bt e h e e teea e e bt ea e e bees e e bt emb e bt eme e bt eneeeseensesaeeaesneensesnean 1130
TA.205.4  FHELAS. ... eeuteutenteieetet ettt h et h et b e bt st b e bbb e ettt a b a e h e bt e bt bt bt b e e b b et et et ennen 1130
14.206 Recoverable Error Interrupt Record 5 for the AIOP Interface (REIRSAI)......cc.covviiiiiiiiieiiiiinieiieenieeeeec e 1131
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TA.200.1  OffSEL....c.eeuiieiiieiirtcietet ettt sttt sttt ettt sttt a et bttt et 1131
14.206.2  FUNCHON. c....oitiiiiiiiiicice e ettt ea e s ea e 1131
14.200.3  DHAZTAM. .....eeueiitieie ettt ettt ettt et et e et sa e e bt s a e e tees e e bt ea e e beesee bt emt e bt emee st anteeseensesaeenaesneensesaean 1131
TA.200.4  FIELAS. ..ottt ettt ettt ettt h ettt enn 1132

14.207 RTIC Status ReISter (RSTA)......coiiiiriiieiiieieeereteee ettt 1132
TA.207.1  OFESOL..cveueteeietetet ettt ettt ettt b et b et b et b et b et b et et h et b et bt bt b et eb et b et eb ettt 1132
14.207.2 FUNCHON. ...ttt e e b e s s b et ettt eae b b s eae e ee 1132
T4.207.3  DHAZTAINMN..c..teeiiieeiiieiie ettt ettt ettt et e bt e bt e bt e sate e bt e sate e bt e s st e e bt e eabeeabeesabeembeess bt enbtesaeeeabeesasesabeesaseenseenes 1132
142074 FIELAS. c. vttt ettt b bbb bbbttt bt 1133

14.208 RTIC Command RegiSter (RCIMD).....c..cccuiriiiiiriiiiinieiienitee sttt ettt ettt ettt et ettt et st st e b saaenaeas 1135
TA.208.1 OfFSEL.....eiiiiiieiieecee ettt ettt ettt 1135
T4.208.2  FUNCHION. 1.ttt ettt ettt ettt et e et e st e et e e aeeeb e et e eaeembe e st et e es e embeessen bt emee bt eneeebeeneesseenseseeennesnean 1135
14.208.3  DIAZIAI..c..eetieititieitieteete ettt ettt ettt ettt ettt et bttt eb et e bt e s bt e st e sbe e st e s bt eabeebe et e et b et e ebt e bt estesae e et sbeenbesaeen 1135
TA.208.4  FIELAS. ...ttt ettt 1135

14.209 RTIC Control RegiSter (RCTL).....cc.eiiiiiiiieiieieiteeeet ettt ettt ettt bbbt et ebe et e e st e bt eneebeeseenaeeneenees 1136
T4.200.1  OffSL....cvuiriiiiieiirtctetet ettt ettt ettt sttt et b et bbbt sttt e a et a et h et ettt 1136
14.200.2  FUNCHOMN. c...vitiiiiiiei ettt ea e s sa s 1137
14.209.3  DIAZIAIMN. ...viutiiiiiieieeeeeitet ettt ettt sttt sttt et ea e bt e bt bt e bt s bt sa et ae st et et e e et ensenteseebe e bt ebesaeebesbenaens 1137
T4.209.4  FIELAS....eveuitieieieeetee ettt ettt b ekttt ettt b 1137

14.210 RTIC Throttle Register (RTHR)........c.coiiiiiiiiiiciiecree ettt 1139
TA.210.1  OFESOL. vttt ettt b et bbbt b et b e e bttt b et h et bt bt b et eb et b et eb ettt 1139
T4.210.2 FUNCHON. ...ttt e et b ettt ettt eae b b s eae b e 1139
T4.210.3  DHAZTANMN. .e.uteeitieiiteiie ettt ettt ettt et e bttt et e s bt e bt e sate e b ee s st e e bt e eabeeabeesabeenbeesabeenbeesabeeabeesabesabeesaseenseens 1139
TA.210.4 FIELAS. c. vttt bbbttt b bbbt bbb bbbttt b et ne 1140

14.211 RTIC Watchdog Timer (RWDOG)........coeiiiiiiiiiiiieniteieeitesicete sttt ettt ettt et st st nbe st nbeesnesaeas 1140
TA2T1.T OfFSEL...eiiiieiceee ettt ettt sttt 1140
TA.211.2 FUNCHION. ¢ttt ettt ettt ea ettt e et ate e bt eae e eh e em e e sae et e e bt et e eseembeeseenteeme e st enteebeemeesseenseseeennesaean 1140
T4.211.3 DIAGIAIM..c..eitiitiiieiteeteete ettt ettt ettt ettt h et e b et e bt s bt e st e sbe et e s bt et e e bt e bt ebt et e ebt e bt estesaeenaesbeentesaeen 1141
TA2T14 FIELAS .ottt ettt 1141
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14.212 RTIC Memory Block a Address b Register (RMAAQO - RMDAT).....ccccoiiiiiiiiiiiiiiicientceteeeeeeeeee e 1142
TA212.1 OfFSEL....eiiieiiceeee ettt e ettt 1142
T4.212.2 FUNCHOM. ...ttt ettt ettt et et a et e b bt s a e s a et bttt et et eut e st eueebeebesuesaeebenbenaens 1142
T4.212.3 DIAZIAI..c..eitieitiiieiteeteete ettt ettt ettt ettt ettt bttt e b et e bt e s bt eatesbeeabe s bt et e ebe et e ebtembeebt e bt eseesaeenaesbeentesueen 1142
TA212.4  FIELAS. ..ottt 1143
14.213 RTIC Memory Block a Length b Register (RMALOQ - RMDL1).....cc.iiiiiiiiiiiiie et 1143
TA.213.1 OffSL..cueniiiieiiieieetetetet ettt ettt sttt ettt ettt e a et a et et ettt 1143
T4.213.2 FUNCHOMN. c..titiiiieici e e st ea e s sa e e 1144
T4.213.3 DHAZIAI. ...ttt ettt ettt ettt ettt et e ea e e bt e st e bt sa e e bt ea e e bt es e e bt em b e bt eme e bt eneeeseentesaeenaesneensesnean 1144
TA.21314  FIELAS .ttt ettt h bttt a b enin 1145
14.214 RTIC Memory Block a ¢ Endian Hash Result Word d (RAMDB_0 - RDMDL_31)...cccccociiiiiiiiiniiiieniceeeeee 1145
TA.2T4.T  OFESOL. vttt ettt b et b e bt b et b et b et et h et b et bt bt bt eb et b et eb ettt 1145
T4.214.2  FUNCHON. ...ttt e e b bbbt s ettt et et eb e b saeeae b e 1156
TA. 2143 DHAZTAINMN. ¢e.uteeiiiienieeitie ettt ettt ettt et e bt e et e e bt e sate e bt e sat e e bt e eabe e bt e eabeeabeesabeenbeess bt enbeesateeabeesabesabeesnbeenseenns 1156
TA.214.4  FIELAS. c. vttt ettt bbbttt h bbb b bbbt b ettt bt 1157
14.215 Recoverable Error Interrupt Record 0 for RTIC (REIRORTIC)........coociiiiniiiiniiiiniiiieiietcteteeeeseeee e 1157
TA2T5.1 OfFSL....eiiiiiceete ettt ettt 1157
TA.215.2 FUNCHOM. ...ttt ettt ettt ettt et eb bt s et a ettt b et eus e st eaeeueebesuesaeebenbenaens 1157
T4.215.3 DIAGIAIM..c..eitieitiiieiteeteete ettt ettt ettt ettt ettt b et eb et e bt s bt eatesb e e st e s bt et e ebe et e eb e et e ebt e bt e st e saeenaesaeentesaeen 1158
TA215.4 FIELAS ..ottt ettt 1158
14.216 Recoverable Error Interrupt Record 2 for RTIC (REIR2RTIC)......cc.ceiuiiiiiiiiieiieieeeeseee e 1158
TA.216.1 OffSL....cneuiiiiiieiirtctetet ettt ettt sttt sttt h ettt b e et a ettt ettt et et 1158
T4.216.2  FUNCHON. ...ttt ettt ea e s ea e 1159
T4.216.3  DIAZIAIM. c..viutitiniiieteteeeiet ettt ettt sttt ettt es e at bt e at bt e bt s bt sa et b st et et e s et enteateneebeebeebesueebenaenaens 1159
TA.2160.4  FIELAS .ttt ettt h bttt ettt a et b s 1159
14.217 Recoverable Error Interrupt Record 4 for RTIC (REIRARTIC).......cocuiiiiiiiiiiniiiiieniieeieeite ettt 1160
TA217.1 OFESOL. vttt ettt b et b et b et b et b et b e h et h et ekt h et bt b et eb et b et ebe ettt 1160
T4.217.2 FUNCHON. ...ttt e bbb bbbt ettt et ea e b saeea b e 1160
TA.217.3  DHAZTANMN..c..teeitieitetie ettt ettt ettt et e bt et e bt e st e e bt e sat e e bt e e st e e bt e e st e eabeesabeenbeese bt enbeesateeabeesabesabeesnseenseens 1160

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
64 NXP Semiconductors




Section number Title Page
TA2174  FIELAS .ttt ettt ettt h bbb ettt ettt b s 1160
14.218 Recoverable Error Interrupt Record 5 for RTIC (REIRSRTIC).......cooiiiiiiiiiiiieieeiieeieeite ettt 1161
TA.218.1  OFESOL ..ttt ettt b et b et b et b et b et b et h et ekt h et bt bt eb et b et eb ettt 1161
T4.218.2  FUNCHON. ...ttt e et bbbttt ettt et ea e b saeeae e ee 1161
T4.218.3  DHAZTAIMN. .e.utteiiieiiteiie ettt ettt ettt e b e et e bt e s bt e bt e sate e bt e s st e e bt e s st e eabeesabeembeesa bt enbeesateeabeesabesabeesnneanseenes 1162
TA.218.4 FHELAS. c.veneetitetieet ettt bbb bbbttt bbb 1162
14.219 Queue Interface Configuration Register (QICFG)......ccccoouiiiiriiiiiniiiiiiiiente sttt 1162
TA.219.1  OfFSEL....eiiiieieieee ettt ettt 1162
T4.219.2 FUNCHION. 1.ttt ettt ettt et e et e e et e e ae e e bt em e e sae e b e e st et e ee e et e es s et e eme e bt eneeebeemeesseenseseeennesnean 1163
T4.219.3 DIAZIAIMN..c..eitieitiiieiieeteete ettt ettt ettt et b et e b et e bt e s bt e st s bt e st e s bt et e ebt et e eb e et e ebt e bt e st e saeentesbeentesueen 1163
TA.219.4  FIELAS ..ottt 1163
14.220 Queue Interface Control Register (QICTL).....ccouiiiiiiiieieiieee ettt sttt sbe e 1164
TA.220.1  OffSL...envuiieiiieiietctete ettt ettt ettt ettt b ettt e et sttt ettt ettt b e 1164
14.220.2  FUNCHOMN. ...ttt e st ea e s sa s 1164
14.220.3  DHAZIAI. ..c.eeuiieiieie ettt ettt ettt ettt et et e e et sa e e s et e st e bt ea e e bt ea e e beesee bt emee bt eme e bt eneeeseeneesaeeneesneensennean 1164
T4.220.4  FIELAS ..ttt ettt a et b s 1164
14.221 Queue Interface Status RegiSter (QISTA)....ouiiiiiiiieiieiteite ettt ettt ettt st et st e s bt e st e e sbaesabeenaee s 1165
TA221.1  OFESOL. ittt ettt b et b et b et b et b et h et bt ekt b et bt b et b et eb ettt 1165
T4.221.2 FUNCHON. c..titiitiieicieee et b e sttt ettt eae b b saesae b e 1165
TA.221.3  DHAZTAINMN. .eutteiiieiieetie ettt et ettt et et e bt e bt e bt e s bt e bt e sat e e bt e e st e e bt e eabeeabeesabeembeese bt enbtenaseeabeesnbesabeesabeenseees 1165
TA.221.4 FIELAS. c. vttt ettt bbb s bbbt b bbbt b et 1166
14.222 Queue Interface Dequeue Configuration Register (QIDQOC).......ccueviiriiiiiniiiiniiiiiteeeeertee et 1166
TA.222.1 OfFSL....eiiieieiceee ettt ettt ettt 1166
14.222.2 FUNCHION. 1.ttt ettt ettt ettt et e bttt e bt e st e ebeeateeheem e e eaeembe e st et e es e e b e es e et e em e e bt enteeseemeesseenseseeennesnean 1166
14.222.3 DIAGIAIN..c..eetieititieiteeteete ettt ettt ettt ettt h et bt et eh et e bt e s bt eaeesbe e st e s bt ea bt ebt et e ebtembeebt e bt eseesaeentesbeentesaeen 1167
TA.222.4  FIELAS. ..ottt 1167
14.223 Queue Interface Dequeue Event Filter Control Register 0 (QDQEFCO)........cc.oeouiiiiiiiiiiiiiieieee e 1168
TA.223.1 OffS@L...eeiiieiiiciietetete ettt sttt sttt h ettt ettt a et bttt b e 1168
14.223.2 FUNCHOMN. ...ttt s a b et en e s ea s 1168
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14.223.3  DIAGIAIN..c..eitieiiiiieiieeteete ettt ettt ettt ettt ettt bttt e b e et eb e e saeeatesbeeabe s bt ea bt sbt et e ebt et e ebt e bt e st e sae e et sbeentesheen 1168
T4.223.4  FIELAS. ...ttt ettt h e et h bttt et et a bbbt bt bbb et et na s 1169

14.224 Queue Interface Dequeue Event Filter Control Register 1 (QDQEFCT)........coiiiiiiiiiiiiiiiniei e 1169
TA.224. T OFFSOL .ttt ettt h ettt et et et et e h e e bt e he e bt e bt e bt st e ek e b e b et e e n b et en b en e e st e st e bbbt et ebe e 1169
14.224.2 FUNCHON. c..cutitieiteiteteete ettt ettt ettt et et et b e e e b e e bt e st e sbeesa e saeesaesaeeaeeas e seeanesbeeanenueeanenbeas 1170
14.224.3 DHAZTAI. .....eeuiiitieie ettt ettt ettt et et et et e et ea e e bt e h e e bt ee e e bt es e e bt es e e bt embeebeemeeebeaneeeseeneesaeensesneensesaean 1170
TA.224.4  FHELAS. ..ottt h et h et h bt etk bbbttt a s et a e e bt h e bbbt bbb et et neennen 1170

14.225 Queue Interface Dequeue Event Filter Control Register 2 (QDQEFC2)........ooiiiiiiiiiiiieiiieiieeeeceeeese e 1171
TA.225.1  OFFSEL. ittt ettt ettt ettt ettt st e et e st es e es e ese et e es e e st es e ke s e s et et e s e st ententeneeneeneeneeneeteeneenen 1171
14.225.2 FUNCHON. c..ettetteitettet ettt ettt ettt ettt ettt b et b et e eb e et eb e et ebe et sbe e bt sbt e bt ebbenbeeanenbeeanenbeeas 1171
T4.225.3  DHAZTAINMN. .e.utteiiieiieeiie ettt ettt ettt et e bt e bt e beesabe e bt e sat e e bt e e st e e bt e sabeeabeesabeenbeess bt enbeeeatesabeesabeeabeesabeenseees 1171
L0 T S 1S3 16 OO PSUSURR 1171

14.226 Queue Interface Enqueue Event Filter Control Register 0 (QEQEFCO)........cccoeoiiiiiiiniiniiiiniiicnciienecieneeienens 1172
TA.226. 1 OFFSOL...cuiiiitietieteeteet ettt sttt ettt et e h bt e bbbt b e s bt et b et et ettt ea e bbbt bt bt et et beee 1172
14.2260.2  FUNCHION. 1.ttt ettt ettt ettt et e et e st e et e e aeeeheea e e eaeembe e st et e estenbeeseen bt emee bt eneesbeemeesseenseseeennesnean 1172
14.220.3  DIAZIAI..c..eetieiiiiieiieeteete ettt ettt ettt ettt ettt be et eb et e bt e s bt eatesb e e st e s bt et e sbt et e ebt et e ebt e bt e st e saeenaesbeenbesaeen 1172
T4.226.4  FIELIAS. ...ecuteiteiieiteitee ettt ettt h e et b ettt a et h bbbt bbbt b et ne s 1173

14.227 Queue Interface Enqueue Event Filter Control Register 1 (QEQEFC).....ccccooiiiiiiiiiiiiiieee e 1173
TA.227. 1T OFFSOL. ..ttt ettt b ettt ettt e e st e a e e he e bt e bt e bt e bt ek b b et e e st enten b en b e st ene e bt bt bbb e 1173
14.227.2 FUNCHON. c..cutiieeiteieet ettt ettt ettt et ettt e b e eeb e st e sbeesaeeatemaesaeenaeeasesaeeanenbeeanenaeeanenbeas 1174
14.227.3 DHAZTAI. ...ttt ettt ettt e e et e et e et e bt e st e bt ea e e bt es e et e es e e bt eme e bt emeeebeeneeeseentesaeenaesneensesnean 1174
TA.227.4  FHELAS. ..ottt ettt a e h e bt h e s h e bbbt e e et et a b a e e h e bt e bt e bt bt e bt e bt e bt et entan 1174

14.228 Queue Interface Enqueue Event Filter Control Register 2 (QEQEFC2).........coooiiiiiiiiiiiiiiieeienteeeeceeeeeeee e 1175
TA.228.1  OFFSCE. ettt ettt ettt ettt ettt et e et e et e st es e es e esees e es e e st es e ek e s e s et e se s ensententeneeneebeeneeneeteeaeenea 1175
14.228.2 FUNCHON. c..cttetteitett ettt ettt ettt et b et b et eb e st eb e et eb e et s bt e bt sate bt estenbeeanenbeeabenbeeas 1175
T4.228.3  DHAZTAINMN..e.utteiiieiiieite ettt ettt ettt e bt e b e et e e beesabe e bt e sat e e bt e e st e e bt e eabeeabeesabeenbeess bt enbeeeaeeeabeesnbesabeesnbeenseens 1175
L S 1S 16 RO PRSP 1175

14.229 Jobs in Use Register for QM Interface (JOBS_IN_USE_QI)....ccccoceeriiriiriiiiiiiniiiieieieetesieeteseeee e 1176
T4.220. 1T OFfSOL...etitiiietit ettt ettt ettt et e b bt e h e bbbt bttt b ettt ea e a et b b s a et b e 1176
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14.220.2 FUNCHON. ...ttt s e b bbb bbbttt et eae b b saeea b e 1176
14.229.3  DHAZTAINMN..c.uttiiiieiieeitie ettt ettt et ettt et e bt e bt e bt e s bt e bt e sate e bt e e st e e bt e eabeeabeesabeenbeess bt e bt eeaseeabeesabesabeesabeenseees 1176
142294 FIELAS. c. v ettt ettt bbb bbbttt bt 1177

14.230 Jobs Ready Register for QM Interface (JOBS_READY _QI)..cc.cooiiiiiiiiiiiiiiiniiieieeeeeeetesie et 1177
TA.230.1 OfFSEL. ..ttt e ettt 1177
14.230.2 FUNCHON. 1.ttt ettt ettt et e et eateeteeae e ebeea b e saeembe e st et e eseembeeseenteenee st eneeebeemeesseenseseeennesnean 1177
14.230.3  DIAGIAIN..c..eetieitiiieiteeteete ettt ettt ettt ettt ettt et bttt eb et eb e e saeeat e s bt e st e s bt ea bt sbt e bt et b et e ebt e bt estesae et e sbeenbesaeen 1178
T4.230.4  FIELAS. ...ttt 1178

14.231 Jobs Transfer Blocking Disabled Register for QM Interface (JOBS_XFR_BLK_DIS_QI).....ccccevoieiiniiniinieirnnne 1178
TA.231.1 OffSL..cueniiiiiiiieitetctete ettt ettt sttt h ettt ettt a ettt ettt 1178
T4.231.2 FUNCHOMN. ...ttt s st saeea s 1179
T4.231.3  DIAGIAIMN. ...ttt ettt ettt sttt ettt et et ea e bbbt be s bt sa et b st et s e s et esteate st ebeebeebesueebesaesaens 1179
TA.231.4  FIELAS .ttt ettt ettt bbbttt b e enn 1179

14.232 Jobs Transferred Register for QM Interface (JOBS_XFRD_QI).....cooiiriiiiniiiiiiiiiiiieieeieee et 1180
T4.232.1  OFESOL. vttt ettt b et h e bbb bt e etk etk ket b et b et eb ettt st bt sttt 1180
14.232.2 FUNCHON. ...ttt e e b bbbttt ettt eae b b saeea b e 1180
14.232.3  DHAZTAINMN. .e.utteiitieiiteite ettt ettt et et e bt e bt e et e e bt e sabe e bt e sat e e bt e e sbe e bt e sabeeabeesabeenbeesa bt enbeenabeeabeesnbesabeesabeenseee 1180
142324 FIELAS. c. vttt ettt bbbttt bbb 1180

14.233 Jobs Executing Register for QM Interface (JOBS_EXEC_QI)...cc.cooiiiiiiiniiiiniiienieienieeteeeeteeeee e 1181
TA.233.1 OfFSEL. ..ttt e ettt et 1181
14.233.2 FUNCHION. 1.ttt ettt ettt ekt et e et e st e et e e at e sae et e s et embe e st et e ebtembees s et e emee st eneeebeeneesseenseseeensesnean 1181
14.233.3  DIAZIAIN..c..titieititieiteeteete ettt ettt ettt ettt ettt et be et eb e et e bt e s bt eatesae e st e s bt et e ebt et e eb e et e ebt e bt e st e sae e et sbeentesaeen 1181
TA.233.4  FIELAS. ..ttt ettt 1182

14.234 Jobs Done Register for QM Interface (JOBS_DONE_QI).....cc.oooiiiiiriiiiiiiiieeeieieeeeee ettt 1182
TA.234.T OffSL...eeiiieiiieiietctete ettt ettt sttt h et b ettt et ettt b e 1182
14.234.2 FUNCHOMN. ..ottt b e et en e s ea s 1182
14.234.3 DHAZTAI. ....eeuiieiieie ettt ettt ettt et e e et e et sa e e bt e h e e bt sa e e bt es e e b e es e e bt emt e bt emeeeseeneeebeentesaeeneesneensenaean 1182
TA.234.4  FIELAS ...ttt ettt h ettt ettt b s 1183

14.235 Subportal Frame Count Register for Queue Interface (SUBPORT_FC_QI)........ccccooiiiiiiniiiiniiiinicieceeieeeeeee 1183

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
NXP Semiconductors 67




Section number Title Page
TA.235.1  OffSL....eneuiieiiteiietetetet ettt ettt sttt h ettt ettt b ettt 1183
14.235.2  FUNCHON. ...ttt bttt ea e s ea e 1183
14.235.3 DHAZIAI. ....eenteiieie ettt ettt ettt et e e et e et et e bt s h e e bt ea e e bt ee e e bt es e e bt emt e bt ameeebeaneeeseensesaeeneesneensesnean 1184
TA.235.4  FIELAS ..ttt h bttt b e enin 1184

14.236 Job Select Register for QI Interface (JOB_SELECT _QI)....ccccueiittiiiiiiiiiiieiieeieeieeeeeee ettt s 1185
T4.230.1  OFFSOL....veuiteiieteeeteet ettt b et b et b et b et b et b ettt h ekt b et bt eb ettt eb ettt 1185
14.236.2  FUNCLON. c..c.uitiiiiiiciicieee et ettt et et ettt eae b b saeea e ee 1185
14.236.3  DHAZTAINMN. .e..teeiitieiiieitie ettt ettt et ettt ettt et e e bt e st e e bt e sate e bt e e sbe e bt e eabeeabeesabeenbeesa bt enbeeeabeeabeesabesabeesabeenseene 1185
14.230.4  FIELAS. c.veueetiietieei ettt bttt bbbttt bbbt ne 1185

14.237 Queue Interface Job Data Register 0 (QITJOBDO0)......c..coouiiiiiiriiiiieieetescee sttt 1186
TA.237.1 OfFS@L....eiiiieiceee ettt ettt 1186
14.237.2 DHAZTAI. ..c..eeueeitieie ettt ettt ettt ettt e et ea e e et e st e teeatebeea e e bees e e bt eme e bt emeeeseeneeeseentesaeenaesneansesnean 1186
TA.237.3 FIELAS .ttt ettt h ekttt b e ean 1187

14.238 Queue Interface Job Data Register 1 (QITOBD)......ooiiiiiiiiiiiiieee ettt s 1188
142381 OFESOL ...ttt ettt ettt b et bbbt b et ettt h etk h et bt b et eb ettt eb ettt 1188
14.238.2 DIAZIAI..c..eitieitiiieitieteete ettt ettt ettt et b et bttt eb et eb e sa e eatesbe e st e e bt et e e bt et e ebtembeebt e bt estesaeentesbeentesaeen 1188
T4.238.3  FIELAS. ...ttt 1188

14.239 Queue Interface Job Data Register 2 (QIIJOBD2)......ccuoiuiiiiiiieiieieee ettt ee e 1189
TA.239.1  OffSL....eveuirieiiteiietctete ettt sttt sttt ettt et e e ettt ettt 1189
14.239.2 DHAZTAINMN. .e.utieitieiiieitie ettt ettt ettt et e bt e et e e bt e s a bt e bt e sat e e bt e sabe e bt e sabeeabeesabeenbeess bt enbeesaeeeabeesabesabeesnbeenseees 1189
14.239.3 FHELAS. c. vttt ettt bbbt bbb s bbb bbbttt b et 1189

14.240 Queue Interface Job Data Register 3 (QITOBD3)......c.iiiiiiiiiiiiiiieieetecee ettt 1190
TA.240.1  OfFSEL....eiiiiiicieeee ettt ettt e sttt 1190
T4.240.2 DIAZIAIM. ...vitiiiiiietetetet ettt ettt sttt ettt eat bt e at e bt e bt s bt sa et e be st et et e s et esteateneebe e bt e bt steebesbenaens 1190
TA.240.3  FIELAS ...ttt t bbbttt b e enis 1190

14.241 Queue Interface Job Data Register 4 (QITOBDA)......coouiiiiiiiiiieee ettt sttt 1191
TA. 2411 OFESOL..cvuiteiitet ettt ettt b et b e bt b et b et b et h et bt h et bt bt eb ettt st eb et aesrene e 1191
T4.241.2 DIAZIAIM..c..eitieiiiiieiteeteete ettt ettt ettt ettt et h et e b et e bt sa e eatesbe e st e s bt et e e bt et e ebtembeebt e bt estesaeenaesbeentesaeen 1191
TA.241.3  FIELAS ..ottt ettt 1191
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14.242 Queue Interface Job Data Register 5 (QIIOBDS)......couiiiiiiiiiiiiiiieieetecee ettt 1192
TA242.1  OfFSEL....eiiieiic ettt ettt 1192
14.242.2 DIAZIAIMN....vitititiieteeeeeie ettt ettt sttt ettt et e at bt e a e bt e be s bt sa b b st et et e s et enteate st ebeebeebesueebesbesaens 1192
TA.242.3  FIELAS ...ttt ettt ettt bbbttt ettt b e enn 1192
14.243 Queue Interface Job Data Register 6 (QIIOBDO).......ccuiiiiiiiiiiiiiieetee ettt st 1193
TA.243.1  OFESOL..cviuiiteiietee ettt ettt b et b et b et b et b et b et h ekt h et bt b et b et b et eb ettt 1193
14.243.2 DIAZIAIM..c..eitiiiiiiieiteeteete ettt ettt ettt ettt ettt bttt eb et e bt e saeeatesbe e st e s bt et e sbt et e eb s et e ebt e bt estesae e et sbeentesaeen 1193
TA.243.3  FIELAS. ..ottt 1194
14.244 Queue Interface Job Data Register 7 (QIIOBDT7)...c..couiiuiiiiiieieeiee ettt eae 1194
TA. 2441 OffSL...eieuiiiiiieiietceete ettt ettt ettt ettt et a ettt h ettt 1194
TA.244.2 DHAZTAINMN. .c.uteeiiieiieeite ettt ettt et et e e et e e bt e et e ebtesabe e bt e sate e bt e sa bt e bt e eabeeabeesabeenbeess bt e bt esaeeeabeesabesabeesaseenseenns 1195
T4.244.3  FIELAS. c.veneeteeet ettt bbb s bbbttt b et ne 1195
14.245 Queue Interface Job Data Register 8 (QIIOBDI8)......c..cooiiiiiiiiiiiiieteeteceeseee ettt 1196
TA.245.1 OfFSEL....eiiiiiieeec ettt e ettt 1196
T4.245.2 DIAZIAIMN. ...ttt ettt sttt ettt et eat bt e bbbt bt sa et e be st et et e e et enteate st ebeebeebeeueebenaenaens 1196
TA.245.3  FIELAS ..ttt ettt ettt ettt b s 1196
14.246 Queue Interface Job Data Register 9 (QITOBD)......cooiiiiiiiiiiiieeete ettt s 1197
TA.240.1  OFFSOL..c.veuiiteiieteietet ettt b et bbbt st b e e bttt h et ekt h et bt bt b etk st bt sttt 1197
T4.240.2 DIAZIAIM..c..eeitiiiiiiieiteeteete ettt ettt ettt et ettt h et eh et e bt sbeeate s bt et e s bt et e sbt et e ebt et e ebt e bt e st e sae et e sbeentesaeen 1197
TA.246.3  FIELAS....oiiiiiiiieieet ettt 1197
14.247 Queue Interface Job Data Register 10 (QIJOBD10)......couiiiiiiiiiiiieiee et 1197
TA247.1  OffSL...eniiiieiiieiietceete ettt ettt sttt et b et sttt h ettt 1197
TA.247.2 DHAZTANMN . ....teiiuiieiiteiie ettt ettt et et e bt e et e e bt e s bt e bt e sat e e bt e s st e e bt e eabeeabeesabeenbeesa bt enbtesaeeeabeesnbesabeesaseenseens 1198
TA.247.3 FHELAS. c. vttt bbbttt bbb e 1198
14.248 Queue Interface Job Data Register 11 (QITOBDIT)..c..cooiiiiiiiiiiiiiiiiiieieceeec et e 1198
TA.248.1  OfFSEL....eiiiieieetcee ettt ettt 1198
T4.248.2 DIAGIAIM. ..viutiiiniiieieteteet ettt ettt sttt sttt et at bt e at bbbt sa et b st et et et e e esneate st ebe e bt ebesueebenaenaens 1199
TA.248.3  FIELAS ..ottt ettt b ettt b s 1199
14.249 Queue Interface Job Data Register 12 (QITOBDII2)...c...iiiuiiiiiiiiiiiieiteeieete ettt ettt s 1199
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TA. 2491 OffSL....ceuiiiiiieiieteeetet ettt ettt sttt h ettt et e ettt ettt et b e 1199
T4.249.2  DHAZTAIMN. ....teeiiiieiiieiie ettt ettt ettt et e bt e bt e bt e s abe e bt e sate e bt e eabe e bt e sabeeabeesabeenbeeseteenbteeateeabeesabesabeessneenseenas 1199
T4.249.3  FIELAS. c. vttt ettt s e bbbt b bbbt ne 1200

14.250 Queue Interface Job Data Register 13 (QIJOBDI3).....ccouiiiiiiiiiiiiiiiiieceece ettt 1200
TA.250.1  OfFSEL....neiiiiiiceeeee ettt et ettt et 1200
14.250.2  DHAZTAM. ..c..eeuiietieie ettt ettt ettt et e et e et ea e e et s st e bt ea e e bt es e e bees e e bt eme e bt enee st eneeeseentesaeenaesneensesaean 1201
T4.250.3  FIELAS. ...ttt t bbbttt b e enin 1201

14.251 Queue Interface Job Data Register 14 (QITOBDIIA)......oiiiiiiiiiiiiieete ettt s 1201
TA25T.1 OFESOL. vttt ettt b et b et b et b et b et b et h et ekt h et bt bt b etk st bttt st 1201
T4.251.2 DIAGIAIM..c..eitieiiiiieiteeteet ettt ettt ettt et ettt et h et e b et e bt e s bt eatesbe e st e e bt et e ebt et e ebtem bt ebt e bt estesae et e sbeentesaeen 1202
TA.251.3  FIELAS ..ottt enis 1202

14.252 Queue Interface Job Data Register 15 (QITOBDIS)......oiuiiiiiiiiiiiei e 1203
TA.252.1  OffSL...eiiiieiiieiiitctete ettt sttt h ettt ettt h ettt 1203
T4.252.2 DHAZTAINMN. .e..teeiiieeiieeiie ettt ettt ettt et e bt e bt e bt e st e e bt e sate e bt e s st e e bt e sabeeabeesabeenbeesa bt enbeeeaseeabeesabesabeesabeenseeas 1203
T4.252.3 FHELAS. c. vttt ettt bbbttt bbbt b et 1203

14.253 Queue Interface Job Data Register 16 (QITOBDI1O)......c.coiiiiiiiiiiiiiiieieceeeec ettt 1203
TA.253.1 OfFSEL....eiiiiiiceee ettt e ettt 1204
14.253.2 DHAZTA. ..c..eeuieitieie ettt ettt ettt et et e et s et e bt e h e e bt e et e bt es e e bt es e e bt eme e bt eneeebeaneeebeeneesaeeneesneensesaean 1204
T4.253.3  FIELAS .ttt ettt h ettt ettt b 1204

14.254 Queue Interface Job Data Register 17 (QITOBDILT)...ccuuiiiiiiiiiiieiieeteeeetee ettt s 1204
TA.254.1  OFESOL..cviueiteiietetet ettt b et bbbt sttt b et h etk h et bt bt bt st b et eb ettt 1204
T4.254.2 DIAZIAI..c..eitieitiiieiieeteete ettt ettt ettt ettt et b et bttt eb et e bt e sbeeaee s bt et e s bt et e eb e e bt eb e et e ebt e bt estesae e et sbeentesaeen 1205
TA.254.3  FIELAS ..ottt 1205

14.255 Queue Interface Job Data Register 18 (QITOBDI8)......ccuiiiiiiiiiiiieii et 1205
TA.255.1  OffSL...eneiiieiiieiietetetet ettt ettt sttt b ettt ettt ettt 1205
T4.255.2 DHAZTAIMN. ...teeiiiieiiteite ettt ettt ettt e bt e et e bt e s bt e bt e sat e e bt e s st e e bt e sabeeabeesabeenbeesa bt e bt esateeabeesabesabeesnbeenseeas 1206
T4.255.3  FHELAS. c. vttt ettt bbb bbbttt bbb 1206

14.256 Queue Interface Job Data Register 19 (QITOBDI1O).....cccuoiiiiiiiiiiiiieeeee e 1206
TA.256.1  OfFSEL....c.eiiiiiieiietcete ettt e ettt 1206
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14.250.2 DIAZIAIM..c..eitieitiiieitieteete ettt ettt ettt ettt ettt et bt et eb et eb e e s bt eatesbe e st e s bt ea bt sbt e bt eb e et e ebt e bt estesae e et sbeenaesaeen 1206
T4.256.3  FIELAS. ..ottt 1207

14.257 Queue Interface Job Data Register 20 (QIJOBD20)......cc.eiiuiiiiiiieiieieeee et 1207
TA.257.1 OffSL....cvuiieiiieiietctete ettt sttt sttt ettt ettt ettt 1207
T4.257.2 DHAZTANMN..c..teeiuiieiieeitie ettt ettt ettt et e bttt e bt e s bt e bt e sate e bt e s st e e bt e eabeeabeesabeenbeese bt enbeesaeeeabeesnbesabeesabeenseenns 1207
142573 FHELAS. c. vttt ettt bbbttt 1208

14.258 Queue Interface Job Data Register 21 (QIJOBD21).....cocuiiiiiiiiiiiiiiiieeceseee et 1208
TA.258.1  OfFSEL.....eiiiiiieeee et ettt ettt 1208
T4.258.2 DIHAGIAIM. ...ttt ettt sttt ettt et a bbbt be bt sa b b st et et s et eateat e st ebe e bt e bt sbeebesbenaens 1209
TA.258.3  FHELAS ...ttt ettt h ekttt ettt a et enin 1209

14.259 Queue Interface Job Data Register 22 (QITOBDD22).......cocuiiiiiiiiiiieeiteeieeite ettt sttt ettt 1210
T4.259.1  OFESOL..c.veuiteiieteteteet ettt b et b et b et b et b et h et bkt b et bt b ettt bttt 1210
14.259.2 DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt ettt h et e b et e bt e s bt eate s be e st e s bt et e e bt et e et e e bt ebt e bt e bt e nae et e sbeentesbeen 1210
T4.259.3  FIELAS. ...ttt 1210

14.260 Queue Interface Job Data Register 23 (QITOBD23)......ccuiiiiiiiiiiieieeee et 1211
TA.260.1  OffSL....ceuiieiiieiirteietet ettt ettt sttt h et et b ettt sttt ettt ettt be e 1211
T4.200.2  DIHAZTAINMN...c..teeiitieiiieitie ettt ettt ettt e bt e bt e et e e bt e sabe e bt e sate e bt e s st e e bt e sabeeabeesabeenbeess bt enbeeeaeeeabeessbesabeesabeenseenas 1211
14.2600.3  FIELAS. c. v euteteneetieei ettt b s b bbbt ettt ettt 1212

14.261 Queue Interface Job Data Register 24 (QIJOBD24)......c..coiiiiiiiiiiiiiiieieieeestee ettt 1212
TA.261.1 OfFSEL....eiiiiiiieiieecetee ettt e ettt 1212
T4.2601.2  DHAZTAM.....eeueieiieie ettt ettt ettt ettt e et sa e e bt s et e bt ea e e bt ea e e b e esee bt emt e bt emee st aneeeseentesaeenaesneensesaean 1212
TA.2601.3  FIELAS ..ttt ettt b ekttt a b 1213

14.262 Queue Interface Job Data Register 25 (QITOBD2S).......oiuiiiiiiiiiiieeteeie ettt s 1213
TA.202.1  OFESOL..c.veuiteiietet ettt ettt b e bbbt b et b et s et h et ket h et bt bt eb e b et eb ettt 1213
14.202.2 DIAZIAI..c..eitieiiiiieiieeteete ettt ettt ettt ettt h et e bttt eb et e bt e saeeatesbe e st e s bt et e sbe e bt eb e e bt ebt e bt e st e sueentesbeentesaeen 1213
T4.262.3  FIELAS. ..ottt 1214

14.263 Queue Interface Job Data Register 26 (QIJOBD206)......cc.ociuiiiiiiiiieieeee ettt 1214
TA.203.1  OffSL....cueiiieiiieiirtctetet ettt sttt sttt ettt ettt a et bbbt b e b e 1214
T4.2603.2  DHAZTAINMN..c..teeiiieiiteiie ettt ettt et et e e bt et e e bt e sabe e bt e sabe e bt e s abe e bt e eabeeabeesabeenbeess bt enbeeeaeeeabeesabesabeesabeenseens 1214
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T4.203.3  FIELAS ..ottt ettt h bkttt b e enn 1215
14.264 Queue Interface Job Data Register 27 (QITOBD27).......oiiuiiiiiiiiiiiieteee ettt ettt s 1215
TA.204.1  OFFSOL..c.viuiiteiieteet ettt b et bbbt st b et b et h ekt ekt bt b et b et b et eb ettt 1215
14.204.2 DIAZIAIN...c..eeitieiiiiieieeteete ettt ettt ettt ettt et ettt bt et eb et e e bt s bt eatesbe e st e s bt et e ebt et e ebt et e ebt e bt e st e sae e et sbeenbesaeen 1215
T4.204.3  FIELAS. ...ttt 1216
14.265 Queue Interface Job Data Register 28 (QIJOBD28)......ccuiiiiiiiiiiiieiieee ettt 1216
TA.205.1 OffSL....ceiuiieiiieiieteietet ettt sttt sttt h ettt sttt ettt et et 1216
T4.205.2 DHAZTAINMN. .c..tteiiiieiiieiie ettt ettt ettt e e bt et e e bt e s bt e bt e sate e btesab e e bt e eabeeabeesabeenbeesa bt e bt eeateeabeesnbesabeesnbeenseens 1216
14.205.3  FIELAS. c. vttt ettt bbbttt ettt b et 1217
14.266 Queue Interface Job Data Register 29 (QIJOBD29)......c..coiiiiiiiiiiiiiieeseee et 1217
TA.260.1  OfFSEL....c.eiiiiiieiiieee ettt ettt 1217
14.2600.2  DIHAZTAM. .....eeutiiienieeiiete ettt ettt ettt et et e e et ea e e bt ss e e bt es e e bt es e e bees e e bt em e e bt eneeeseanteeseensesaeenaesneensesaean 1217
T4.200.3  FIELAS....eveuitieieieeetietese ettt ettt h ettt ettt a et b enn 1218
14.267 Queue Interface Job Data Register 30 (QITOBD30).......coiuiiiiiiiiiiiieiteeieeiteete ettt sttt s 1218
TA.207.1  OFESOL..c.veuitieieteeetetet ettt b et b et b et b et b et e et s bbbt bt bt eb et b et eb ettt 1218
14.207.2 DIAZIAIM..c..eitieitiiieiieeieete ettt ettt ettt ettt ettt et h et h et e bt s bt eatesbeeabe s bt et e sbt et e ebt et e ebe e bt estesaeeneesbeentesueen 1218
TA.267.3  FIELAS ...ttt 1219
14.268 Queue Interface Job Data Register 31 (QITOBD31)......oiuiiiiiiieiieiieiie ettt 1219
TA.208.1  OffSEL....cvuiieiiieiietcietet ettt sttt sttt ettt sttt ettt h ettt 1219
T4.208.2  DHAZTAIMN. ...utieiiieiiieiie ettt ettt ettt et e bt e bt e bt e sa bt e bt e sat e e bte s st e e bt e eabeeabeesabeenbeese bt e bt eeatesabeesabesabeesabeenseens 1219
T4.208.3  FIELAS. c. v eutetentetie ettt bbbttt bbbttt bt 1220
14.269 Queue Interface Job Data Register 32 (QIJOBD32).....ccuiiiiiiiiiiiiiiieeceeeee ettt 1220
TA.269.1  OfFSEL.....eiiiiiieiieteee et ettt ettt 1220
14.269.2 DIAZIAIMN. ....viutiniitiieteteeet ettt ettt sttt ettt et eat bt e bt bbbt sa et ae st et et et et esseat e st ebeebe e bt sueebenbesaens 1221
T4.2609.3  FIELAS. .. .eveuitieieteeteeeet ettt ettt bbbkttt b e enn 1221
14.270 Queue Interface Job Data Register 33 (QITOBD33).......oiiiiiiiiieiieiteee ettt sttt 1221
TA.270.1  OFESOL..c.veuiteiieteeet ettt ettt b et b e bt b et b e a bttt h et bt b et bt bt b ettt bttt 1221
14.270.2 DIAZIAIM..c..titieititieiteeteete ettt ettt ettt ettt ettt et bttt eb et e ebt e s bt eatesbe e st e s bt et e sbe et e ebtembeebt e bt estesaeentesaeentesaeen 1222
T4.270.3  FIELAS. ..ttt 1222
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14.271 Recoverable Error Interrupt Record 0 for the Queue Interface (REIROQI)........cccoiviiniiiiiniininiininienienicncneeene 1223
TA2TT.T OFFSOL ettt sttt ettt et e b e at et e b e bt b e s et et e bbb e b et et ea b eatebtebe e bt e besae et e b e 1223
TA.271.2 FUNCHON. ¢ttt ettt ettt ettt et e et e st e et e ea e e sheem e e eaeembe e st et e es e embees e et e emee st eneesbeeneesseenseseeennesnean 1223
T4.271.3 DIAZIAIM..c..eitieitiiieiieeteete ettt ettt ettt ettt b et e bttt e bt e sb e eatesbeeabe s bt et e ebe et e eb b et e ebt e bt e st e saeenaesaeentesbeen 1223
TA2TTA FIELAS. ..ttt ettt b bt s a bbbttt et st et e st ebe e bt e bt eb e bt b sbe e et nae e nnen 1223
14.272 Recoverable Error Interrupt Record 1 for the Queue Interface (REIRIQI)........ccocoiiiiiiiiiiiiiiiiiieeeceecee 1224
TA.2T2. T OFFSOL ..ttt ettt b ettt ettt e st e bt e he e bt e bt e bt st e ek e b e b et et en b et en b en e e st e st eb e e bt bbb e 1224
T4.272.2 FUNCHON. c..cutitiiteiteteeit ettt ettt et et ettt et et b e e e bt et e sb e esae e atesaesaeenaesane st eanenbeeanesbeeanenbeeas 1224
T4.272.3 DHAZIAI ...ttt ettt ettt et et e et ea e e et e st e bt ea e e bt e st e bt es e e bt emb e bt eme e bt eneeeseensesaeenbesneensesnean 1224
TA.2T72.4  FHELAS. ..ottt h et h e h e bt b e s h ek be bttt e e e st e a b a e e bt bt e bt bt bt bbb b b e neennen 1225
14.273 Recoverable Error Interrupt Record 2 for the Queue Interface (REIR2QI)......ccccoviiiiiiiiiiiiiiiieniciieiceeeeeeeene 1225
TA.273.T OFFSCE. ittt ettt ettt ettt ettt e s et et e st es e es e es e et e es e e st es e ke se s et en s e s ensentenseneeneebeeneeneeteeaeenen 1225
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Chapter 1
Overview of SEC (security engine) functionality

SEC is the chip's cryptographic acceleration and offloading hardware. It combines
functions previously implemented in separate modules to create a modular and scalable
acceleration and assurance engine. It implements block encryption algorithms, stream
cipher algorithms, hashing algorithms, public key algorithms, run-time integrity
checking, and a hardware random number generator. SEC performs higher-level
cryptographic operations than previous cryptographic accelerators. This provides
significant improvement to system-level performance. SEC includes the following
interfaces:

» Register interface for the processor to write configuration and command information,
and to read status information

* 2 DMA interfaces that allow SEC to read/write data from external memory

* Queue Manager interface that allows SEC to accept jobs directly from the Queue
Manager module

* 1 AIOP interface that allows SEC to accept jobs directly from the Advanced Input/
Output Processor module

* Job Queue Controller with 4 Job Rings
* 6 Descriptor Controllers (DECOs):
» Responsible for executing descriptors and managing sequencing of keys,
context, and data through the various CHAs
» Responsible for performing header and trailer processing as defined by the
descriptor
e Run-Time Integrity Checker (RTIC)
* Crypto Hardware Accelerators (CHAS)
* Public Key Hardware Accelerator (PKHA)
* A Random Number Generator (RNG)
* 6 Advanced Encryption Standard Hardware Accelerators (AESA)
* 6 Message Digest Hardware Accelerators (MDHA)
* SNOW 3G f9 Hardware Accelerator (SNOW {9)
* 6 SNOW 3G f8 Hardware Accelerators (SNOW {8)
* 6 ZUC Encryption Hardware Accelerators (ZUCE)
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ZUC Authentication Hardware Accelerator (ZUCA)
6 Data Encryption Standard Hardware Accelerators (DESA)

6 Cyclic-Redundancy Check Hardware Accelerators (CRCA)
6 Kasumi f8 and f9 Hardware Accelerators (KFHA)

This figure shows the block diagram for SEC.
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Chapter 2
Feature summary

SEC includes the following features:

 Offloading of cryptographic functions via a programmable job descriptor language
* Job descriptors can contain multiple function commands.
* Job descriptors can be chained to additional job descriptors.
* Job descriptors can be submitted via 4 separate hardware-implemented Job
Rings.
* Job descriptors can be submitted via Data Path Acceleration Architecture
(DPAA) Queue Manager portals.
 Job descriptors can be submitted via the Advanced IO Processor Accelerator
Proxy (AAP) interface.
 32-bit register bus interface
e 2 128-bit DMA interfaces
* Automatic byte, half-word, word and double-word ordering of data read/written
e Scatter/gather support for data
» Special-purpose cryptographic keys
* Black keys
» Keys stored in memory in encrypted form and decrypted on-the-fly when
used
* AES_ECB or AES_CCM encryption using a 256-bit key
» Export and import of cryptographic blobs
» Data encapsulated in a cryptographic data structure for storage in non-
volatile memory
* AES_CCM encryption using a 256-bit key
» Each blob encrypted using its own randomly generated blob key.
* Blob key encrypted using a non-volatile blob key encryption key
* Blob key encryption key derived from non-volatile master key input
» Separate blob key encryption keys for trusted mode, secure mode, and non-
secure mode
* Public key cryptography
e Modular Arithmetic
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 Addition, subtraction, multiplication, exponentiation, reduction, inversion,
greatest common denominator
* Both integer and binary polynomial functions
e Modulus size up to 4096 bits
* Arithmetic operations performed with 128-bit-digit arithmetic unit
* Timing-equalized and normal versions of modular exponentiation
 DSA
* DSA sign and verify
 Verify with private key
* DSA key generation
* Non-timing-equalized versions of private-key operations
* Timing-equalized version signing and key generation
* Non-timing-equalized versions of sign and key generation
* Diffie-Hellman
* Diffie-Hellman (DH) key agreement
» Key generation
* Timing-equalized versions of key agreement and key generation
* Non-timing-equalized versions of key agreement and key generation
* RSA
e Modulus size up to 4096 bits
* Public and Private Key operations
* Private keys in (n,d), (p,q,d), or 5-part (p,q,dp,dq,c) forms
* Private Key operations (decrypt, sign) timing equalized to thwart side
channel attack
* Non-timing-equalized versions of private-key operations
* Primality testing
* Maximum size 4096 bits
* Elliptic curve cryptography
 Point add, point double, point multiply on both prime field and binary
polynomial field curves
* Point validation (is point on curve) both prime field and binary polynomial
field curves
* Timing-equalized and normal versions point multiplication
 Public Key validation
* Elliptic curve digital signature algorithm (ECDSA) sign and verify
* ECDSA verify with private key
* Elliptic curve Diffie-Hellman key agreement
 ECDSA and ECDH key generation
* Modulus size up to 1024 bits
e Timing-equalized versions of ECDSA sign and key generation
* Non-timing-equalized versions of sign and key generation
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Chapter 2 Feature summary
* Cryptographic authentication
* Hashing algorithms
* MD5
e SHA-1
 SHA-224
* SHA-256
 SHA-384
 SHA-512
* SHA-512/224
* SHA-512/256
* Message authentication codes (MAC)
 HMAC:-all hashing algorithms
e SSL 3.0 MAC (SMAC-MD5, SHA-1 only)
* AES-CMAC
* AES-XCBC-MAC
» Kasumi 9
* SNOW 3G 9
e ZUC authentication
* Auto padding
* ICV checking
 Authenticated encryption algorithms
* AES-CCM (counter with CBC-MAC)
* AES-GCM (Galois counter mode)
e Symmetric key block ciphers
e AES (128-bit, 192-bit or 256-bit keys)
* DES (64-bit keys, including key parity)
» 3DES (128-bit or 192-bit keys, including key parity)
e Kasumi f8 with support for 3g, ECSD/EDGE, and GSM
* SNOW 3G {8
» ZUC encryption
 Cipher modes
* ECB, CBC, CFB, OFB for all block ciphers
* CTR and XTS for AES
* Random-number generation
* Entropy is generated via an independent free running ring oscillator
» For lower-power consumption, oscillator is off when not generating entropy
e NIST-compliant, pseudo random-number generator seeded using hardware-
generated entropy
* Run-time integrity checking
* SHA-256 message authentication
* SHA-512 message authentication
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* Segmented data-gathering to support non-contiguous data blocks in memory
 Support for up to four independent memory blocks
» Advanced protocol support
* [Psec
» SSL/TLS
 DTLS
e SRTP
» IEEE 802.11-2012 WPA2 MPDU for WiFi
* IEEE 802.16 WiMAX
* IEEE 802.1AE MacSec/LinkSec
* Support for protocol-specific padding
* 3GPP Release 11 (LTE) PDCP layer protocol
» Extensive virtualization features
 Job rings can be time-shared by multiple security domains
» Black keys are cryptographically separated per security domain
* Blobs are cryptographically separated per security domain
* Trusted descriptors are cryptographically separated per security domain
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Chapter 3
SEC implementation

SEC provides platform assurance by working with security monitor (SecMon), which is a
companion logic block that tracks the security state of the chip. SEC is programmed
using SEC job descriptors (not to be confused with frame descriptors (FDs)) that indicate
the operations to be performed and that point to the message and associated data. SEC
incorporates two DMA engines to fetch the descriptors, read the message data, and write
the results of the operations. The DMA engine provides a scatter/gather capability so that
SEC can read and write data scattered in memory.

3.1 SEC submodules

The SEC core contains the following submodules:

* Master bus interfaces

* Register bus interface

* Job queue controller (JQC)

* Queue Manager Interface (QI)

e Advanced IO Processor Interface (Al)

e Run-Time Integrity Checker (RTIC)

* Descriptor Controllers (DECOs)

* Cryptographic control blocks (CCBs)

e Multiple cryptographic hardware accelerators (CHAS)

JQC fetches descriptors that tell SEC which cryptographic operations to perform and on
what data to operate. DECO decodes descriptors and executes the commands within
them. For those descriptor commands that use CHAs, DECO communicates with the
CHAs by means of the CCB.
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3.2 Cryptographic engines implemented in SEC
The cryptographic engines provided are:

» Public key hardware accelerator (PKHA)

» Data encryption standard (DES) accelerator (DESA)

* Advanced encryption standard (AES) accelerator (AESA)

* Message digest (hashing) hardware accelerator (MDHA)

* Random-number generator (RNG)

* SNOW 3G f8 (SNOW encryption algorithm) Hardware Accelerator (SNOWIS)

* SNOW 3G 9 (SNOW authentication algorithm) Hardware Accelerator (SNOW{9)

 Cyclic redundancy check accelerator (CRCA)

e Kasumi 8 and 9 (Kasumi encryption and authentication) hardware accelerator
(KFHA)

» ZUC encryption algorithm hardware accelerator (ZUCE)

e ZUC authentication hardware accelerator (ZUCA)

3.3 SEC Export-Controlled vs. non-Export-Controlled
Versions

Some SoCs implement cryptographic algorithms that are subject to United States
Government export control regulations requiring export licenses when shipping the SoCs
to certain countries, and prohibiting shipping the SoCs to certain other countries. These
are referred to as export-controlled SoCs. Versions of these SoCs that have these
algorithms permanently disabled avoid these export control restrictions. These are
referred to as non-export-controlled SoCs.

In non-export-controlled SoCs all the CHAs that implement these algorithms are
permanently disabled. In non-export-controlled SoCs the following bit fields will return
0:

* CHA Number register, AESNUM bit field

e CHA Number register, DESNUM bit field

* CHA Number register, SNW8NUM bit field

* CHA Number register, SNWINUM bit field

* CHA Number register, KASNUM bit field

* CHA Number register, ZENUM bit field

* CHA Number register, ZANUM bit field

* CHA Number register, PKNUM bit field
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When these CHAs are disabled SEC acts as if these CHAs are not implemented. A
descriptor that attempts to use one of these CHAs will terminate with error code:
Source=2h (CCB), ERRID=Fh (Invalid CHA). Note that the following CHAs will
continue to operate even in non-export-controlled SoCs:

« MDHA

* RNG

« CRCA

It is also possible to disable just the ZUC CHAs (ZUCE and ZUCA), when licensing or
regulation considerations warrant. If the ZUC CHAs are disabled, the ZENUM and
ZANUM bit fields will read as 0.
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SEC modes of operation

SEC can operate in the following security modes:

e Trusted
e Secure

e Non-secure
e Fail

SecMon controls these modes based on SecMon's current security state (that is, init,
check, trusted, secure, non-secure, and fail). The primary difference between these modes
1s that they make different cryptographic keys available. Within each mode there are keys
that are volatile (that is, a different key value is used for each power-on session) and keys
that are non-volatile (that is, the same key value is available during each power-on
session).

4.1 Security Monitor (SecMon) security states
The current security mode can be identified in the SEC status register's MOO field.

This figure shows an overview of the SecMon security state transitions. Note that SEC
can detect certain security alarm conditions and can signal an alarm to SecMon.
Depending upon the settings and configuration of SecMon, this may cause the SecMon
security state machine to transition to fail state, which would then put SEC into its fail
mode.
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Figure 4-1. SecMon security state machine diagram

4.1.1 The effect of security state on volatile keys

SEC implements three 256-bit volatile cryptographic keys. At each power up, boot code
must test and instantiate the RNG. After instantiation, (or as part of RNG instantiation),
the three volatile secret keys must be generated. These values are stored within secure
key registers in SEC. The values are zeroized when SEC transitions to fail mode (in other
words, when the SecMon's security state machine transitions to fail state).

The available volatile keys, (which are located in SEC's secure key module), are as
follows:

* Job descriptor key encryption key (JDKEK) - used by job descriptors for encrypting
black keys (encrypted keys)

* Trusted descriptor key encryption key (TDKEK) - used by trusted descriptors for
encrypting black keys

* Trusted descriptor signing key (TDSK) - used to authenticate trusted descriptors
(digitally signed job descriptors)

Note that the JDKEK, the TDKEK, and the TDSK are all available for use by SEC in
trusted mode, secure mode, and non-secure mode!, but this does not cause any security
issue. The reason that this is not a security issue is that the trusted mode and secure mode

1. The JDKEK, TDKEK, and TDSK are readable and writable while in non-secure mode to facilitate hardware testing.
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are intended to use the same values for these keys, and these key values will be different
when in non-secure mode (which is not allowed to obtain the trusted/secure state mode
values of these keys). The reason that SEC cannot obtain the trusted/secure state mode
values of these keys when in non-secure mode is that new values for these keys are
generated by SEC's hardware RNG at each POR, and these keys are zeroized when
entering fail mode. As shown in Figure 4-1, the only paths from trusted state or secure
state to non-secure state pass through fail state or through a hardware reset, and in each
case the keys will be cleared. The only path from non-secure state to either trusted state
or secure state is through a hardware reset, which clears the keys. Consequently, when
operating in non-secure mode SEC does not have access to previous trusted mode/secure
mode values of these keys.

4.1.2 The effect of security state on non-volatile keys

Data that must be retained when the system is powered off must be stored in external
non-volatile storage. Some of this data is disclosure-sensitive (such as data rights
management keys) and must be protected even when the system is powered off. SEC
implements non-volatile cryptographic keys that can be used to encrypt sensitive data
during one power-on cycle, and then decrypt it during a subsequent power-on cycle.
These non-volatile keys (blob key encryption keys) are derived from the master key input
that SEC receives from SecMon.

When SEC is operating in trusted mode or secure mode, SEC derives blob key encryption
keys (BKEKSs) from its master key input. When SEC is operating in non-secure mode or
fail mode, BKEKSs are derived from the non-volatile test key, a hardwired constant used
for known-answer testing.

4.2 Keys available in different security modes

The primary difference between SEC's security modes is that different cryptographic
keys available are available in the different modes. See each mode's section for the
description of the mode's special keys.

4.2.1 Keys available in trusted mode

While in trusted mode, SEC can use special keys as listed in this table.
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Table 4-1. Special keys used in trusted mode

Key Characteristic(s) Function(s)
Job descriptor key ¢ At POR, a new value (shared with secure Used for automatic key encryption and
encryption key mode but not shared with non-secure mode) | decryption when executing Job Descriptors,
should be generated from the RNG after Trusted Descriptors and Shared Descriptors

instantiation

Trusted descriptor ke
P y e Zeroized when entering fail mode

encryption key

Can be used for automatic key encryption and
decryption when executing trusted
descriptors, including shared descriptors
referenced by trusted descriptors.

Trusted descriptor Used for signing, verifying and re-signing
signing key Trusted Descriptors

Master key derivation key | Non-volatile, shared with secure mode, but uses a |Used for blob encapsulation or decapsulation
different key derivation function input to generate |operations

keys not shared with trusted mode, non-secure
mode or fail mode

4.2.2 Keys available in secure mode

While in secure mode, SEC can use special keys as listed in this table.

Table 4-2. Special keys used in secure mode

Key Characteristic(s) Function(s)
Job descriptor key * At POR a new value (shared with trusted |Used for automatic key encryption and
encryption key mode but not shared with non-secure decryption when executing job descriptors,

mode) should be generated from the RNG |trusted descriptors and shared descriptors
after instantiation
* Zeroized when entering fail mode

Trusted descriptor key
encryption key

Can be used for automatic key encryption and
decryption when executing trusted descriptors,
including shared descriptors referenced by
trusted descriptors

Trusted descriptor Used for signing, verifying and re-signing
signing key Trusted Descriptors

Master key derivation key | Non-volatile, shared with trusted mode, but uses |Used for blob encapsulation or decapsulation
a different key derivation function input to operations

generate keys not shared with trusted mode,
non-secure mode or fail mode

4.2.3 Keys available in non-secure mode

In non-secure mode a fixed default key with a known value is used in place of the master
key derivation key. This allows the cryptographic blob mechanism to be tested using
known test results. The volatile key registers are read and write accessible until they are
locked, which allows testing using known test results. While in non-secure mode SEC
can use special keys as listed below.
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Table 4-3. Special keys used in non-secure mode

Key Characteristic(s) Function(s)
Job descriptor key * At POR, a new value (not shared with * Can be read and overwritten for testing
encryption key trusted mode or secure mode) should be ¢ Used for automatic key encryption and
generated from the RNG after instantiation decryption when executing job
e Zeroized when entering fail mode descriptors, trusted descriptors, and
shared descriptors
Trusted descriptor key * Can be read and overwritten for testing
encryption key e Can be used for automatic key encryption

and decryption when executing trusted
descriptors, including shared descriptors
referenced by a trusted descriptors

Trusted descriptor * Can be read and overwritten for testing
signing key » Used for testing the signing, verifying and
re-signing of trusted descriptors

Master key derivation key | Non-volatile, fixed, and not shared with trusted |Used for testing blob encapsulation or
mode or secure mode decapsulation operations

4.2.4 Keys available in fail mode

When SEC transitions to fail mode, SEC clears all registers that could potentially hold
sensitive data?. Because of this, cryptographic operations that are in progress when the
transition occurs will likely not produce the correct result. If this is the case, the operation
completes with an error indication.

Although SEC cleans up ongoing operations after a transition to fail mode, SEC is not
intended to continue operating in this mode. After removing all causes for entering the
fail mode, software can initiate a transition from fail mode to non-secure mode by
commanding the SecMon security state machine to transition from fail state to non-secure
state (unless this transition has previously been locked out via software). However, since
all key registers were cleared when SEC entered fail mode, the only useful actions that
can be performed after the transition to non-secure mode would be those required to
investigate the cause of the transition to Fail mode.

Note that it is not possible to transition from fail mode back to secure mode or trusted
mode.

2. The registers that are cleared include the class 1 and class 2 key registers, the class 1 and class 2 context registers, the
math registers, the JDKEK, TDKEK and TDSK registers, the PKHA E memory, the input data FIFO, the output data FIFO,
and the descriptor buffer.
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As shown in Figure 1-1, SEC functionality is aligned with several major subcomponents.
This table describes these subcomponents.

Table 5-1. SEC subcomponents

Description | Cross-reference(s)

Interfaces

Register interface Register interface (IP bus)

Used for access to configuration, control, status and
debugging registers

Job execution interfaces

Job Ring Interface (JR) Job Ring interface
Queue Manager Interface (Ql) Queue Manager Interface (Ql)
AIOP Interface (Al) Advanced 10 Processor Interface (Al)

Job Queue Controller

Schedules tasks for the descriptor processor Job scheduling

Descriptor processor

Descriptor controller (DECO) Descriptors and descriptor commands
Cryptographic control block (CCB) Descriptor controller (DECQO) and cryptographic control block
(CCB)

Cryptographic hardware accelerators (CHAs)
Public key hardware accelerator (PKHA) Public-key hardware accelerator (PKHA) functionality
Kasumi f8 and f9 hardware accelerator (KFHA) Kasumi f8 and f9 hardware accelerator(KFHA) functionality
DES and 3DES hardware accelerator (DESA) Data encryption standard accelerator (DES) functionality
CRC hardware accelerator (CRCA) Cyclic-redundancy check accelerator (CRCA) functionality
Random Number Generator (RNG) Random-number generator (RNG) functionality
SNOW {8 Hardware Accelerator (SNOW{8) SNOW 3G f8 accelerator functionality
SNOW f9 Hardware Accelerator (SNOWf9 SNOW 3G f9 accelerator functionality
Message Digest Hardware Accelerator (MDHA) Message digest hardware accelerator (MDHA) functionality
AES Hardware Acclerator (AESA) AES accelerator (AESA) functionality
ZUC encryption hardware accelerator (ZUCE) ZUC encryption accelerator (ZUCE) functionality
ZUC authentication hardware accelerator (ZUCA) ZUC authentication accelerator (ZUCA) functionality
ChaCha20 Hardware Accelerator (CCHA) ChaCha20 hardware accelerator (CCHA) CHA functionality

Table continues on the next page...
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Table 5-1. SEC subcomponents (continued)

Description Cross-reference(s)
Poly1305 Hardware Accelerator (PTHA) Poly1305 Hardware Accelerator (PTHA) functionality
Trust Architecture modules
Run-time integrity checker (RTIC) Run-time integrity checker (RTIC)
Secure key module Black keys
Blobs

Trusted descriptors

5.1 System Bus Interfaces

SEC is connected to a SoC-wide bus for access to SEC registers. See Register interface
(IP bus). Two AXI master interfaces connect to the SoC bus fabric for DMA access to
system memory.

5.1.1 AXI master (DMA) interface

DMA access to system memory is implemented through 2 independent AXI master
interfaces. SEC DMA always asserts normal (AKA user) mode rather than privileged
(AKA supervisor) mode, and always asserts data access rather than instruction access
(i.e. fetch). SEC DMA can be configured to assert either TrustZone SecureWorld or
TrustZone NonSecureWorld for different bus transactions.SEC DMA can also be
configured to assert specified ICID values for various bus transactions. For high
throughput these interfaces allow simultaneous transfers over 128-bit data buses.

The AXI master interface configuration defaults are chosen to enhance performance
where possible, however ideal configuration for performance is not the default and
should not be assumed for any application. The DMAs read and write data in data-bus-
aligned bursts, whenever possible. The LARGE_BURST field default value is '0' but
better performance will be achieved with a value of '1' (See the Master Configuration
Register (MCFGR)) Other notable, performance enhancements include the use of read-
safe, write-safe, and write-efficient transactions, described in the following sections.
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5.1.1.1 DMA read-safe transactions

A read-safe transaction may read data preceding and/or following the target bytes to align
the starting and ending byte addresses to data bus or burst address boundaries, even if not
all of the data read is needed. This improves performance because the bus system is
optimized for address-aligned transactions.

NOTE
When reading hardware registers, it is not always safe to read
extra bytes beyond the limits of the register due to potential side
effects. For example, a register at an adjacent address might
automatically clear itself when its contents are read. Although
SEC's DMA would not normally be directed to read hardware
registers, read-safe operation can be disabled if necessary (see
the RSE field in the DMA Control Register).

5.1.1.2 DMA interface write-safe transactions

A write-safe transaction is similar to a read-safe transaction in that it accesses a set of
memory locations even if not all of those locations need to be accessed. In the case of
write-safe transactions, SEC writes zeros to addresses past the targeted locations up to the
next data bus or burst address boundary, depending upon the offset within the cache line.
This improves performance because the bus system is optimized for cacheline-aligned
transactions.

SEC's DMA uses write-safe transactions only when the following conditions are all met:

* A SEQ STORE or SEQ FIFO STORE command is being executed.

* A SEQ OUT PTR command defined the sequence.

* The EWS (Enable Write-Safe) bit was set in the SEQ OUT PTR command.

* The total number of bytes written does not exceed the available buffer space.

Note that even when performing a write-safe transaction, SEC's DMA does not write
more bytes than was specified by the LENGTH field of the SEQ OUT PTR command
(plus any extensions to the length specified by SEQ OUT PTR commands with the PRE
bit set). If a SEQ OUT PTR command with the REW (Rewind) field set to 10b or 11b has
been executed, write-safe transactions are not performed unless output length counting
has been re-enabled via the DECO Control Register. Note that write-safe transactions can
be disabled if necessary (see WSE field in the DMA Control Register).
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5.1.1.3 DMA write-efficient transactions

In addition to “write-safe” transactions, the DMA interface also allows “write-efficient”
transactions to be used for updating Descriptors in memory. Most of the built-in protocols
utilize a Protocol Data Block (PDB) that is located within the Job Descriptor or Shared
Descriptor that contains the PROTOCOL OPERATION command. The PDB specifies
various options, but may also contain protocol state information (such as sequence
numbers) that must be updated for each protocol data unit that is processed. Any updates
that were made to portions of the PDB while the Descriptor was executing must be
written back to the Descriptor in memory once the Descriptor terminates so that the new
state information is available for subsequent executions of the same Descriptor. These
write-back operations are more efficient if the write transaction is aligned to data bus and
burst address boundaries. Write-efficient bus transactions (specified by STORE
command SRC values 45h and 46h) will write out more of the Descriptor Buffer than just
the updated portions of the Descriptor if this is both possible and more efficient.
Extending (either toward the beginning or toward the end, or both) the portion of the
Descriptor Buffer to be written out is considered possible if the extended portion contains
only the Shared Descriptor or only the Job Descriptor that must be updated. Extending
the portion of the Descriptor Buffer to be written out is considered efficient if this causes
the write transaction to be aligned to address boundaries that minimizes the number of
bus transactions. If extending the portion to be written is not possible or not efficient,
then the bus transactions associated with STORE commands using SRC values 45h and
46h will be identical to bus transactions associated with SRC values 41h and 42h.

Read-safe bus transaction Write-safe bus transaction Write-efficient bus transaction

Data bus or burst Data bus or burst
address boundary Data bus or burst address boundary
Data ignored address boundary Additiondl words of

after reading A descriptor written
Data that must back to*memory

A
Data that must be written .
Input Buffer be read Data v Descriptor

N A
or ¥ actually read Output 2 in Data that must
Descriptor buffer memory be updated
Data ignored Additional Os written

after reading )

A
Additional words of
Data bus or burst Data bus or burst descriptor written
address boundary address boundary back lo*memory

‘Data bus or burst
address boundary

Figure 5-1. Read-Safe, Write-Safe and Write-Efficient Bus Transactions

5.1.1.4 DMA bursts that may read past the end of data structures

SEC DMA accesses do not read a full burst if the read would need to cross a 4 Kbyte
address boundary. SEC also does not read a full burst from a Job Ring input or output
ring if it would need to read past the end of the ring. However, as illustrated in the figure
below, SEC may read past the end of a descriptor or scatter/gather table (SGT) when
fetching them because it does not know the length of the descriptor or SGT before issuing
the read transaction.
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Figure 5-2. DMA may read past end of descriptor or SGT

5.1.2 Register interface (IP bus)

SEC's register interface (32-bit IP bus) is used to read and write registers within SEC for
the following purposes:

Table 5-2. Summary of register interface uses

Purpose | For more information, see

During chip initialization time

To configure SEC, including initialization of the Job Rings,
Queue Manager Interface and AIOP Interface.

e Initializing Job Rings
* Initializing the Queue Manager Interface
* Initializing the AIOP interface

Change the default settings for SEC's AXI DMA interfaces Master Configuration Register (MCFGR) in the memory map
Configure RTIC Initializing RTIC

During normal steady-state operations
Manage SEC's Job Ring interface Job Ring interface

During hardware and software debugging

Read status registers and single-step descriptor commands * Register-based service interface
SEC Status Register

RNG TRNG Status Register
RNG DRNG Status Register
Holding Tank Status Register
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Table 5-2. Summary of register interface uses

Purpose For more information, see

Secure Memory Status Register
Job Ring Output Status Register
Job Ring Interrupt Status Register
CCB Interrupt Status Register
CCB Status and Error Register
CCB FIFO Status

DECO Operation Status Register

NOTE
Accesses to registers other than the DECO and CCB registers
must use full-word (32-bit) reads or writes. Reads and writes to
the DECO and CCB registers permit byte access.

5.2 SEC service interface concepts

SEC delivers cryptographic services through a set of interfaces optimized for different
use models (see Service interfaces). All service interfaces share a number of common
objects and concepts, which are explained in more detail in the subsections below.

5.2.1 SEC descriptors

SEC provides cryptographic services by executing a series of commands specified in
SEC descriptors. Each SEC descriptor is formed from SEC commands and embedded
data. The set of available commands includes conditional branches, loops, subroutine
calls, or jumps to other descriptors, as well as mathematical, cryptographic and data move
operations. Except as specified by the branch and call commands, the commands within
SEC descriptors normally execute in sequence until the descriptor has completed (or has
been aborted due to external management action). Descriptors cannot change their own
execution priority or directly affect the scheduling of other descriptors, but SEC
descriptors do have mechanisms to ensure coherency of data shared between descriptors.

SEC descriptors access input, output, and control data by means of memory addresses
and job-specific memory access control attributes, or, for jobs submitted via Job Rings,
job-ring-specific memory access control attributes. SEC descriptors also cannot allocate
or release buffers to/from buffer pools.

SEC implements different types of descriptors to address specific processing needs:

* Job Descriptor (JD) (see Job descriptors)
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Every SEC job is defined by at least one JD. The JD may be provided by the SEC
service user directly via the register-based service interface or via the Job Ring-based
service interface, or the JD may be created internally within SEC in response to a
service request from the Queue Manager Interface (QI) or the Advanced 10
Processor Interface (Al) or the Run-Time Integrity Checker (RTIC). It is also
possible for a JD to invoke a Shared Descriptor (SD) or to jump to another JD, which
allows a job to consist of an arbitrarily large number of commands and data objects.

* Shared Descriptor (SD) (see Shared descriptors)

SDs provide a mechanism to group and reuse instructions and data that are common
in the processing of more than one related job, e.g., processing protocol data units of
a network connection. A key feature of SDs is to select and coordinate sharing of the
descriptor information between multiple DECOs. Using SDs may also increase
performance by improving the probability of finding an SD within SEC that has
already been read for a preceding job requiring the same processing. While primarily
not intended for single, one-off jobs, it may be more efficient for DPAA2 software
using the QI or Al service interface to utilize SDs instead of Inline Job Descriptors
(IJDs) even for one-off jobs because the SD information does not need to be inserted
in the SEC input data stream (as would be required for 1JDs).

* Trusted Descriptor (TD) (see Trusted descriptors)

TDs are essentially the same as JDs, but they are cryptographically signed. When a
TD is presented for execution, SEC first checks the signature and executes the TD
only if the signature is correct. TDs are intended to ensure that special access
privileges are usable only by descriptors that are known to employ those privileges
properly. TDs would be created by trusted software (such as secure boot software or
a hypervisor), and then cryptographically signed to ensure that they were not altered
by untrusted software.

* Inline Job Descriptor (IJD) (see Using in-line descriptors)

IJDs are simply JDs that are made available to SEC through the input data stream.
JDs submitted via Job Rings may direct SEC to execute commands from an IJD at
any time using the SEQ IN PTR command with the INL option selected. QI-
generated and Al-generated JDs imply the service user's intent to execute an 1JD
from the absence of an SD specification (SD length is set to 0). In this case SEC is
directed to execute commands from an IJD starting at the first byte of the input data
stream and immediately after output and input data stream addresses are defined in
the internally generated JD. IJDs were originally intended for the processing of one-
off jobs or job variations in earlier first generation DPAA products where SEC users
could not select an SD on a per service request basis without also requiring the setup
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of dedicated queues. This limitation does not exist in DPAA?2, but IJDs remain
available to provide backward compatibility and reduce the need for software
updates.

* Replacement Job Descriptor (RJD and CRJID) (see Using replacement job
descriptors)

RJDs and Control RJDs (CRJDs) are intended to support job processing variations or
updates of immediate or state data defined in SDs. Both kind of RJDs replace the JD
that invoked them and can be executed either before or after the execution of the SD.
Thus RJDs and CRJDs provide the capability to permanently update or temporarily
change the processing defined by SDs. RIDs may be supplied with 2 methods: The
normal RJD is supplied inline (like the IJD) embedded in the input data stream.
Alternatively, a CRJD associated with a specific SD may be utilized. A CRJD must
be located in memory immediately following the SD. The execution of an RJD is
initiated with the SEQ IN PTR command by setting the RJD control bit. A CRJD
requires to additionally set the CTRL bit.

5.2.2 Job termination status/error codes

SEC reports the termination status of all' jobs, allowing software to determine whether
the descriptor completed normally, with warnings, or with an error. The reporting
mechanism always involves writing a job termination status word to memory. Depending
on the selected service interface, SEC may also update service interface status registers.

An all-zero status indicates that the job completed without warnings or errors. If a
warning or an error was encountered, the code in the source field of the status word
indicates which component within SEC detected the condition. The remaining status
word coding provides additional component-specific detail.

For jobs submitted through the Job Ring interface the job termination status is written to
the Job Ring Output Status register and to the output ring in the word following the
pointer to the completed job descriptor. The job termination status can be read from the
Job Ring Output Status register, but because the termination status of each newly
completed job will overwrite the previous job's termination status this mechanism is
primarily intended to support debug and ring management (for executing single jobs or
after the ring is halted). A selection of severe error conditions (potentially indicating
malicious users or software instability) is stored together with additional error and/or
access violation attributes in job-ring specific recoverable error record registers.

1. Receiving a frame descriptor with a non-0 ERR field on the Queue Manager Interface (Ql) is not reported as an error to
the service user but to the Management Complex (MC) to prevent infinite error reporting loops.
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For jobs submitted through the Queue Manager Interface (QI) or the Advanced 10
Processor Interface (Al) the job completion status is written to the FRC field in the
response/output frame descriptor returned to the user. If QI or Al detects an error, the
status word's source field is set to 5 or 1, respectively. A selection of severe error
conditions (potentially indicating malicious users or software instability) is stored
together with additional error and/or access violation attributes in the QI and Al status
and recoverable error record registers.

Besides the standardized job termination status format described above (and listed in
more detail in the table below) SEC also supports an optional, compressed, and 'self-
identifying' status word format for QI and Al users. In the compressed format the most
significant byte of the standard status word is shifted right by 8 bit (consuming reserved
space of the standard format status word). The vacated space in the status word is left
clear to indicate unconditional successful completion and coded as 83h for all other status
indications (errors or warnings). A self-identifying status code enables simplified
implementation of software that need to process errors or warnings from multiple sources
that are not guaranteed to report unique status codes. With the availability of the
compressed status format the most significant bit can be interpreted as a sign bit and
software can quickly identify whether any special handling is necessary. The less
significant 7 bits of the most significant byte are used to identify the source of the status
(SEC is assigned the unique code 3) and the remaining coding of the status word follows
the same principles as documented for the standard status word format. Al utilizes the
compressed status format by default. For backward compatibility with existing QI
software the compressed status format is by default disabled.

Table 5-3. Job termination status word

bits 31-28 bits 27-0
Source Source-specific error or warning codes
Oh
0000000h - No errors or warnings
(None)
bits 31-28 bits 27-8 bits 7-0
Source Reserved Error code
See QI (Source 5h) below.
1h Al and QI use the same error and warning codes. In
00000h addition, Al reports an AIOP Accellerator Proxy detected
(Al) error condition:
DFh - AAP read error
bits 31-28| bit 27 bit 26 |bits 25-16 bits 15-8 bits 7-4 bits 3-0
Source (JMP) (MLK) | Reserved (DESC INDEX) (CHAID) (ERRID)
2h See See 0000h |The number of Oh - CCB Oh - No error
1 2
(ccp) |footnote 7 footnote words from the start |4, - AESA (all modes of | 1h - Mode error
of the descriptor
AES) .
where the error was 2h - Data size error

Table continues on the next page...
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Table 5-3. Job termination status word (continued)

detected. In some 2h - DESA (DES and 3h - Key size error
gzsc?f? g;/lsor\:zlgf may | 3DES) 3h - (RNG) Instantiate error
4h - MDHA (MD5, SHA-1, . .
:ir:ﬁir: V\i/:;Sz:ue to SHA-224. SHA-256, g?ror(RNG) Not instantiated
9 ' SHA-384, SHA-512,
SHA-512/224, 4h - (PKHA) A size error

SHA-512/256) 5h - (RNG) Test instantiate

5h - RNG error
6h - SNOWf8 (SNOW 5h - (PKHA) B size error
encrypt/decrypt) 6h - (RNG) Prediction
7h - KFHA {8/9 Kasumi resistance error
encrypt{degrypt and 6h - Data out-of-sequence
authentication)

error
8h - PKHA (all public key 6h - (PKHA) "c" iis zero for
operations) ECC F2M

9h - CRCA (CRC

. 7h - (RNG) Prediction
processing)

resistance & test request
Ah - SNOWf9 (SNOW error

authentication) 7h - (PKHA) Divide by 0
Bh - ZUCE (ZUC encrypt/ |error

decrypt) 8h - (PKHA) Modulus even
Ch - ZUCA (zUC error

authentication) 9h - (DES) key parity error

9h - (RNG) Secure Key
Generation error

Ah - ICV check failed
Bh - Hardware error

Ch - (AESA) CCM AAD
size error

Ch - (RNG) Continuous
check error

Ch - Invalid key write

Dh - (CCB) Class 1 or class
2 CHA is not reset, or, a
second CHA of the same
class is selected prior to
resetting the first selection

Eh - (CCB) Invalid CHA
combination selected

Fh - (CCB) Invalid CHA
bits 31-28| bit 27 bit26 |bits 25-16 bits 15-8 bits 7-0
Source (JMP) (MLK) | Reserved (DESC INDEX) User-defined value

3h See See 0000h [The number of The value in the LOCAL OFFSET field of the JUMP
footnote 1 | footnote 2 words from the start |command is written into these bits of the termination
of the descriptor status word. The user is free to assign any interpretation
where the JUMP

(Jump
Halt User
Status)

Table continues on the next page...
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Table 5-3. Job termination status word (continued)

HALT Command to these bits, such as using them to distinguish among
was encountered. different instances of the JUMP command.
bits 31-28| bit 27 bit 26 |bits 25-16 bits 15-8 bits 7-0
Source (JMP) (MLK) | Reserved (DESC INDEX) Error Code
4h See See 0000h |The number of 00h - No error
(DECO) footnote ' footnote > words from the start 01h - SGT length error (The descriptor is trying to read

of the descriptor
where the error was
detected. In some
cases this value may
be off by one or
more words due to
timing issues.

more data than is contained in the SGT table.)

02h - Unused SGT entry error (Extension bit set in
unused SGT entry.)

03h - Job Ring Control Error (There is a bad value in the
Job Ring Control register.)

04h - Invalid Descriptor Command

06h - Invalid KEY Command

07h - Invalid LOAD Command

08h - Invalid STORE Command

09h - Invalid OPERATION Command

0Ah - Invalid FIFO LOAD Command

0Bh - Invalid FIFO STORE Command

0Ch - Invalid MOVE/MOVE_LEN Command

0Dh - Invalid JUMP Command (a non-local JUMP
Command is invalid because the target is not a Job
Header Command, or the jump is from a TD to a JD, or
because the target descriptor contains an SD)

OEh - Invalid MATH Command
OFh - Invalid SIGNATURE Command

10h - Invalid Sequence Command (A SEQ IN PTR or
SEQ OUT PTR Command is invalid or a SEQ KEY, SEQ
LOAD, SEQ FIFO LOAD, or SEQ FIFO STORE
decremented the input or Output Sequence length below
0. This error may result if a built-in PROTOCOL
Command has encountered a malformed PDU.)

11h - Skip data type invalid (The type must be Eh or Fh.)
12h - Shared Descriptor Header Error

13h - Header Error (Invalid length or parity, or certain
other problems.)

14h - Burster Error (Burster has gotten into an illegal
state.)

15h: Context Register Length Error. The descriptor is
trying to read or write past the end of the Context
Register. A SEQ LOAD or SEQ STORE with the VLF bit
set was executed with too large a length in the variable
length register (VSOL for SEQ STORE or VSIL for SEQ
LOAD).

16h - DMA Error
1Ah - Job failed due to Job Ring reset or RTIC error

Table continues on the next page...
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Table 5-3. Job termination status word

1Bh - Job failed due to transition to Fail Mode
1Ch - DECO Watchdog timer timeout error

1Dh - Error when copying key from another DECO (other
DECO's key registers were locked)

1Eh - Error when copying data from another DECO
(other DECO had unmasked descriptor error)

1Fh - ICID mismatch error (DECO was trying to share
from itself or from another DECO but the two Non-SEQ
ICID values didn't match or the "shared from" DECO's
Descriptor required that the SEQ ICID and TZ/SDID
values be the same but they aren't.)

20h - DECO has completed a reset initiated via the DRR
register

21h - Nonce error (When using EKT (CCM) key
encryption option in the FIFO STORE Command, the
Nonce counter reached its maximum value and this
encryption mode can no longer be used.)

22h - Leading meta data is too large for rewind operation

23h - Read Input Frame error (A read input frame was
attempted, but the protocol executed does not support it
or a SEQ IN PTR command has not been executed.)

24h - JDKEK, TDKEK or TDSK was needed, but value
has not yet been initialized.

25h - Error while prefetching
26h - A job has DECO select value for a different DECO

27h - Rewind input frame attempted but input buffers
already released

30h - DWORD load error
31h - DWORD store error
32h - Invalid PKCURVE Command

33h - Burster buffer reuse error (address or length went
negative)

80h - DNR (do not run) error (A Job Descriptor or Shared
Descriptor had the DNR bit set.)

81h - undefined protocol command
82h - invalid setting in PDB

83h - Anti-replay LATE error

84h - Anti-replay REPLAY error

85h - Sequence number overflow
86h - Invalid signature

87h - DSA Sign lllegal test descriptor

Table continues on the next page...
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Table 5-3. Job termination status word (continued)

88h - Protocol Format Error (A protocol has seen an
error in the format of data received. When running RSA,
this means that formatting with random padding was
used, and did not follow the form: 00h, 02h, 8-to-N bytes
of non-zero pad, 00h, F data.)

89h - Protocol size error

8Ah - Key not written before start of protocol
8Bh - IPsec decap CE DROP (ECN issue) error
8Ch - RFKG P & Q upper 100 bits the same
8Dh - RFKG computed D too small

8Eh - RFKG PDB and computed N sizes differ
C1h - Undefined Blob mode

C4h - Black Blob key or input size error

C5h - Invalid key destination in blob command
C8h - Trusted/Secure mode error in blob command
CAh - LTE C-plane ICV error

FOh - Warning: Descriptor completed normally, but IPsec
TTL or hop limit field either came in as 0, or was
decremented to 0

F1h - Warning: Descriptor completed normally, but HFN
matches or exceeds the Threshold

F2h - Warning: IPsec padding check error found

FFh - Warning: Output frame length rollover

bits 31-28 bits 27-8 bits 7-0
Source Reserved Error code
5h 0000h OFh - no error
(Qly 1Fh - job terminated by FQ or ICID flush

20h - FD format error

21h - FD command format error

23h - FL format error

25h - Control RJD specified in FD but not enabled in FLC

30h - max buffer size too small (allocate mode, single
buffer format)

31h - DHR exceeds max buffer size (allocate mode,
scatter/gather format)

32h - SGT exceeds max buffer size (allocate mode,
scatter/gather format)

33h - size over/underflow (allocate mode)
34h - size over/underflow (reuse mode)

35h - length exceeds max short length (allocate mode,
scatter/gather format)

Table continues on the next page...
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Table 5-3. Job termination status word (continued)

36h - memory footprint exceeds max value (allocate
mode, scatter/gather format)

41h - SBC frame format not supported (allocate mode)

42h - pool 0 invalid or pool 1 size less than pool 0 size
(allocate mode)

43h - annotation output enabled but ASAR=0 (allocate
mode)

44h - unsupported or reserved frame format or SGHR=1
(reuse mode)

45h - DHR correction underflow (reuse mode, single
buffer format)

46h - annotation length exceeds offset (reuse mode)

48h - annotation output enabled but ASA is limited by
ASAR (reuse mode)

49h - data offset correction exceeds input frame data
length (reuse mode)

4Bh - annotation output enabled but ASA cannot be
expanded (frame list)

51h - unsupported IF reuse use mode

52h - unsupported FL use mode

53h - unsupported RJD use mode

54h - unsupported inline descriptor use mode

COh - table buffer pool 0 depletion

C1h - table buffer pool 1 depletion

C2h - data buffer pool 0 depletion, no OF allocated
C3h - data buffer pool 1 depletion, no OF allocated
C4h - data buffer pool 0 depletion, partial OF allocated
C5h - data buffer pool 1 depletion, partial OF allocated
DOh - FLC read error

D1h - FL read error

D2h - FL write error

D3h - OF SGT write error

D4h - PTA read error

D5h - PTA write error

D6h - OF SGT F-bit write error

D7h - ASA write error

E1h - FLC[ICR]=0 ICID error

E2h - FLC[ICR]=1 ICID error

E4h - source of ICID flush not trusted (BDI = 0)

FOh - misdirected frame error (Al only)
bits 31-28 bits 27-12 bits 11-8 bits 7-0

Table continues on the next page...
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Table 5-3. Job termination status word (continued)

Source Reserved NADDR Error code
6h 0000h Number of descriptor|00h - No error
. addresses requested . .
(Job Ring) for error code 1E, 1Eh - Error reading the Descriptor address
otherwise Oh 1Fh - Error reading the Descriptor
bits 31-28| bit 27 bit 26 |bits 25-16 bits 15-8 bits 7-0
Source (JMP) (MLK) | Reserved (DESC INDEX) (COND)
7h See See 0000h [The number of PKHA/Math condition codes field from JUMP HALT
footnote 1 | footnote 2 words from the start |Command.
(Jump h
Halt with of the descriptor
Condition where the JUMP
HALT Command
Codes)
was encountered.

1. If JMP = 1, the descriptor made a jump to another descriptor. When this bit is 1, the DESC INDEX field will contain the
index into the descriptor that was jumped to rather than into the original descriptor.

2. Memory Leak. If MLK=1 a memory leak has occurred due to an error that prevents user requested buffer releases, i.e., this
condition can only be detected for jobs generated by Ql or Al.

5.2.3 Frames and flows

SEC borrows the term ‘frame’ from network protocols. A frame simply refers to some
number of sequential bytes that are usually, but not necessarily, part of a segmented byte
stream and delimited by implicit or explicit start and end markers. Explicit markers are
formed by so-called protocol headers and/or trailers of protocol-specific length including
a possible length of 0. Implicit markers are out-of-band information defining where frame
data starts and ends. For SEC the meaning of a frame is generalized to also include
designated space into which SEC-generated frame data can be stored, as well as data that
is completely unrelated to networking protocols, e.g., a piece of program code that needs
to be cryptographically signed or a sequence of SEC-generated random data.

While frames define a logical sequence of bytes, the frame data itself does not need to be
necessarily stored in a single, contiguous region of memory (also referred to as a buffer).
Segmented, multi-buffer frames can be formed by utilizing scatter/gather tables (stored in
additional buffers) where table entries are used to keep track of frame segment address,
offset, length, and other segment attributes. For details see Scatter/gather tables (SGTs).

A SEC flow simply refers to a sequence of two or more frames requiring the same kind
of processing. Whether the frame data is stored in single buffer frames, multi-buffer
frames, or a mix of both is irrelevant. The key criteria of a flow is that all frames are
processed in the same fashion. Some flows require that the frames be processed in a
specific order. By using shared descriptors, SEC can control the order in which frames
are processed and delivered to the service user by selecting an appropriate sharing type.
For details see Shared descriptors.
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5.2.4 Frame descriptors and frames

A Frame Descriptor (FD) is a standardized Data Path Acceleration Architecture (DPAA)
data structure used to pass information between services users and service providers. The
FD may convey input and/or output data, output data buffers, as well as context data, how
input data should be or has been processed, service user-controlled data access attributes,
and a number of controls to support FD queuing options, congestion and buffer
management, user data stashing and tracing of FDs for debug and performance analysis.
For a detailed generic description of FDs see the DPAA overview chapter of your SoC
reference manual.

As described in Frames and flows, a frame refers to a defined sequence of bytes and a
SEC FD may convey 0, 1, or 2 frame definitions. A frame in an FD is either defining
input data to be consumed, output buffer(s) to be filled, output data that has been
produced, or combinations thereof. The frame specific information of the FD may refer to
a single or a multi-buffer frame structure and identifies the context data a recipient may
need to process the frame data or status information on how the data was processed.

The Queue Manager Interface and the Advanced IO Processor Interface of SEC support 4
different types of FDs:

* FDs with no input or output frame specification
* Single frame input and/or output FDs

* Two-entry input/output list FDs

e Management command FDs

and 2 types of frames:

* Single buffer frames
e Multi-buffer frames

For detailed information on SEC FDs see Frame descriptors

5.2.5 Frame descriptor flow and flow context

For SEC services provided through QI or Al, a flow refers to two or more Frame
Descriptors (FDs) utilizing the same context to process frames. Whether FDs are
providing one or two frames (or no frame at all) or whether the frame data is stored in
one or multiple buffers is irrelevant. The key criteria of such flows is that all FDs of the
flow are processed with the same SEC descriptor(s) and flow context data or controls.
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A SEC flow context consists of one or more data structures used to define flow specific
frame processing parameters. In all use cases the flow context precedes an optional, but
usually present, Shared Descriptor (SD). A SEC flow context defines information in the
following categories:

* Data and job processing attributes to optimize frame data access and job scheduling

* Input buffer reuse, release and output buffer allocation controls

* Annotation data pass-through and error handling controls

» User context, user context access, and stashing controls for response/output FDs

» Additional queue and resource access controls for multi-partition use cases (optional)
* An optional, but usually present SD and the SD length (0 if SD is not present)

* An optional Control Replacement Job Descriptor (CRID)

For detailed information on SEC flow contexts see Flow Context.

5.2.6 Buffer allocation, release, and reuse

One of the key functions of the SEC flow context is to define how frame input and output
buffers are managed. In combination with frame descriptor attributes, SEC provides the
following options:

» SEC service users may use two-entry input/output frame list descriptors to provide
both input and output frames. This enables the user to fully control both the input and
the output buffer structures (and bypass any SEC buffer management limitations).
Note, this approach may also be utilized to reuse part or all of the input buffers as
output buffers. In this case it is the user's responsibility to provide enough output
buffer space to hold the output data produced by the requested SEC service and
ensure that SEC output does not destroy any input data needed to produce the output
data before it can be consumed by SEC.

* SEC service users may use a flow context configuring SEC buffer management for
reusing the user's input buffer structure for output data. The same user
responsibilities apply as listed in the two-entry input/output frame list descriptor
option described above.

» SEC service users may use flow context parameter settings and configure SEC buffer
management to optionally release input buffers to their associated buffer pool,
allocate output buffers from up to two user-defined buffer pools, and form a variety
of output frame structures. In this use case it is the user's responsibility to maintain a
sufficient amount of output buffers in the utilized buffer pool(s).

For detailed information on SEC buffer management options see Flow Context.
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5.2.7 User data access control and isolation

SEC supports user data access control and SEC-service user isolation through its ability
to use service interface-specific Isolation Context Identifiers (ICIDs) and Access
Management Qualifiers (AMQs) to tag all related memory and DPAA resource
transactions. The ICID/AMQ tag is utilized by the SMMU as a Stream ID to select table
entries that define system software enforced address validity checking, optional address
and attribute translation as well as other SMMU functions. For details see the SMMU
chapter of your SoC reference manual.

SEC can be configured to assign different tags for input, for output, and for control and
context data when performing associated memory accesses or utilizing shared DPAA
resources like buffer pools and queues. Control data refers to any SEC instructions or
data utilized to process an input data stream in order to produce an output data stream or
to just output status (e.g., an indication that the signature of some input data is correct).
Depending on the selected service interface and user application, access to SEC-utilized
memory and other DPAA resources is managed by up to three ICIDs and AMQs.

When accessing memory the Job Ring, RTIC and register service interfaces are limited to
one set of AMQ and ICID values defined by a trusted management entity in interface-
specific SEC registers.

The SEC Queue Manager service Interface (QI) and Advanced IO Processor service
Interface (AI) support three sets of AMQs and ICIDs. The values of these access control
attributes as well as an AMQ Usage Control (AUC) are passed to SEC over the service
interface to specify how AMQs and ICIDs are applied to input, output, and/or control
data.

The SEC QI receives the set of AUC, AMQs, and ICIDs for up to 3 Frame Descriptors
from a single queue in the so-called dequeue summary information. SEC's Al receives
the same type of information for each Frame Descriptor in the Frame Descriptor transfer
attributes. The ICID set of AUC, AMQs and ICIDs always originate from the Queue
Manager's or AIOP's access control attributes, which are configured by a trusted
management entity.

For a more detailed description of single- and multi-partition resource access applications
and associated use limitations see Multi Partition Resource Access Restriction Summary.

5.3 Service interfaces

SEC services may be invoked via the following types of service interfaces:
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» A Register-based service interface
* A Job Ring interface
* A Queue Manager Interface (QI)
* An Advanced IO Processor Interface (Al)
* A Run-time integrity checker (RTIC)

The register-based interface is primarily intended for management entities to use for
simple one-off jobs during startup, run-time testing of SEC functionality, or debugging
SEC descriptors. It is not intended for repetitive or high throughput activities.

The Job Ring interface provides single user/driver job queuing, job completion interrupt
services, and support for dynamic service interface virtualization via a software
management entity. SEC implements 4 Job Ring interfaces that can be independently
assigned (and re-assigned) to different users. This service interface type is primarily
intended to be (at least temporarily) assigned to either the Arm TrustZone (TZ), system
management entities or application entities. Note that creating trusted descriptors can
only be accomplished via the Job Ring interface.

QI provides efficient sharing of SEC service for all users having access to a Queue
Manager portal and an assigned frame queue pair linking the portal to SEC. Once these
conditions are met a bi-directional data path is enabled for service requests and responses
between a user and SEC. In this use mode the Queue Manager provides access attributes
for input, output, and control (context) data associated with the service request and
response. The user's service request identifies the data including details about data buffer
locations and how the data is to be processed. Optionally, the SEC service user may
utilize queues that convey access attributes for input, output and control data stored in
different user domains.

Al provides low-latency SEC service to all Advanced IO Processor (AIOP) tasks through
an adaptive resource reservation mechanism and direct access to a dedicated set of SEC
internal job staging slots. Al supports the same input, output, and control data access
capabilities as QI, including the option to access the 3 types of differentiated SEC data
from up to 3 different partition/user domains.

Jobs can also be internally initiated by SEC's RTIC submodule. RTIC is typically
configured at startup (and optionally reconfigured thereafter) by a trusted or privileged
management entity, and then operates autonomously, periodically submitting specialized
SEC descriptors to the job queue controller.
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5.3.1 Job Ring interface

The Job Ring interface is a software job programming interface. For each job submitted
to SEC, software must create a job descriptor that explicitly describes the data to be
processed and the keys and context to be used for the processing (see Job descriptors). In
most high-speed networking products the Al and the QI submit the majority of job
descriptors executed by SEC (see Queue Manager Interface (QI) and Advanced 10
Processor Interface (Al)), but the Job Ring interface may be used to create security
associations and perform other one-time cryptographic operations.

SEC implements 4 Job Ring interfaces. Each Job Ring interface provides an input ring
for job descriptors and an output ring for results. This queuing mechanism allows
software to schedule multiple SEC jobs for execution and then retrieve the results as
convenient. The input rings and output rings are implemented as circular buffers (also
called rings) that are located in system memory.

The entries in the input rings are pointers to job descriptors that are located elsewhere in
memory (see Address pointers). Each entry in an output ring consists of a pointer to a job
descriptor followed by a job termination status word (see Job termination status/error
codes). They may also be followed by a word containing the number of bytes written by
SEQ STORE and SEQ FIFO STORE commands during the descriptor's execution (see
INCL_SEQ_OUT field in the Job Ring Configuration Register). The job descriptor
pointers in the output rings allow software to correlate result status with the particular job
descriptor that SEC executed to produce that result.

5.3.1.1 Configuring and managing the input/output rings, overview

Software configures the input and output rings and then manages them jointly with SEC.
The following table describes the uses of the input and output ring registers:

Table 5-4. Input/output ring registers

Register Description

Input/Output Ring Base Address |Describes the base address of the ring buffer, which must be a multiple of four bytes
Register

Input/Output Ring Size Register |Describes the size of the ring buffer measured in the number of entries

Input Ring Jobs Added/Output Tells SEC how many jobs software placed in the input ring or removed from the output
Ring Jobs Removed Register ring

Input Ring Slots Available/Output | Tells software how many spaces are available to add jobs to the input ring or how many
Ring Slots Full Register jobs are in the output ring ready for software processing

Input Ring Read Index Points to the head of the queue within the input ring, that is, where SEC finds the next job
descriptor to read from the Job Ring

Output Ring Write Index Points to the tail of the queue within the output ring, that is, where SEC places the results
of the next completed job descriptor for that Job Ring

Table continues on the next page...
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Table 5-4. Input/output ring registers (continued)

Register Description

Job Ring Configuration Register |Used to configure Job Ring interrupts and select whether the optional sequence out length
word appears in Output Ring entries

Figure 5-3 shows an example input ring and output ring. The physical ring buffers are
shown in the boxes on the right. The logical queues located within these ring buffers are
shown in shaded boxes to the left. Each input ring entry consists of a pointer to a job
descriptor. Each output ring entry consists of a pointer to a job descriptor followed by a
32-bit word indicating the job completion status.

In this example, jobs 10 through 15 are in the input ring waiting for SEC to process them.
The results for jobs 4 through 8 are in the output ring, waiting for software to retrieve
them. SEC has removed job 9 from the input ring, but has not yet written the results to
the output ring. Old entries that have not yet been overwritten are shown in italics.

Note that job 7 completed ahead of job 6. In versions of SEC that implement more than
one DECO, it is possible for jobs submitted through the same Job Ring to complete out of
order. See Order of job completion.
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Figure 5-3. Input and output ring example

5.3.1.2 Managing the input rings

For the input ring, software is the producer, meaning that software

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
122 NXP Semiconductors




L __________________________________________________________________________________4
Chapter 5 SEC hardware functional description
* Writes descriptor addresses into the job descriptor queue within the input ring.
* Writes the number of new jobs to the Input Ring Jobs Added Register

The address added to the input ring must point directly to the start of a job descriptor, not
to a scatter/gather table. A job descriptor queue entry is determined by the size of a
pointer, as specified in the PS field of the MCFGR Register (one word for 32-bit pointers,
two words for 49-bit pointers). (See Address pointers.) Software maintains its own write
pointer for the input ring, and SEC does not have direct access to that pointer.

For the input ring, SEC is the consumer, meaning that it increments the Input Ring Slots
Available Register upon pulling descriptor addresses out of the queue. When software
writes a new value to the Input Ring Jobs Added Register, SEC decrements the Input
Ring Slots Available Register by the value that was written by software. SEC maintains a
read index that it increments as it reads jobs from the input ring.

5.3.1.3 Managing the output rings

For the output ring, the roles are reversed from the input ring. SEC is the producer and
software 1s the consumer.

* When SEC adds completed jobs to the output ring within the Job Ring, it increments
the Output Ring Slots Full Register, which tells software how many results are
available for software to retrieve. An interrupt may or may not be generated,
depending upon the Job Ring configuration at the time (for more details, see
Asserting Job Ring interrupts).

* When software removes jobs from the output ring for processing, it writes the
number of jobs removed to the Output Ring Jobs Removed Register. SEC
decrements the output ring slots full value by the new value that software wrote to
the Output Ring Jobs Removed Register.

Note that each entry in the output ring consists of a job descriptor address and a job
termination status word. See Job termination status/error codes for the format of this
status word. Therefore, the size of an entry in the output ring is the size of a pointer plus
one word for status, plus an optional word containing the output sequence length. SEC
maintains an output ring write index that it increments as it places completed jobs and
status into the output ring. Software can read this register to determine the current tail of
the output ring.

Note that it is possible for a bus error to occur when the job queue controller is writing
the completion status to the output ring. This results in an error code type 1 indication for
that particular Job Ring. The correct response to any Job Ring error code 1 indication is
to perform a Job Ring reset (See Job Ring Command Register RESET field), a software
SEC reset or a power on reset. If a Job Ring reset is performed, it will clear all registers
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for that particular Job Ring except the REIR, IRBAR, IRSR, ORBAR, ORSR, and
JRCFGR registers. The REIR registers should be manually reset after a Job Ring reset.
The IRBAR, IRSR, ORBAR, ORSR, and JRCFGR registers can be reprogrammed or not,
as appropriate, after a Job Ring reset.

5.3.1.4 Controlling access to Job Rings

Access to a Job Ring can be restricted to a particular software entity because each Job
Ring's registers are in a separate register address page. An OS or a hypervisor can enforce
the restrictions by means of a memory management unit.

A process with permission to access a particular Job Ring's registers can:

* Schedule jobs for SEC by writing the address of a job descriptor or trusted descriptor
at the tail of the queue within the input ring.

 Retrieve job completion status by reading the entry at the head of the queue within
the corresponding output ring.

Each Job Ring can be configured so that SEC's DMA asserts different ICID values when
executing jobs on behalf of that Job Ring. This allows slave devices or chip-level
memory management units to make memory access control decisions based upon the Job
Ring from which the job was initiated.

5.3.1.5 Order of job completion

Job descriptors submitted through different Job Rings are not guaranteed to complete in
the order they were submitted by software, even if they reference the same shared
descriptor and use SERIAL or WAIT sharing. (See Shared descriptors for details about
shared descriptors and sharing concepts).

As shown in the example in Figure 5-3, it is possible for results to be written into the
output ring in a different order than the order in which the corresponding jobs appear in
the input ring (see jobs 6 and 7, where 7 is a short job submitted after 6, which requires
more processing time). Because jobs are assigned to DECOs as the DECOs become
available, successive job descriptors generally execute in parallel in different DECOs.
Therefore, the order of job completion is affected by the time required to process the
data, the presence of a shared descriptor, and the sharing mode.

The only way to guarantee that jobs input on a single Job Ring complete in the order they
were added to the input ring is to both:

» Have those jobs reference a shared descriptor
* Set the SERIAL sharing bits in the descriptor headers.
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Note that the majority of the processing information can be included in the job descriptor
with the shared descriptor enforcing serialized processing.

WAIT sharing can be used if all that is required is to guarantee that certain commands in
one job are complete before another job is started. Types of sharing and impact on job
completion ordering are further described in Specifying different types of shared
descriptor sharing.

5.3.1.6 Initializing Job Rings

Minimal configuration for SEC operation using the Job Ring interface requires
initializing at least one Job Ring by specifying the base addresses for the input ring and
output ring and the size of these rings (see the Input Ring Base Address Register
(IRBAR), the Output Ring Base Address Register (ORBAR), the Input Ring Size
Register (IRSR), and the Output Ring Size Register (ORSR)). Most cases (with the
possible exception of debugging with test data in use) also require specifying the ICID,
PL and BMT values associated with the Job Ring (see the JRalCID register). These
values should be configured by a trusted SoC / ring management entity. The job Rings
can also be configured for whether to include the optional sequence out length word in
the Output Ring entries (see Job Ring Configuration Register (JRCFGR) ).

5.3.1.7 Job Ring Registers

If the Job Ring is allocated to TrustZone SecureWorld, the Job Ring registers associated
with this ring can be written only via a TrustZone secure bus transaction. Nonsecure
writes to Job Ring registers owned by Trustzone SecureWorld will be ignored.

When virtualization is enabled (VIRT_EN=1 in the Security Configuration register), the
Job Ring registers in pages 1...4 can be written only if the corresponding Job Ring has
been "started", that is, the JRSTARTR[Start_JR] bit for that Job Ring is 1. Conversely,
the Job Ring configuration registers in page O (for example, the JRaICID register) can be
written only if the Start_JR bit for that Job Ring is 0. The Job Ring registers are reset
when the Job Ring is stopped and virtualization is enabled, in order to prepare the Job
Ring for a new owner. The input ring slots available, input ring read index, output ring
slots full and output ring write index registers are read-only when virtualization is
disabled. These registers are writable when virtualization is enabled.

For the Job Ring register descriptions, see IRBAR and the following register descriptions.
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5.3.1.8 Asserting Job Ring interrupts

To notify the driver software that job results are available from the Job Ring, each Job
Ring interface asserts an interrupt request on a shared interrupt request line. Note that the
software context switch overhead could have a severe performance impact if interrupts
were asserted for every job completion. Therefore, SEC supports a configurable interface
that allows the driver to specify how full the output ring can be before SEC generates a
job completion interrupt request. To prevent any job from waiting too long for software
completion processing, the driver can also specify a time out value. This value allows
SEC to generate an interrupt if job results are available and too much time has elapsed
since software last removed any completed jobs from the output ring. These values are
programmed via fields described in the Job Ring Configuration Register (JRCFGR).

The Job Ring interrupt does not clear automatically when jobs are removed from the
output ring. Software must clear the interrupts by writing to the Job Ring Interrupt Status
Register. Note that one or more additional jobs can complete while software is clearing
the interrupt. Depending on the interrupt coalescing settings, an additional interrupt may
immediately be generated for these newly completed jobs.

5.3.2 Queue Manager Interface (Ql)

QI is a high performance, flow-oriented job execution interface used in devices
implementing the Data Path Acceleration Architecture (DPAA). Once initialized and
enabled, QI performs the following functions:

* Request and receive (dequeue) frame descriptors from QMan for processing
* Acquire buffers from the Buffer Manager (BMan) for output data (optional)
» Prepare data for processing by assembling a job descriptor

* Pass the job descriptor to the job queue controller for job scheduling

e Receive job completion status from a descriptor controller (DECO)

» Release input frame buffers (optional)

» Send (enqueue) frame descriptors with processing results to QMan

In contrast to the Job Ring interface, which requires the dedication of a Job Ring to a
relatively small group of select users, all users can be given access to a shared SEC by
providing services via DPAA frame descriptors exchanged with SEC in user-dedicated
queues. Frame queues are initialized with a user identity and resource access attributes
authorizing access to the user's resources. The frame descriptor provides a pointer to a
SEC Flow Context (FLC) typically followed by an optional but usually present shared
descriptor that may supply session keys, context, and other processing instructions. Every
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frame descriptor enqueued to SEC is processed according to the information in the FLC
and the shared descriptor. For more information, see Flow Context and Shared
descriptors.

From an application software perspective, mapping a security processing flow to a frame
queue is an infrequent occurrence, corresponding to establishment or refresh of a security
session, e.g. an Internet Key Exchange (IKE) establishing an IPsec tunnel. The enqueuing
of frame descriptors to the right frame queue, SEC's dequeue and processing of the data
associated with those frame descriptors, and SEC's return of the frame descriptors to
software corresponds to a data path.

Refer to the DPAA overview chapter of your SoC reference manual for a comprehensive
explanation of frame queues and frame descriptors. Refer to the DPAA reference manual
for your SoC to see a detailed description of Queue Manager and Buffer Manager. For an
abbreviated discussion of these topics relevant to SEC, see Frame queues, frame
descriptors, and buffers.

QI is usually configured and enabled during system initialization, but can be stopped,
resumed, and (re-)configured later. The specific mandatory configuration steps are
described in Initializing the Queue Manager Interface.

5.3.2.1 Requesting and receiving frame descriptors from QMan

In response to each dequeue command, QMan sends QI one to three frame descriptors
from a selected frame queue. The number of requested frame descriptors is determined by
QI's configuration (see the Queue Interface Dequeue Configuration Register (QIDQC)
for details). However, it is the QMan programming that controls the choice of frame
queues and frame descriptors in response to the dequeue request, not the configuration of
the QI.

The QI uses a QMan mechanism called subportals to ensure that QMan selects frame
descriptors from different frame queues. Each dequeue command specifies a subportal
ID. When issuing these commands QI uses as many subportal IDs as the number of job
queue holding tanks. This allows SEC to process frames from more than one queue
simultaneously, increasing opportunities for parallel processing. If jobs from a few frame
queues were to fill up all available job slots QI might not be able to fill all the holding
tanks in the job queue controller, possibly resulting in idle DECO resources and
decreased throughput. To avoid this condition QI limits the number of outstanding
dequeue requests for any subportal to one, and it does not issue a request for a subportal
if the number of jobs from the subportal equals or exceeds the threshold defined by the
SPECNT field in the QIDQC register.
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In response to each dequeue request, QMan sends QI one to three frame descriptors and
summary information applying to all dequeued frames:

* Number of Frames dequeued
* Dequeue response (input) frame queue ID (IFQID)
* Dequeue response Bypass DPAA Resource Isolation (BDI)
* Dequeue response Isolation Context ID (ICID)
* Dequeue response Privileged Level (PL)
* Dequeue response Frame Queue Descriptor Context Format (FF)
* Dequeue response Frame Queue Descriptor Context (FQD_CTX)
* Enqueue response (output) frame queue ID (RFQID) - conditionally used
* Access Management Qualifier (AMQ) Usage Control (AUC)
* Isolation Context ID 2 (ICID_2) - optional
* Isolation Context ID 3 (ICID_3) - optional
* Privileged Level 2 (PL_2) - optional
* Privileged Level 3 (PL_3) - optional
 Security Domain ID (SDID) - optional

The optional and conditional information elements are interpreted and utilized dependent
on the settings of the FF and AUC.

1. f AUC =0:
* Input ICID = ICID, input PL. = PL
e Control ICID = ICID, control PL = PL
* Output ICID = ICID, output PL. = PL.
 If (FF == 0) SDID = ICID, else (FF == 1) SDID = ICID_3
* Response (error) / output FQID = RFQID
* All unreferenced optional parameters are not utilized

2. fAUC=1:
e Input ICID = ICID, input PL = PL.
e Control ICID = ICID, control PL = PL
* Output ICID = ICID_2, output PL = PL_2
 If (FF == 0) SDID = ICID, else (FF == 1) SDID =ICID_3
* Response (error) FQID = RFQID, Output FQID = FLC.OFQID
 All unreferenced optional parameters are not utilized

3. f AUC =2:
e Input ICID = ICID, input PL = PL
* Control ICID = ICID_2, control PL = PL._2
* Output ICID = ICID_2, output PL = PL_2
* If (FF == 0) SDID = ICID, else (FF == 1) SDID = ICID_3
* Response (error) FQID = RFQID, Output FQID = FLC.OFQID
 All unreferenced optional parameters are not utilized

4. If AUC =3:
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e Input ICID = ICID, input PL = PL.
e Control ICID = ICID_2, control PL = PL_2
* Output ICID = ICID_3, output PL = PL_3
 If (FF == 0) SDID = ICID, else (FF == 1) SDID = FLC.SDID
* Response (error) FQID = RFQID, Output FQID = FLC.OFQID

5.3.2.2 Building job descriptors for Ql jobs

QI uses the QMan dequeue summary information and the frame descriptors to build an
internal job descriptor for each job. The summary information is primarily used to direct
responses and provide isolation and bus access attributes to input and output frame
buffers as well as frame processing control and context data structures. For most
purposes, SEC hardware does not distinguish between job descriptors created by software
and submitted to SEC through the Job Ring interface and job descriptors created by QI
using dequeue information. The term Job Descriptor (JD) is used generically when
describing processing instructions or embedded data utilized by SEC to process jobs.

Information for each job, including the input and output frame addresses, is stored in job
buffers internal to QI. Job buffers are used to save all data needed to build a job
descriptor, maintain processing status, track job order, and eventually return (enqueue)
output to QMan.

On every cycle QI performs the following:

1. Searches its list of jobs waiting for transfer to the job queue controller
2. Determines each job's eligibility for transfer

3. Assigns selection priorities based on several criteria

4. Selects the next job, if any, for transfer

Priorities are assigned to eligible jobs to maximize sharing and throughput. QI builds the
job descriptor for the selected job and notifies the job queue controller that the job is
ready for transfer into an available holding tank.

5.3.2.3 Controlling Ql access to frame queues and data

The use of frame queues in DPAA allows a large number of user software processes to
share SEC. Users are prevented from directly accessing each other's private memory
space through proper configuration of the CPU MMUs. When processing a job on behalf
of a user process, SEC is prevented from accessing the private memory of other processes
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by means of the System Memory Management Unit (SMMU) and one or more ICID
values assigned to each job. A general description of ICID usage in DPAA can be found
in the DPAA overview chapter of your SoC reference manual.

The dequeue response summary information associated with a frame descriptor dequeued
from QMan specifies up to 3 sets of ICIDs and associated access attributes (PL and
BMT) as well as a usage control code (AUC). Depending on the AUC value in the
summary information, one to three ICID and attributes value sets may be used to access
either input, output, or control data (or multiple data types). Control data includes the
FLC, an optional, but usually present SD, and an optional CRJD. When QI reads the
FLC, it uses the control ICID and its associated access attributes. If the frame format is a
frame list, QI reads and writes the frame list table using the input ICID and its associated
access attributes. For accesses to the output frame, QI uses the output ICID and its
associated access attributes. The three ICIDs and access attribute sets are passed with the
job from QI to the job queue controller and DECO so that the appropriate ICIDs and
attributes can be used by those processors for their memory accesses.

For information on how to configure ICIDs, access attributes, and AUC values passed to
QI in the dequeue summary information and frame descriptor, see the QMan chapter in
the DPAAZ2 reference manual.

5.3.2.4 Tracking the completion order of Ql jobs

QI uses ordered lists to track the dequeue order of jobs with the same FLLC address and
associated memory access attributes. When job processing is done, QI uses the lists to
enqueue jobs with the same FLC address in the same order they were dequeued.

When a DECO notifies the QI that a job has finished, QI checks the appropriate list to
determine whether the job is the oldest job with that FLC address. If so, QI enqueues the
job's frame descriptor. Otherwise the enqueue is delayed to maintain order. Under normal
operating conditions (except system error or invalid queue IDs) QMan will not reject
SEC enqueues.

See the Queue Manager section of the reference manual for a discussion of the hardwired
settings of the SEC Direct Connect portal (DCP). QMan must be configured by software
to select an error queue to store frames of SEC's rejected enqueues.

5.3.2.5 Initializing the Queue Manager Interface
Configuring and enabling QI requires initializing:
* Queue Interface Dequeue Configuration Register (optional)

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
130 NXP Semiconductors




L __________________________________________________________________________________4
Chapter 5 SEC hardware functional description
* Queue Interface Configuration Register (optional)
* Queue Interface Control Register (at a minimum enable dequeues)

Additional QI registers are accessible through the SEC register interface to assist with
debugging.

Note that in addition to the SEC QI configuration, at least two frame queues must be
initialized in QMan so that software can enqueue frame descriptors to SEC, and SEC can
enqueue results back to software.

5.3.2.6 Done/error notification for Ql jobs

There are no user-observable SEC interrupts associated with QI. QI is utilized through
QMan portals and queues. For all jobs handled by QI, completion and error status is
indicated in the 32-bit FRC field of the response frame descriptor SEC sends to QMan.
The most-significant four bits of this field identify where the error was detected within
SEC. For example, the value 'S' indicates that QI detected the error and '4' indicates that
DECO detected the error. The remaining bits provide more specific status details. See
Table 5-3 for a complete list and formatting of error codes. If the RSIDE bit in the QI
Configuration Register (QICFG) is set and the job completion status is non-zero, the 32-
bit code is reformatted to include a SEC identifier. A description of this alternate format
and an explanation for its use is provided in Job termination status/error codes.

While there are no user-observable QI interrupts, QI reports a small set of potentially
severe, but recoverable errors via interrupts to the device Management Complex (MC).
The reporting of such errors is intended to support the detection of system instability or
malicious users. The following error conditions are reported and detailed error
information is latched for debug and management consumption in the QI Recoverable
Error Interrupt Registers (REIRxQI):
* Memory access errors with specific transaction details, including address, attributes,
and SEC internal block details
e SEC-detected, ICID-related, FLC access violations for multi-ICID use cases
» Misdirected frame errors where the ERR field of the dequeued frame descriptor is
non-0.

For more information on QI error handling associated with frame queue and frame
descriptor operations, see Frame descriptor error handling.

During job processing, SEC produces job-specific annotation that QI will write to the
ASA section of the output frame if enabled by EAO=1 in the Flow Context. This
annotation 1s comprised of a 2-byte checksum and a 4-byte encrypted/decrypted byte
count. The byte count is written to the least significant 4 bytes of a 64-byte ASA block
and the checksum to the next 2 bytes. See Flow Context for an explanation of annotation
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output controls. Note, for testing purposes the Watch Dog Fast (WDF) bit in the Master
Configuration Register (MCFGR) may be set, which will force the encrypted/decrypted
byte count to increment by 64KB instead of 1.

5.3.3 Advanced IO Processor Interface (Al)

Al is a specialized low latency, pseudo-synchronous job execution interface found in
devices implementing the Data Path Acceleration Architecture 2 (DPAA2). Alis a
dedicated interface utilized by AIOP tasks via the AIOP Accelerator Proxy (AAP)
interface. AAP provides QMan DCP-like frame descriptor transfers between AIOP and
SEC while suspending/resuming the AIOP tasks requesting SEC service (in a pseudo-
synchronous fashion when viewed from an AIOP task perspective). Once initialized and
enabled, Al performs the following functions:

* Receiving frame descriptors from AIOP for processing

* Acquiring buffers from the Buffer Manager (BMan) for output (optional)
* Preparing data for processing by assembling a job descriptor

* Passing the job descriptor to the job queue controller for job scheduling

e Receiving job completion status from a descriptor controller (DECO)

» Releasing input frame buffers (optional)

» Sending frame descriptors with processing results to AIOP

In contrast to SEC's QMan Interface (QI), Al-based SEC service is made available to
only a relatively small number of AIOP tasks, but can be indirectly used (via AIOP
services) by all users given access to SEC-based AIOP services. Similar to SEC use with
QI, AIOP tasks pass a frame descriptor and data representing the equivalent information
passed as dequeue summary information by QMan. But contrary to QI where this
information is delivered by QMan, AIOP software is in complete control to either use
information deliverd to it by QMan or generate such information on demand to provide
AIOP services relying on SEC services.

The AI SEC interface diverges from the QI SEC interface in only three aspects:

* Instead of receiving a response frame queue in the summary dequeue information,
the AIOP AAP interface transfers an AIOP task number and frame storage pointer to
SEC. This will be returned to AAP together with the result frame descriptor.

* Al does not return a response or output FLC in the result frame descriptor. Instead,
SEC optionally returns additional SEC results in the frame descriptor FLC field and
also returns an AIOP task number and frame storage pointer, both of which were
transferred with the original service request from AIOP's AAP interface.

* In addition to passing a frame descriptor and summary dequeue information, SEC
may optionally receive FD-specific optional storage profile data. This description
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overrides the storage profile description present in the SEC FLC and referred to by
the passed frame descriptor.

Refer to the DPAA overview chapter of your SoC reference manual for a comprehensive
explanation of frame queues and frame descriptors. Refer to the DPAA?2 reference
manual for a detailed description of the Advanced IO Processor, Queue Manager, and
Buffer Manager. For an abbreviated discussion of these topics relevant to SEC, see
Frame queues, frame descriptors, and buffers.

Al is usually configured and enabled during system initialization, but can be stopped,
resumed, and (re-)configured later. The specific mandatory configuration steps are
described in Initializing the AIOP interface.

5.3.3.1 Receiving frame descriptors from AIOP

If enabled, AI will accept a job from AIOP's AAP SEC interface whenever it has room
for processing another AIOP job. If AAP receives or already has a pending SEC service
request from an AIOP task, AAP will transfer a frame descriptor and dequeue summary
information from the AIOP task internal work space. AAP may also transfer (if requested
by the AIOP task) a storage profile overriding the storage profile contained in the Flow
Context specified by the FLC field in the transferred frame descriptor.

With each job transfer, AAP sends Al a frame descriptor and the following additional
information:

 Transfer request Bypass DPAA Resource Isolation (BDI)
 Transfer request Isolation Context ID (ICID)
 Transfer request Privileged Level (PL)
 Transfer request Frame Queue Descriptor Context Format (FF)
* Transfer request Frame Queue Descriptor Context (FQD_CTX)
* Transfer request AIOP task number
* Transfer request AIOP response frame storage pointer
* Access Management Qualifier (AMQ) Usage Control (AUC)
* Isolation Context ID 2 (ICID_2) - optional
* Isolation Context ID 3 (ICID_3) - optional
* Privileged Level 2 (PL_2) - optional
* Privileged Level 3 (PL_3) - optional
 Security Domain ID (SDID) - optional
* Frame-specific storage profile (FSSP) - optional

The optional and conditional information elements are interpreted and utilized dependent
on the settings of the FF and AUC.
1. If AUC =0:
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e Input ICID = ICID, input PL = PL.
e Control ICID = ICID, control PL = PL
e Output ICID = ICID, output PL = PL.
 If (FF == 0) SDID = ICID, else (FF == 1) SDID =I1CID_3
 If (FSSP passed) FLC.SP = FSSP
 All unreferenced optional parameters are not utilized

2. f AUC =1:
* Input ICID = ICID, input PL = PL
e Control ICID = ICID, control PL = PL
* Output ICID = ICID_2, output PL = PL_2
* If (FF == 0) SDID = ICID, else (FF == 1) SDID = ICID_3
e If (FSSP passed) FLC.SP = FSSP
 All unreferenced optional parameters are not utilized

3. f AUC=2:
e Input ICID = ICID, input PL. = PL
e Control ICID = ICID_2, control PL =PL_2
* Output ICID = ICID_2, output PL = PL_2
 If (FF == 0) SDID = ICID, else (FF == 1) SDID = ICID_3
* If (FSSP passed) FLC.SP = FSSP
* All unreferenced optional parameters are not utilized

4. If AUC =3:
e Input ICID = ICID, input PL = PL.
e Control ICID = ICID_2, control PL =PL_2
* Output ICID = ICID_3, output PL = PL_3
 If (FF == 0) SDID = ICID, else (FF == 1) SDID = FLC.SDID
 If (FSSP passed) FLC.SP = FSSP

5.3.3.2 Building job descriptors for Al jobs

Al uses the AIOP-dequeued or AIOP-software-generated summary information and the
frame descriptors to build an internal job descriptor for each job. The summary
information is primarily used to provide isolation and bus access attributes for input and
output frame buffers as well as frame processing control and context data structures. For
most purposes, SEC hardware does not distinguish between job descriptors created by
software and submitted to SEC through the Job Ring interface and job descriptors created
by Al using dequeue information. The term Job Descriptor (JD) is used generically when
describing processing instructions or embedded data utilized by SEC to process jobs.
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Information for each job, including the input and output frame addresses, is stored in job
buffers internal to Al Job buffers are used to save all data needed to build a job
descriptor, maintain processing status, track job order, and eventually return (enqueue)
output to AIOP.

On every cycle Al performs the following:

1. Searches its list of jobs waiting for transfer to the job queue controller
2. Determines each job's eligibility for transfer

3. Assigns selection priorities based on several criteria

4. Selects the next job, if any, for transfer

Priorities are assigned to eligible jobs to maximize sharing and throughput. Al builds the
job descriptor for the selected job and notifies the job queue controller that the job is
ready for transfer into an available holding tank.

5.3.3.3 Controlling Al access to data

When SEC services are utilized by AIOP the DPAA access controls made available to
AIOP tasks via QMan de-queues can be either changed or passed in unmodified form to
SEC to address specific AIOP and SEC service requirements. The dequeue response
summary information received by Al specifies the ICIDs and related access attributes (PL
and BMT) to use for input, output, and control data access. Depending on the value of
AUC in the summary information, the ICIDs and attributes may be the same or different.
Control data includes the FLC, the optional, but usually present SD, and the optional
CRJD. When Al reads the FLC, it uses the control ICID and its associated access
attributes. If the frame format is frame list, Al reads and writes the frame list table using
the input ICID and its associated access attributes. For accesses to the output frame, Al
uses the output ICID and its associated access attributes. The three ICIDs and attributes
follow the job from Al to the job queue controller and DECO so that the appropriate
ICIDs and attributes can be used by those processors for memory accesses.

5.3.3.4 Tracking the order of completion of Al jobs

Al uses ordered lists to track the order in which jobs with the same FLC address and
associated memory access attributes are received from AIOP. Al can be configured to
return completed jobs immediately, regardless of the order in which they were received,
or to return completed jobs with the same FLC address and associated attributes in the
same order they were received. Order preservation is enabled by setting the EOP bit in
the Al Configuration Register (AICFG). If enabled, when DECO notifies Al that a job
has finished, Al checks the appropriate FLC list to determine whether the job is the oldest
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in that list. If it 1s, Al transfers the job to AIOP using a frame descriptor. Otherwise, the
transfer is delayed until older jobs in that list have been transferred. The ordered lists are
also used to support job management functions such as flush requests.

5.3.3.5 Initializing the AIOP interface

Use of Al requires, at a minimum, writing the Al Control Register to enable dequeues.
Additional Al registers, accessible through the SEC register interface, are available for
configuration, control and debug.

To meet the low-latency requirements of AIOP, software may reserve job processing
resources, holding tanks and DECOs, for AIOP jobs. The SEC Adaptive Resource
Reservation Register is used to enable this feature and to specify how many holding tanks
and DECOs should be reserved.

5.3.3.6 Done/error notification for Al jobs

There are no user-observable SEC interrupts associated with Al. The SEC Al is accessed
and utilized through AIOP's AAP interface. For all jobs handled by Al, completion and
error status 1s indicated in the 32-bit FRC field of the response frame descriptor Al sends
to AIOP. The most-significant four bits of this field identify where the error was detected
within SEC. For example, the value '1' indicates that Al detected the error and '4'
indicates that DECO detected the error. The remaining bits provide more specific status
details. See Table 5-3 for a complete list and formatting of error codes. If the RSIDE bit
in the AI Configuration Register (AICFG) is set and the job completion status is non-
zero, the 32-bit code is reformatted to include a SEC identifier. A description of this
alternate format and an explanation for its use is provided in Job termination status/error
codes.

While there are no user-observable Al interrupts, Al reports a few potentially severe, but
recoverable errors via interrupts to the device Management Complex (MC). The reporting
of such errors is intended to support the detection of system instability or malicious users.
The following error conditions are reported and detailed error information is latched for
debug and management consumption in the Al Recoverable Error Interrupt Registers
(REIRxAI):

* Memory access errors with specific transaction details, including address, attributes,

and SEC internal block details
e SEC-detected, ICID-related, FLC access violations for multi-ICID use cases

For more information on Al error handling associated with frame descriptor operations,
seeFrame descriptor error handling.
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During job processing, SEC produces job-specific annotation that Al returns in the FLC
field of the response frame descriptor it sends to AIOP. Al will also write the annotation
to the ASA section of the output frame if enabled by EAO=1 in the Flow Context. This
annotation is comprised of a 2-byte checksum and a 4-byte encrypted/decrypted byte
count. The byte count is returned in the least significant 4 bytes of the frame descriptor
FLC field and the checksum in the next 2 bytes. When writing the annotation to the
output frame, the byte count is written to the least significant 4 bytes of a 64-byte ASA
block and the checksum to the next 2 bytes. See Flow Context for an explanation of
annotation output controls. Note, for testing purposes the Watch Dog Fast (WDF) bit in
the Master Configuration Register (MCFGR) may be set, which will force the encrypted/
decrypted byte count to increment by 64KB instead of 1.

5.3.4 Register-based service interface

It is possible to use the register interface to perform entire cryptographic operations. For
the purposes of debugging descriptors, it is possible to execute descriptors one descriptor
at a time, or even one descriptor command at a time. 2 This method bypasses all job
scheduling performed by the job queue controller. Software can perform CHA operations
by writing and reading registers in the CCB directly, without using a Job Ring or the QI
or the Al to run descriptors. When descriptors or commands are executed in this mode,
software can examine the content of most DECO and CCB registers after each descriptor
or descriptor command completes. This can assist with debugging hardware and
descriptor programs.

To execute descriptors or commands in this fashion, software must request direct use of a
DECO by writing into the DECO REQ register.? But before requesting a DECO,
software must specify the SDID and ICID, PL and BMT values that will be used when
executing descriptors under direct software control. When virtualization is disabled these
values are specified via the DECO ICID Register for the selected DECO. When
virtualization is enabled, the DECO Request Source register is used to select a particular
Job Ring to act as the source for the ICID, PL and BMT and SDID values. The DECO
Request Source register must be written prior to writing the RQDn bit in the DECO REQ
register.

To use the register-based job service interface, the DECO must be programmed in proper
order so that a descriptor runs correctly. The steps are:

1. Specify the ICID, PL and BMT and SDID values using the DECO Request Source
register or appropriate DECO ICID Register

2. Note that trusted descriptors cannot be executed via the register-based service interface.
3. Note that the ability to control DECOs through the register-based service interface is disabled when adaptive resource
reservation is enabled.
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Set the RQDn bit in the DECO Request Register. This RQDn bit must remain
asserted during the entire time that software wants to access that DECO/CCB block
directly. This indicates to the job queue controller that it should not assign any jobs
to the requested DECO block. After the job queue controller sees the RQDn bit set to
1, it waits for the corresponding DECO block to complete any pending tasks.

. Wait for the DENn bit in the DECO Request Register to be set to 1. The job queue

controller sets the DENn bit to 1 when the DECO block becomes available. When
this bit is set, software can use the DECO/CCB block by submitting descriptors by
means of SEC's register interface.

. Write at least the first burst of a descriptor into the descriptor buffer. If there is a

shared descriptor, offset the descriptor into the descriptor buffer by the length of the
shared descriptor.

Write the address of the descriptor into the DECO Descriptor Address Register so
DECO knows where to find the descriptor. This is only required if the WHL bit (see
the next step) is not set or if the descriptor attempts to do a STORE of type 41h or
45h to write back part, or all, of the descriptor to memory.

Write the Job Queue Control Register. If fewer than 4 words are in the first burst, the
FOUR bit must be 0. If the entire descriptor has already been loaded, set the WHL
bit. If the WHL bit in the DECO Job Queue Control Register is not set, DECO
attempts to fetch the rest of the descriptor from memory regardless of whether
portions of the descriptor beyond the first burst were already written to the descriptor
buffer. SHR_FROM is not used in this format and will not be checked.

. Wait until the DECO 1s done. To determine whether DECO i1s done, read the VALID

and DECO_STATE fields in the DECOa DBG_DBG_REG register. While the job is
running, VALID will be 1 and DECO state will change values as the descriptor is
processed. If DECO_STATE is Dh, then an error occurred. Read other fields and
registers to determine the cause of the error. Note that VALID will likely remain
asserted in the event of an error. If DECO_STATE is Oh and VALID is O, then the
job finished normally.

Read registers of interest.

Done or start over.

. When software is finished using the DECO/CCB block, it must clear the RQDn bit

so that the DECO is available to the job queue controller for normal processing. The
job queue controller then de-asserts the DENn bit, which resets the DECO and CCB.

Note that there are restrictions imposed when executing a descriptor under software
control:

* The special cryptographic keys used to encrypt or decrypt Black Keys are not

available, so Black Keys cannot be used.

» The master cryptographic key used to encrypt or decrypt Blobs is not available, so

Blobs cannot be used.
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 Sharing of Shared Descriptors is not permitted.

* Trusted Descriptors are not allowed.

* When virtualization is enabled, a Job Ring source must be selected in the DECO
Request Source Register before executing any job under direct software control. All
jobs running under direct software control will then utilize the ICID and SDID values
for the Job Ring selected in the DECO Request Source Register. When virtualization
is disabled, any job under direct software control will utilize the ICID and SDID
values specified in the DECO ICID register, and the SRC field in the Job Queue
Control Register must be programmed to indicate the job is running on behalf of one
of the Job Rings. Jobs cannot be executed under direct software control if those jobs
appear to be from other possible SEC sources, such as:

o Al
e QI
* RTIC

The normal use case for the register based service interface is to debug descriptors. When
such a descriptor is run through the interface and the descriptor encounters an error, once
analysis of the error is done, the only way to recover is to release the DECO. The user
can recover by releasing the DECO or by writing a 1 to the STEP bit in the DECO Job
Queue Control Register. The second method allows another descriptor to be loaded and
run as described above.

5.4 Job scheduling

The job queue controller is the job scheduler within SEC.The default job scheduling
algorithm is used when AI adaptive resource reservation is disabled (AR_EN=0 in the
Adaptive Resource Reservation Register). The default job scheduling algorithm operates
as follows. The job queue controller pulls jobs to be sent to the holding tanks in round-
robin fashion from the Job Rings, then from QI, then from Al, and then from RTIC.
When Al adaptive resource reservation is enabled, a specified number of holding tanks
and DECOs are reserved for Al jobs. This number is programmed in the Adaptive
Resource Reservation Register. The job queue controller will prioritize Al jobs over Job
Ring jobs, QI jobs and RTIC jobs to keep those reserved holding tanks filled with Al
jobs. When those reserved holding tanks are full or when there are no new Al jobs, then
the Job Ring, QI and RTIC jobs will be processed in round-robin fashion to fill the
unreserved holding tanks.
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5.4.1 Job scheduling - default algorithm

When Al adaptive resource reservation is disabled the job queue controller uses the
default job scheduling algorithm. Each time that the Job Ring's turn comes up in rotation
and there is a job available in that Job Ring's input queue, a job is selected from that Job
Ring. But because SEC buffers input ring entries for efficiency, several jobs may be
scheduled from one Job Ring before a job is scheduled from the next Job Ring.
Eventually all Job Rings will be serviced.

Each time that the QI's turn comes up in rotation and there is a QI job that can be
processed, one QI job will be selected for transfer to JQ. QI selects that job from its list of
jobs waiting for transfer using several criteria to determine eligibility and priority. QI
builds its list of jobs eligible for transfer by dequeuing a number of jobs from one
subportal and then switching to a different subportal for the next dequeue. This prevents
starving any subportal.

This selection method favors jobs with the potential for sharing. The priority of a QI job
will be reduced if the job uses CRID to specify that it requires a critical resource that
cannot be used by all DECOs in parallel and all of those resources are already in use,
unless there is already a job from this flow in a DECO (see Flow Context). A selection
priority is calculated for each job waiting for transfer to the job queue controller, in
decreasing order of priority:
1. Job is not the first job of a dequeue and another job from the same flow is currently
in a DECO.
2. Job is first of a dequeue and another job from the same flow is currently in a DECO.
3. No job from the same flow is currently in a DECO and either CRID is not set or the
critical resource is available.
4. No job from the same flow is currently in a DECO, CRID is set, and the critical
resource is not available.

Each time that the AI's turn comes up in rotation and there is an Al job that can be
processed, one Al job will be selected. Like QI, selection favors jobs with the potential
for sharing. CRID can be used to modify the priority for Al jobs in the same way as
described for QI jobs. A selection priority is calculated for each job waiting for transfer to
a job queue as follows, in decreasing order of priority:
1. Another job from the same flow is currently in a DECO.
2. No job from the same flow is currently in a DECO and either CRID is not set or the
critical resource is available.
3. No job from the same flow is currently in a DECO, CRID is set, and the critical
resource 1s not available.

Note that RTIC requests at most one job at a time.
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The following figure illustrates the algorithm for selecting a job for an available holding
tank.
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Figure 5-4. Selecting job for available holding tank when adaptive resource reservation
is disabled

The job queue controller prefetches some or all of the selected job descriptor and possibly
the shared descriptor (if any, and it is not already in a DECO) and places them in a buffer
referred to as a holding tank. After a job has been put in a holding tank, it is then eligible
for dispatching to a DECO. If the job source is the QI or Al the holding tank also fetches
up to two bursts' worth of input frame data (up to the second burst boundary). SEC
generally implements the same number of holding tanks as DECOs.

This prefetching of the job descriptor allows the job queue controller to take shared
descriptors into consideration when allocating jobs to DECOs. SEC attempts to dispatch
jobs to available DECOs as efficiently as possible. If (1) a job descriptor with a shared
descriptor is currently executing in DECO n, (2) this descriptor can be shared, and (3)
there is another job descriptor in a holding tank that references the same shared
descriptor, the job descriptor in the holding tank is marked as pending for DECO n.

The following figure illustrates the SEC's dispatching algorithm, which favors reuse of
already fetched descriptors but avoids starving Job Rings or QI queues or Al. Note that
when using the default scheduling method, the job source (QI, Al, RTIC, Job Ring) is not
considered when deciding which holding tank job should be assigned to the available
DECO.
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Figure 5-5. Job queue controller's job scheduling algorithm

This approach gives preference to serial sharing whenever doing so does not cause a job
to remain indefinitely in a holding tank. Serial sharing occurs in cases 1a, 2a, and 2b in
the algorithm described above. Serial sharing is the most efficient since the information
that the new job shares with the previous job is already in the DECO. Jobs are shared
between DECOs (case 1c) only when the available DECO has no pending job and there
are no non-pending jobs in the holding tanks. This is done because sharing between
DECOs is less efficient than sharing serially, since the shared information must be copied
to the available DECO.
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5.4.2 Job scheduling - adaptive resource reservation algorithm

The adaptive resource reservation scheduling algorithm is used for job scheduling when
AR_EN=1 in the Adaptive Resource Reservation Register. In this case the specified
number of DECOs are reserved for use by the AIOP Interface. The number of DECOs
that are reserved is determined by the setting of the AR_MIN, AR_MAX and
AR_DELTA fields in the Adaptive Resource Reservation Register. Note that the number
of DECOs reserved for processing jobs from the AIOP Interface reduces the number of
DECOs available for processing jobs submitted via the Job Rings or QI or RTIC. When
AR_EN=1 and there are no uncompleted Al jobs in SEC, AR_MIN DECOs are reserved
for Al jobs. Whenever SEC dequeues an Al job for processing, the job counter
(JBCOUNT) is incremented. Whenever a DECO writes back status for a completed Al
job, JBCOUNT is decremented. If JBCOUNT+AR_DELTA) < AR_MIN, AR_MIN
DECOs are reserved for Al jobs. If AR_MIN < (JBCOUNT + AR_DELTA) <=
AR_MAX, JBCOUNT + AR_DELTA DECOs are reserved for Al jobs. If JBCOUNT
+AR_DELTA) > AR_MAX, AR_MAX DECOs are reserved for Al jobs. It is possible to
configure the system with AR_MIN = AR_MAX and AR_DELTA = 0. This would
reserve AR_MAX DECOs at all times for Al jobs. It is also possible to configure the
system with AR_MIN =0 and AR_DELTA = AR_MAX. This would reserve no DECOs
for AI when there are no Al jobs running, but always reserve AR_MAX DECOs when
one or more Al jobs are running.

The same algorithm is used to reserve holding tanks.

When adaptive resource reservation is enabled, scheduling jobs to holding tanks operates
as follows. Assume HCOUNT is the number of HTs with AI jobs, DCOUNT is the
number of DECOs with Al jobs, and RCOUNT is the number of HTs and DECOs to
reserve for Al jobs. To allow resource sharing between Al and the other job sources, the
assignment of jobs to holding tanks follows this scheme:

* If not enough HTs or DECOs are running Al jobs (HCOUNT < RCOUNT or
DCOUNT < RCOUNT) and there is an Al job that can be processed, the next HT
gets that Al job.

* Else if HCOUNT plus the number of empty HTs exceeds RCOUNT, and if
DCOUNT plus the number of empty DECOs exceeds RCOUNT, and if there is a JQ
or QI or RTIC job ready, the next HT gets a job from the JQ/QI/RTIC round-robin.

* Else if there is an Al job, the next HT gets that Al job.

When holding tanks are assigned to DECOs:
* If the available DECO has a pending job, it gets it oldest pending job from any job
source.
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* Else if DCOUNT plus the number of empty DECOs is less than or equal to
RCOUNT (available DECO is reserved for Al) and there is a non-pending (new) Al
job in a holding tank, the oldest non-pending Al job is assigned to the available
DECO (or the DECO is left empty if there is no Al job).

* Else if DCOUNT plus the number of empty DECOs is less than or equal to
RCOUNT and a holding tank has a non-serial Al job pending on a different DECO,
the oldest non-serial pending Al job is assigned to the available DECO.

* Else if DCOUNT plus the number of empty DECOs is less than or equal to
RCOUNT, there is no valid Al job for this DECO. Do not assign a job at this time.

* Else if DCOUNT plus the number of empty DECOs is greater than RCOUNT and
there is a non-pending job in a holding tank, the oldest non-pending job from any
source is assigned to the available DECO.

* Else if DCOUNT plus the number of empty DECOs is greater than RCOUNT and a
holding tank has a non-serial job pending on a different DECO, the oldest non-serial
pending job is assigned to the available DECO.

 Else if DCOUNT plus the number of empty DECOs is greater than RCOUNT, there
1s no valid job for this DECO. Do not assign a job at this time.

This job assignment flow when Al adaptive resource reservation is enabled is detailed in
the following figure.
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Figure 5-6. Job scheduling algorithm with adaptive resource reservation
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5.4.3 Job scheduling - DECO-specific jobs

If there is more than one DECO it is possible to specify that a job should be run in a
specific DECO by using the job header extension word. This can be used to support
hardware testing. Once a DECO-specific job enters a holding tank, it remains there until
the specified DECO becomes available, with the following exception. If the DECO-
specific job contains a shared descriptor, specifies serial sharing, and the shared
descriptor currently resides in a DECO other than the specified DECO, the DECO-
specific job runs serially in the DECO that already contains the shared descriptor,
resulting in a DECO-select error job termination code.

NOTE
DECO-specific jobs can create a deadlock in SEC when they
are used as part of a flow. Therefore, it is strongly
recommended that DECO-specific jobs should not be used in a
flow.

5.5 Job execution hardware
The following modules in SEC execute cryptographic acceleration jobs:

* Descriptor controller/cryptographic control block
* Cryptographic hardware accelerators

5.5.1 Descriptor controller (DECO) and cryptographic control
block (CCB)

The descriptor controller (DECO) is responsible for executing SEC job descriptors. After
the job descriptor and any shared descriptor referenced by that job descriptor are loaded,
DECO begins processing. Each DECO has a dedicated CCB (cryptographic control
block) that it uses to access any cryptographic hardware accelerators (CHAs) needed to
perform cryptographic functions.

When executing a descriptor, DECO activates the DMA controller to read the required
inputs, and uses the CCB to dispatch the job to the appropriate CHAs. As data is
produced by the CHAs, DECO activates the DMAs to write the results and job
completion status information out to the locations specified in the descriptor. When a
descriptor finishes, either successfully or with errors, DECO informs the job source (Job
Ring interface, QI, Al or RTIC), which then takes appropriate action.
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The CCB contains all the hardware necessary to control the various CHAs included in
SEC. Every CCB has access to every type of CHA so that every DECO/CCB pair can
perform all functions that can be performed by SEC. Note that there may be fewer
instances of a CHA than there are CCBs. In such cases, a CCB may have to wait until the
CHA it wants is available before proceeding. Arbitration for shared CHAs is
automatically handled by SEC in all operating modes.

The hardware inside the DECO/CCB includes the input FIFO, output FIFO, information
FIFO (NFIFO), mode registers, context registers, key registers, descriptor buffer, math
registers, scatter/gather tables, alignment blocks and interconnects. DECO/CCB uses all
of this hardware to process descriptors.

5.5.1.1 Alignment blocks

SEC 's internal data pathways and cryptographic engines generally operate on 64-bit data,
but the information that SEC obtains from memory need not be aligned to 64-bit
boundaries. To concatenate and left-align information passed to certain destinations
within SEC, SEC architecture includes three alignment blocks:

* Class 1 alignment block
* (Class 2 alignment block
e DECO alignment block

Note that even if the data is aligned in memory, the alignment blocks may still need to
align some portions of the data because a subset of the data may be passed to more than
one destination, and the subset may need to be aligned separately for each destination.

The following figure illustrates the interconnections of one of the alignment blocks. All
three alignment blocks have the inputs shown in the figure. The Class 1 alignment block
contains a nibble shift register, which allows the Class 1 alignment block to handle data
that needs to be shifted by a nibble. The only other difference between the alignment
blocks is the consumer (Class 1 CHA, Class 2 CHA, or DECO).

The entry pulled from the NFIFO tells the NFIFO controller the data source that will be
used with the alignment block, and whether the alignment block will be flushed when the
data transfer is complete. The alignment blocks normally transfer eight bytes of data at a
time to the consumer. When the amount of data needed by the consumer is not a multiple
of eight bytes, a "flush" flag or "last" flag is required to transfer the last one to seven
bytes from the alignment block to the consumer.
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Figure 5-7. Alignment block interconnections

All data entering Class 1 CHAs first passes through the Class 1 alignment block, which
ensures that the data presented to the Class 1 CHA is properly concatentated and left-
aligned. Note that the Class 1 alignment block can also serve as the source for a MOVE
command (see Table 7-32, SRC value 9h and AUXLS =1).

Similarly, all data entering Class 2 CHAs first passes through the Class 2 alignment
block, which ensures that the data presented to the Class 2 CHA 1is properly concatentated
and left-aligned. The Class 2 alignment block can also serve as a source for the MOVE
command (see Table 7-32, SRC value 9h and AUXLS = 0).

The third alignment block 1s the DECO alignment block, which can be used as a data
source for a MATH command (see MATH and MATHI Commands, SRCO and SRC1
fields) and as a data source for a MOVE command (see Table 7-32, SRC field).

Note that the only way to put data into an alignment block is with an info FIFO entry.
Therefore, when using an alignment block as the data source for a MOVE command, the
data source for the alignment block must have been specified with an info FIFO entry.
This info FIFO entry may be automatically or manually generated. In order to use data
stored in the input FIFO, that data must be passed through one of the alignment blocks.
The only other way to take data out of the input FIFO is by resetting the input FIFO
which also resets the alignment blocks.

5.5.2 Cryptographic hardware accelerators (CHAs) (overview)

SEC contains multiple cryptographic hardware accelerators (CHAs), each of which
accelerates an encryption (Class 1) algorithm or message integrity (Class 2) algorithm.
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* PKHA (public key hardware accelerator), see Public-key hardware accelerator
(PKHA) functionality.

* DESA (DES accelerator), see Data encryption standard accelerator (DES)
functionality.

* AESA (AES accelerator), see AES accelerator (AESA) functionality.

« MDHA (message digest hardware accelerator), see Message digest hardware
accelerator (MDHA) functionality.

* RNG (random number generator), see Random-number generator (RNG)
functionality.

 STHA {8 (SNOW 3G {8 hardware accelerator), see SNOW 3G f8 accelerator
functionality.

e STHA 19 (SNOW 3G 19 hardware accelerator), see SNOW 3G {9 accelerator
functionality.

* CRCA (cyclic redundancy check accelerator), see Cyclic-redundancy check
accelerator (CRCA) functionality.

* KFHA f8/f9 (Kasumi hardware accelerator), see Kasumi f8 and f9 hardware
accelerator(KFHA) functionality.

* ZUCE (ZUC encryption hardware accelerator), see ZUC encryption accelerator
(ZUCE) functionality

e ZUCA (ZUC authentication hardware accelerator), see ZUC authentication
accelerator (ZUCA) functionality
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Chapter 6
Frame queues, frame descriptors, and buffers

Frame queues (FQs), frame descriptors (FDs), and (managed) frame buffers are concepts
introduced in the DPAA overview chapter of your SoC reference manual and described
in detail in the Queue Manager (QMan) and Buffer Manager (BMan) chapters of the
DPAAZ2 reference manual.

As a component of DPAA, SEC interacts with QMan to dequeue and enqueue FDs, AIOP
to exchange FDs, and with BMan to obtain and release managed buffers. These
interactions and the processing required to turn FDs into SEC job descriptors are
primarily handled by SEC's QMan Interface (QI) and the AIOP Interface (AI), allowing
the inner portions of SEC (the job queue and descriptor controllers) to be mostly ignorant
of DPAA data structures and related processing requirements.

This section provides a functional overview of SEC's usage of FQs and FDs, including
related interactions with QMan, AIOP, and BMan.

6.1 Frame queues

A pair of frame queues is used to submit jobs to SEC via QI and return results back to the
service user. From SEC's perspective, a frame queue and a Job Ring are similar: each is a
source of input and a destination for output. The major difference (besides the hardware/
software interface) is the ability to efficiently share SEC services for multiple users and
to support the optional use of BMan managed buffers.

A SEC Job Ring is a highly constrained hardware resource that can only be efficiently
operated by a single owner, i.e., job requests from multiple users must either be
coordinated by the Job Ring owner (e.g., an OS driver) while users (e.g., OS kernel
threads) share common memory access rights (tied to the Job Ring configuration), or
management software must grant full or temporary ownership of a Job Ring to individual
users (e.g., a user process or thread) and memory access rights are (re-)configured by the
management software on a per user basis.
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The SEC QI on the other hand can receive frame descriptors and queue-specific user
resource access rights (the basis for QI generated job descriptors) from millions of queues
thus eliminating the need for control software to manage SEC service access for many
users dynamically. Instead, control software configures queues (and associated user
resource access rights) and assigns those queues to specific users thus enabling SEC to
receive user-specific access rights as well as other processing parameters when one or
more frame descriptors are de-queued from the user's queue for processing.

Besides access rights, software initializing SEC frame queues is required to define the
source and response frame queue IDs as well as other FQD_CTX parameters in the
Frame Queue Descriptor (FQD) which is utilized by QMan to enqueue, store, and
dequeue frame descriptors destined to DPAA accelerators like SEC and return results
back to a user. The source queue is needed for queue flush operations while the response
queue is needed to report results or simply status back to the service user.

6.1.1 Dequeue response

Each time SEC's QI dequeues work (in the form of 1-3 frame descriptors) from a frame
queue, it also receives dequeue summary information from the QMan's Frame Queue
Descriptor (FQD) in the response to a dequeue command issued by SEC. FQDs are
initialized by management software during the creation of frame queues. The first word
of the dequeue response of QMan, called the summary information, includes the
following fields of interest to SEC:

* Number of Frames dequeued
* Dequeue response (input) frame queue ID (IFQID)
* Dequeue response Bypass DPAA resource Isolation (BDI)
* Dequeue response Isolation Context ID (ICID)
* Dequeue response Privileged Level (PL)
* Dequeue response Frame Queue Descriptor Context Format (FF)
* Dequeue response Frame Queue Descriptor Context (FQD_CTX)
* Enqueue response (output) frame queue ID (RFQID) - conditionally used
* Access Management Qualifier (AMQ) Usage Control (AUC)
* Isolation Context ID 2 (ICID_2) - optional
* Isolation Context ID 3 (ICID_3) - optional
* Privileged Level 2 (PL_2) - optional
* Privileged Level 3 (PL_3) - optional
 Security Domain ID (SDID) - optional
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For a generic description of the details on all dequeue summary information fields see the
QMan chapter in the reference manual of your SoC. The optional and conditional

information elements are interpreted and utilized dependent on the settings of the FF and
AUC.

1. f AUC =0:
e Input ICID = ICID, input PL. = PL
e Control ICID = ICID, control PL = PL
* Output ICID = ICID, output PL. = PL.
 If (FF == 0) SDID = ICID, else (FF == 1) SDID =I1CID_3
* Response (error) / output FQID = RFQID
* All unreferenced optional parameters are not utilized
2. f AUC =1:
e Input ICID = ICID, input PL = PL.
e Control ICID = ICID, control PL = PL
* Output ICID = ICID_2, output PL = PL_2
 If (FF == 0) SDID = ICID, else (FF == 1) SDID =I1CID_3
* Response (error) FQID = RFQID, Output FQID = FLC.OFQID
 All unreferenced optional parameters are not utilized
3. f AUC =2:
* Input ICID = ICID, input PL = PL
* Control ICID = ICID_2, control PL = PL._2
* Output ICID = ICID_2, output PL = PL_2
* If (FF == 0) SDID = ICID, else (FF == 1) SDID = ICID_3
* Response (error) FQID = RFQID, Output FQID = FLC.OFQID
 All unreferenced optional parameters are not utilized
4. If AUC =3:
e Input ICID = ICID, input PL. = PL
e Control ICID = ICID_2, control PL =PL_2
* Output ICID = ICID_3, output PL = PL_3
 If (FF == 0) SDID = ICID, else (FF == 1) SDID = FLC.SDID
* Response (error) FQID = RFQID, Output FQID = FLC.OFQID

6.2 Multi-partition resource access

DPAA2-supporting SoCs provide user partitioning via isolation and access management
controls. User isolation and resource access control is implemented using Isolation
Context Identifiers (ICIDs) and Access Management Qualifiers (AMQs). A minimum of
one set of ICID and AMQs is needed to limit and grant access to user partition-specific
resources like user memory, queues, buffer pools or other DPAA resources. The ICID
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and most AMQs are managed and assigned by trusted management entities. Different
user partitions are usually unaware of their ICID and most AMQs. In any case, users
cannot change ICIDs and can change only a limited and qualified set of AMQs, i.e., the
ICID enforces a non-spoof-able identity and the combination of ICID and AMQs
supports mandatory access control to user partition-specific resources.

When only a single ICID and one set of AMQs are utilized, all resources needed to
perform a SEC service request are provided by the user requesting the service. This
implies that SEC's job descriptors are fetched from, input data is read from, and the
output data is written to memory controlled by a user from the partition that is requesting
service. If SEC's service 1s requested via Al, any required buffer pools need to be
"owned" by the service-requesting partition. If the service is requested via QI, the source
and response queues need to be "owned" by the service-requesting partition as well. In
this use case SEC essentially acts as a server and the user is completely in charge of what
to do, what input data to consume, and where to place results. SEC and all supporting
DPAA HW blocks ensure that the user cannot use any resource not associated with the
user partition’s ICID or that violates the AMQ settings.

A partition’s ICID and AMQ settings are conveyed to SEC either in a Job Ring register
configuration that can be set only by a trusted SoC management entity (because the
configuration registers are protected by CPU and System MMUs) or via QMan queue
descriptors and software portal configurations (also protected by CPU and System
MMUs). Internally, SEC always differentiates between input, control, and output
partition transactions and utilizes their (potentially different) associated ICIDs and AMQ
settings. In the single-ICID/AMQ use case, SEC uses the same ICID and AMQ settings
for all three types of transactions.

While most SEC user service requests can be satisfied using only a single user's resources
there is sometimes a need to combine and access resources from multiple users or user
partitions to control or provide global, generic, or shared services. For this purpose the
DPAA provides means to convey up to three sets of ICIDs and AMQs to trusted SW or
HW components, which guarantee by design that their services cannot be abused (either
by error or intent) to bypass partition isolation or access control. The following
subsections describe how SEC provides services involving resources from multiple users
or user partitions and what use restrictions exist to assure that SEC services do not
provide means to bypass isolation and/or access controls.

6.2.1 Multi-partition resource access modes

Multi-partition resource access support from SEC is available only through QI from
QMan or indirectly through Al from QMan via AIOP and not available for jobs launched
through the Job Ring service interface. Independent of whether SEC jobs are received via
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QI or Al control over how many sets and values of ICID and AMQ attributes are utilized
1s primarily managed by trusted SW through QMan software portals or AIOP software
configurations. The relevant multi-partition resource access information is conveyed to
SEC in a Frame Queue Descriptor (FQD) and user-provided (but qualified) AMQ
modifiers (BMT and CBMT) passed in each Frame Descriptor (FD). The following
multi-partition resource use modes are standardized and supported through different FQD
configurations and SEC services. (Note, while all ICID/AMQ use modes are initially
sourced from QMan software portal configurations, AIOP has unrestricted capabilities to
change or create multi-partition resource use modes because AIOP's software can either
modify or generate new FQD and FD information before passing this data to SEC):

* Single-partition resource access mode (FQD.FQD_CTX.AUC=0)

In single-partition resource access mode the FQD.ICID and FQD.BDI AMQ attribute
are used to access any buffer pools and frame queues. The FQD.PL AMQ attribute is
used to default and qualify user-provided AMQ attributes from the FD, and the
combination of FQD.ICID and the qualified AMQ attributes are used to access input,
control, and output data.

The service user is fully in control of all selected resources and the data SEC
consumes and generates, but cannot use any resources from other partitions.

* Input-controlled dual-partition resource access mode (FQD.FQD_CTX.AUC=1)

In input-controlled dual-partition resource access mode the ICID and AMQ attributes
used in the single-partition resource access mode are limited to input and control
information. Access to output resources and output data is controlled by
FQD_CTX.ICID_2 and FQD_CTX.PL_2. The FQD.BDI attribute applies to accesses
of both input and output pools and frame queues.

Because the input partition has the ability to determine what SEC does and thus what
gets stored in the output partition’s memory this use case should be viewed as a
master/slave type of relationship where the SoC input/control partition is assumed to
be more trustworthy than the output partition.

* Output-controlled dual-partition resource access mode (FQD.FQD_CTX.AUC=2)

In output-controlled dual-partition resource access mode the ICID and AMQ
attributes used in the single-partition resource access mode are limited to the input
information only. Access to control and output resources is controlled by

FQD_CTX.ICID_2 and FQD_CTX.PL_2. The FQD.BDI attribute applies to accesses
of both input and output pools and frame queues.
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Because the output partition has the ability to determine what SEC does and thus
what gets read from the input partition’s memory, this use case should be viewed as a
master/slave type of relationship where the SoC control/output partition is assumed
to be more trustworthy than the input partition.

* Three-partition resource access mode (FQD.FQD_CTX.AUC=3)

In three-partition resource access mode the ICID and AMQ attributes used in the
single-partition resource access mode are limited to the input information only.
Access to control and output resources is controlled by two sets of additional ICID
and AMQ attributes, FQD_CTX.ICID_2 and FQD_CTX.PL_2 for accesses to
control partition resources, and FQD_CTX.ICID_3 and FQD_CTX.PL_3 for
accesses to output partition resources. The FQD.BDI attribute applies to accesses of
both input and output pools and frame queues.

Because neither the input nor the output partition controls what SEC does and neither
input nor output side has the ability to access the other partition's data, the three-
partition resource access mode provides red/black information isolation assuming the
control partition is a trusted entity.

Three-partition resource access mode also supports a traditional but safely isolated
server/client relationship model when both input and output are associated with the
same SoC partition, i.e., [CID == ICID_3, and where globally controlled services (by
SEC)are maintained and provided by a trusted entity.

To preserve isolation guarantees and enforce obligatory DPAA resource access controls,
SEC must restrict and/or automatically change the scope of any features that would allow
any partition to get unintended access to other partition's resources in all multi-partition
use modes. Assuming the assignment and configuration of multi-partition usage controls
(ICIDs and AMQs) is trusted, the SEC implementation must provide the following to
guarantee isolation and obligatory access controls while providing multi-partition
resource access services:

 Restrict use of Flow Contexts (FLCs), and thus Shared Descriptors (SDs), to
partitions that meet restrictions specified in the FLC ICR, IICID, and OICID fields.

* Restrict use of Inline Job Descriptors (IJD) conveyed in the input frame to multi-
partition use cases where the input and control partitions are the same.

* Restrict use of Replacement Job Descriptors (RJDs) conveyed in the input frame to
multi-partition use cases where the input and control partitions are the same.

» Restrict use of Control RJDs (CRIJIDs) that sequentially follow the SD in memory
(and thus reside in the SD partition) to use cases where the FLC CRJD bit is set.
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The following sections describe in more detail how specific DPAA and SEC features are
intended to be used, why unrestricted use of those features in combination with multi-
partition resource access capability could be used to bypass DPAA isolation guarantees,
and what SEC provides to enforce adequate multi-partition resource access restrictions.

6.2.2 Flow context selection restrictions

DPAAZ2 enables SEC service users to select a Flow Context (FLC) (and for SEC an
associated Shared Descriptor (SD)) on a per-service request basis. Similarly, the user
selects the service request queue (which is associated with one or more ICID and AMQ
settings) on a per request basis. While the user cannot change the ICID and AMQ
settings, a user may mix and match service requests selecting specific SEC flow contexts
and use any of its assigned queues to generate service requests, 1.€., a user can in
principle select a flow context that is intended to produce output for a different partition
using a queue that is configured to generate output in the user’s partition. This would in
many cases fail because the user would not have the anticipated buffer pool IDs (his
buffer pool IDs would have to match the buffer pools allocated by the output partition),
but a malicious user could attempt to discover through trial and error matching buffer
pool IDs and thus the user may manage to redirect output and get access to output data
that was supposed to be not accessible to the user unless SEC prevents such use.

SEC can restrict a user's ability to select any FLC (and SD) in a multi-partition use case
to prevent un-trusted users from bypassing user isolation capabilities as follows:

e An FLC can be programmed to prevent its use with other than the intended input and
output ICIDs when the input and control ICIDs may be different (as indicated by
FQD.FQD_CTX.AUC=2 or 3). With this restriction, a service-requesting user can
select only FLCs that are intended to be used by the user and that produce output for
the intended target output partition. This restriction is enabled by setting the ICR
field in FLC to 0 and the IICID and OICID fields to the intended input and output
ICIDs, respectively.

e An FLC can be programmed to require that the input and output ICIDs be the same
when FQD programming allows them to be different (as indicated by
FQD.FQD_CTX.AUC=2 or 3). With this restriction, a service-requesting user can
use an FLC with a particular service queue only if the input and output ICIDs for the
queue are the same. (The control ICID may be different.) This restriction is enabled
by setting the ICR field in FLC to 1.

* FLC selection checking on the basis of input and/or output ICIDs will introduce use
restrictions for trusted entities requiring SEC services utilizing multi-partition
resource access (e.g., SEC use by AIOP combining AIOP-internal resources with
user-partition resources to access input, control, and output data or buffer pools).
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When FQD programming allows input and output ICIDs to be different (as indicated
by FQD.FQD_CTX.AUC=2 or 3), FLC-based restrictions on input and output ICIDs
can be disabled for trusted users by setting the ICR field in FLC to 3.

If a service request selects an FLC and the FLC defined ICID matching rules are not met
SEC generates an isolation violation error.

6.2.3 Inline job descriptor restrictions

Inline Job Descriptors (IJDs) are intended to support user-controlled SEC processing on a
per-FD basis. While IJDs provided a useful capability to process 'one-off’ jobs in earlier
DPPA1-based SoCs, DPAA?2 provides for more efficient per-FD processing via Flow
Contexts (FLCs). Unlike 1JDs, which must be linked or physically copied to FD buffers,
FLCs and sequentially following Shared Descriptors (SDs) are simply referred to by a
pointer in the FD. Thus the overhead of copying IJDs or the use of scatter/gather tables
may be avoided.

Unrestricted support of 1JDs in all multi-partition resource access use cases would enable
SEC users to break DPAA isolation guarantees and resource access controls. The user's
ability to both select SEC instructions and select assigned frame queues (which are
associated with up to three sets of ICID and AMQ settings) would allow users to access
any of the resources associated with ICIDs and AMQ settings defined in the associated
FQD. For this reason SEC allows the use of IJDs in multi-partition resource use cases
when the FQD.FQD_CNTX.AUC code indicates the input and control ICIDs and
associated AMQs are the same (AUC codes 0 and 1). Since the input and control
partitions are the same, the IJD can only access what the user partition is able to access
with an SD following the flow context, i.e., isolation guarantees are maintained.

6.2.4 Replacement job descriptor restrictions

A Replacement Job Descriptor (RJD) is a special form of an Inline Job Descriptor (1JD)
intended to support user controlled per-FD processing before or after a Shared Descriptor
(SD) is executed (e.g., RJDs can be used to update key material or other SD state (before,
after, or without any normal frame processing defined by the SD)). Just like IJDs, RJID
instructions have been historically conveyed to SEC in the input frame and thus the input
partition gains control over what SEC does. Therefore, in multi-partition resource access
use cases, RJD users could bypass the intended SD function while being able to access
other partition's resources. To prevent isolation violations in multi-partition use cases,
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SEC only allows this type of RID to run when the FQD.FQD_CNTX.AUC code
indicates the input and control ICIDs and associated AMQs are the same (the AUC code
isOor1).

An alternative to conveying the RJD in the input frame is to place the RJD instructions in
the control partition immediately following the SD. This type of RID (referred to as
Control RJD (CRJD)) can ensure that intended isolation restrictions are observed. Since
the Flow Context, SD, and CRJD are only accessible using the control ICID and
associated AMQs, the owner of the control partition can design a suitable and safe RJD.
Access to the space following the SD is only allowed when the CRJID bit in the Flow
Context is set. The user of the Flow Context and SD can only choose to run or not run the
CRIJD on a per-FD basis. The user cannot decide what CRJD to run or what the CRJD
does.

6.2.5 Non-local jump limitations

A non-local JUMP is a SEC descriptor command that causes SEC to terminate execution
of the current SEC descriptor and begin execution of a different SEC descriptor. A non-
local JUMP command defines the target address of the new descriptor. While the non-
local JUMP instruction enables the descriptor writer to specify a memory address, the
command does not allow the ICID and AMQ settings governing descriptor fetch memory
accesses to be changed. Therefore the use of non-local JUMP commands does not
provide a means to bypass isolation guarantees.

6.2.6 Multi-partition resource access restriction summary

The following table summarizes access restrictions for select SEC descriptors and
command types in multi-partition use cases:

AUC =0 AUC =1 AUC =2 AUC =3
Descriptor/Command | (input, control, and | (input and control ICID/ | (control and output ICID/ (input, control and
Type output ICID/AMQs AMQs are identical, AMQs are identical, input | output ICID/AMQs are
are identical) output ICID/AMQ is ICID/AMQ is treated as treated as different)
treated as different) different)

Inline Job Descriptor

no restrictions unconditional error
(IJD)
Replacement Job

no restrictions unconditional error
Descriptor (RJD)
Control RJD

no restrictions if FLC.CRJD = 1; otherwise, error

(CRJD)

Table continues on the next page...
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restricted to use initial
input or control ICID/AMQ

Non-local JUMP ‘

6.3 Frame descriptors

A frame is some number of bytes of space or information stored in memory and
represents room for or the actual data of a single message, packet, or protocol data unit.
This space or data can be located in one or more buffers in memory. Multi-buffer frames
use one or more tables, called scatter/gather tables, to keep track of buffer order,
addresses, and associated information.

A Frame Descriptor (FD) is a standardized DPAA data structure that defines a frame's
starting address in memory, data length, and other frame attributes. The FD is a vehicle to
transfer frames between the QMan and SEC's QI through use of a QMan hardware portal
that provides frame dequeue and enqueue services. The FD is also utilized to transfer
frames between the AIOP and SEC's Al through use of AIOP's AAP interface, which
suspends an AIOP task after receiving a frame to be transferred to SEC and resumes the
AIOP task after AAP has received results in a frame from SEC.

Note that FDs should not be confused with the job and shared descriptors used by SEC to
describe a sequence of operations to be performed by SEC.

The FD includes a format field that describes the format of the corresponding frame.
There are two major frame formats: single frame and frame list.

* A single frame FD describes a single frame that may define the input to or the output
of SEC data processing. Note, the single frame format is also used for FDs that do
not convey a frame.

* A frame list FD generically describes a list of frames. SEC supports only a special
form of frame list, a two-entry input/output frame list, using a fixed two-entry
scatter/gather-like table where each entry is an FD structure.

When QI dequeues or Al receives a job with an input/output frame list FD, it returns the

processed job with the same frame table list and the same input and output frame buffers.
When QI or Al obtains a single frame FD, it may return the processed job with the same

or new single frame buffers for the output data. The flow context defined in the received

FD's FLC field specifies how to use frame data buffers for result return.
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6.3.1 Flow Context

The Flow Context (FLC) field in the Frame Descriptor (FD) is used to associate data,
buffers, commands, and other attributes conveyed through the FD with specific SEC
processing requirements typically related to a 'flow' of jobs (versus one-off jobs) sharing
the same kind of processing. Except for FDs that request services for more than one flow,
SEC interprets the FLC field as a pointer to a 64-byte memory structure preceding an
optional SEC Shared Descriptor (SD). Software may use the most-significant 15 bits of
the SEC FLC to carry a token to assist in address translation or serve other needs. The
SEC FLC address should be 64-byte aligned for optimal performance (and must be 64-
byte aligned if the FD[SC] bit is set to indicate that the least significant 6 bits of the FL.C
are used as stash controls). Access control to the FLC data is provisioned through the
'control' ICID and PL as defined by AUC code and associated configuration fields in the
QMan dequeue summary and AIOP frame transfer attributes as well as the CBMT bit
defined in the FD.

The SEC FLC data structure (see the table below) contains the following types of
information:

* Job scheduling and processing options including the shared descriptor length

» Response flow context and attributes

» User authentication and security domain ID association (optional)

* Output flow context and attributes (optional)

* Storage profile (SP) for output buffer management (Al may provide per-frame SP)

The SDL, CRID, CRID, EWS, DAC, and EAO fields form the group of flow-specific
SEC job scheduling and processing options. SDL serves a dual purpose: It is used to
define both the length of an optional Shared Descriptor (SD) and the entry point of an
optional Control Replacement Job Descriptor (CRJD). The CRID field defines the
internal ID of a critical SEC CHA resource that may not be available to be used by all
DECOs in parallel, but is required to process the service request. The CRJID bit indicates
the presence of a CRJID following the SD and the EWS bit is used to enable write-safe
SEQ stores to output buffers. The DAC configuration may be used to disable the copying
of Pass-Through Annotation (PTA) from input to output frames and the EAO
configuration is used to enable SEC-generated Application-Specific Annotation (ASA) in
the output frame.

The RSC, RBMT and RFLC fields form the group of flow-specific, response flow
context and attribute configurations. The content of these fields is used to generate the
SC, CBMT, and FLC fields of any response FDs transferred to the originator of service
requests (input partition) using this SEC FLC. These fields are not used and reserved
when the FLC is referenced by an FD processed by the Al service interface.
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The OFQID, OSC, OBMT, and OFLC fields form the group of flow-specific, output
queue and flow context and attribute configurations. The content of these fields is used to
define an output queue and generate the SC, CBMT, and FLC fields of any response FDs
transferred to an output partition for service requests using this SEC FLC. These fields
are only utilized for multi-ICID use cases where the AUC code indicates that the output
partition is different from the input partition. These fields are not used and reserved when
the FLC is referenced by an FD processed by the Al service interface.

The SDID, ICR, IICID, and OICID fields form the user authentication and security
domain ID association group of configurations. The content of these fields is used only in
multi-ICID use cases where the AUC code indicates that the control, input, and output
partitions may be different. SEC will use the SDID specified in the FLC only if the
requested service requires an SDID and if AUC=3 (indicating that the ICID_3 field in the
QMan dequeue summary is utilized to convey the output partition ICID). For certain use
cases, depending on the ICR setting, SEC will apply different matching requirements
between the ICIDs provided in the QMan dequeue summary and the AIOP frame transfer
attributes and the ICIDs defined in the IICID and OICID fields in the FLC. These ICIDs
are used to determine whether the originator of the service request is allowed to utilize
the FLC (and implicitly any associated SD and/or CRJD) and to direct the results of the
processing to the provided output frame queue. For a detailed description of the different
ICR settings and the associated use of IICID and OICID, see the respective entries in the
FLC field description table below.

The BS, FF, DLC, PTAR, SGHR, DHR, DL, BMTn, BPIDn, PBSn, SRn, and BPVn
fields form the group of flow-specific Storage Profile (SP) configurations. For a SEC-
specific description of the SP configuration fields see the entries in the FLC field
description table below. A generic description of the fields is available in the DPAA2
reference manual. The BDP and BP settings described in the generic SP pool control
records do not apply and are silently ignored by SEC.

Table 6-1. SEC FLC Format

o 31-12 11-0
?, reserved SDID
=

31-26 25 (24 23-19 1117116 | 15| 14-12 11-8 7-6 5-0
- 8
g reserved RB | R reserved E|D | E |CR|reserved CRID reser SDL
= MT | S A[A|W|JD ved

C Oo|C|S

N 31-0
©
5 RFLC[31-0]
=

Table continues on the next page...
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Table 6-1. SEC FLC Format

(continued)
o 31-0
©
S RFLC[63-32]
=
< 31-16 15-0
I oICID IICID
=
31-30 29-26 25 |24 23-0
-ué ICR reserved |OB| O OFQID
§ MT | S
C
© 31-0
©
5 OFLC[31-0]
=
~ 31-0
©
5 OFLC[63-32]
=
© 31-16 15-0
©
S reserved DL
=
31 |3]|29-2 27-25 |24 23| 22-2 | 20 19-16 15-12 11-0
o 0| 8 1
T
§ BS (rs| FF | reserved [DL| PT |reser|SG ASAR reserved DHR
v C |AR| ved |HR
313 29-16 15-6 5 4-1 0
o 0
T [BM|rs BPID1 PBS1 S| reserved |BP
v
S | T R V1
1
31 |3 29-16 15-6 5 4-1 0
— 0
T |BM|rs BPID2 PBS2 S| reserved |BP
S |T2|v R V2
2
o 31-0
o) reserved
o
=
® 31-0
] reserved
(e]
=
< 31-0
° reserved
(e]
=

Table continues on the next page...
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Table 6-1. SEC FLC Format

(continued)
o 31-0
] reserved
(e}
=

Table 6-2. Flow Context Field Descriptions

Field Names Descriptions
ASAR The Accelerator Specific Annotation Room field is part of the SP group of parameters. ASAR is encoded in

terms of 64-byte increments and its value is used to generate (preserve in the reuse mode) HW annotation
space in the output frame.

If output buffer source is set to allocate output buffers (BS=0) the ASAR field is used to generate room for
ASA. In the single buffer output case ASAR is combined with DHR and any necessary PTAR to form
FD[OFFSET] and thus create room for both annotations and data head room. In the SG buffer output frame
case ASAR is combined with SGHR and any necessary PTAR to form FD[OFFSET] and thus create room for
both annotations and any SG head room. DHR is used to set the OFFSET in the first SGT entry.

If output buffer source is set to reuse input buffers (BS=1) the ASAR field is used to leave (or preserve) room
for a defined amount of (preexisting) ASA. In the single buffer output case ASAR is combined with any
necessary PTAR to determine whether the requested amount of DHR correction is possible and to report an
error if not. In the SG buffer output case SGE[OFFSET] is used to perform the check and to report an error if
the correction is not possible.

BMT1 / BMT2 | The Bypass Memory address Translation bits are part of the buffer pool control record 1 and 2 in the SP
parameter group. The BMTn setting indicates whether the pool buffers reside in memory that must be
accessed without System MMU memory address translation, i.e., the buffer memory must be accessed with
physical addresses.

Note: If the output buffer source is set to allocate buffers (BS=0), buffer pool record 1 may need to be marked
valid (BPV1=1) so that BMT1 can be set as a default output BMT available to be used within the SD or CRJD,
even if the remaining SP parameters request that QI or Al never allocate output buffers (DLC=1 and DL=0). In
this rare use case no other parameters other than BPV1 and BMT1 are utilized in the buffer pool records and

the user should set unused and reserved fields to 0.

BPID1 / The Buffer Pool ID fields are part of the buffer pool control record 1 and 2 in the SP parameter group. BPIDn
BPID2 defines the buffer pool ID utilized by SEC to allocate buffers on behalf of the service user. Note, in some error
cases SEC may use this buffer pool ID to release allocated buffers.

BPV1 /BPV2 | The Buffer Pool Valid bits are part of the buffer pool control record 1 and 2 in the SP parameter group. BPVn
simply indicates whether the associated buffer pool record is valid or must be ignored. SEC supports the use
of up to 2 buffer pool records. The record for buffer pool 1 must be utilized if there is only one available buffer
pool.

Note: If the output buffer source is set to allocate buffers (BS=0), buffer pool record 1 may need to be marked
valid (BPV1=1) so that BMT1 can be set as a default output BMT available to be used within the SD or CRJD,
even if the remaining SP parameters request that QI or Al never allocate output buffers (DLC=1 and DL=0). In
this rare use case no other parameters other than BPV1 and BMT1 are utilized in the buffer pool records and

the user should set unused and reserved fields to 0.

BS The Buffer Source bit is part of the SP parameter group. If BS is set to
* 0 - allocate output buffers and release input buffers (some errors may cause different behavior)
* 1 - reuse input buffers as output buffers (invalidates DL field)

Note: The user may override the BS setting on a per FD basis by providing output buffers via input/output
frame lists.

Table continues on the next page...
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Table 6-2. Flow Context Field Descriptions (continued)

Field Names

Descriptions

CRID

The Critical Resource ID field is part of the job scheduling and processing parameter group. CRID defines the
internal ID of a critical SEC CHA resource that may not be available for use by all DECOs in parallel, but is
required to process the service request. If a non-zero CRID is defined, Ql and Al check the availability of the
resource when selecting the next job for transfer to the job queue controller. If all instances of the critical
resource are in use by jobs from other flows, the selection priority of the jobs from this flow is lowered to
minimize the possibility that multiple DECOs are stalled waiting for one or a small number of critical resources
to become available. FLC-generating SW must be aware of what CHA types the SEC descriptor(s) is/are
utilizing. If the available number of the CHA type required to perform the acceleration is less than the number
of available DECOs, CRID should be set to the ID of the CHA to support fair and performance-optimized job
scheduling. Reading the CHANUM register enables software to query how many DECOs and how many
CHAs of each type exist in a given SEC and set CRID if necessary.

CRJD

The Control Replacement Job Descriptor present bit is part of the job scheduling and processing parameter
group. The setting of CRJD simply indicates whether there is a CRJD immediately following the SD. This is
primarily useful for multi-partition use cases where the input partition must not be able to select and request
the execution of a CRJD in cases where the control partition did not provide a CRJD.

DAC

The Disable pass-through Annotation Copy control bit is part of the job scheduling and processing parameter
group. DAC is set to disable the copying of Pass-Through Annotation (PTA) from the input to output frame.
For most applications DAC should left clear to comply with the general DPAA2 requirement that PTA is always
'Passed'. DAC may need to be set if a control partition needs tighter isolation for applications where input and
output data are controlled by different partitions. For more information on multi-partition use cases, see Multi-
partition resource access modes

DHR

The Data Head Room field is part of the SP parameter group. DHR is encoded in terms of bytes.

If the output buffer source is set to allocate output buffers (BS=0) the DHR field is used to generate data
headroom, i.e., the offset in the first data containing entry of SG buffer output frames and in combination with
the annotation room specification (see ASAR above) in single buffer output frames.

If the output buffer source is set to reuse input buffers as output buffers (BS=1) the DHR field is treated as a
signed value (2's-complement) of a data headroom correction and defines by how many bytes an existing
offset should be adjusted to make room for additional output data or any need to move the output ‘forward’ in
relation to the input data so that output generation does not destroy input data before it is consumed. Note: In
most envisioned use scenarios DHR would be negative but the use of positive values is not excluded.

DL

The Data Length field is part of the SP parameter group. DL is only used in output buffer allocation mode
(BS=0) and an estimate for an absolute output data length (DLC=1) or a length correction / adjustment of the
output frame length based on input frame length information (DLC=0). The resulting length may need to be
treated as an estimate because a precise length may not be possible to determine due to variable padding
requirements. Examples:

* a physical device may use a positive DL value to create additional frame tail room.

* a service producing output on the basis of some input data may use DL to calculate an anticipated

shorter or longer output frame.

In the length correction / adjustment case the number is treated as a signed value (2's-complement), i.e., the
output length can be either expanded or reduced relative to a received input frame. Depending on the output
length control bit (see DLC below) the output length can be set to an fixed value (including 0, in this case the
output FD would only report status or an error if there is unexpected output data to be generated). If using
input buffer reuse mode (BS=1), then this field is unused.

DLC

The Data Length Control bit is part of the SP parameter group. DLC is only used in output buffer allocate
mode (BS=0) and if set to
* 0 - use DL to calculate the anticipated output frame buffer length by adding the (signed) DL correction
value to the input frame length
* 1 -use DL to set a fixed anticipated output frame buffer length

QI and Al do not allocate any buffer if the calculated estimate for the output buffer length is zero (0) and no
annotation need to be generated or passed to the service user.

Table continues on the next page...
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Table 6-2. Flow Context Field Descriptions (continued)

Field Names

Descriptions

EAO

The Enable application-specific Annotation Output control bit is part of the job scheduling and processing
parameter group. The EAOQ bit is used to enable SEC-generated Application-Specific Annotation (ASA) to the
output frame. Note, EAO strictly controls writing ASA to the output frame. When SEC is utilized via the Al
service interface, SEC ASA is always returned in the response FD FLC field.

EWS

The Enable Write-Safe control bit is part of the job scheduling and processing parameter group. The EWS bit
is used to enable write-safe SEQ stores to output buffers. Write-safe is always enabled for output frames
allocated by QI and Al since there is no danger of overwriting existing data in allocated output frame buffers.
EWS is a means to enable write-safe when an input frame is reused for output or when an output frame is
provided through an input/output frame list. See DMA interface write-safe transactions for more details on
write-safe operation, controls, and benefits.

FF

The Frame Format field is part of the SP group of parameters. The FF field defines the type of output frame
structure SEC should generate. The output frame structure is formed utilizing a sub-set of the elements
available from the FD format options and the ‘room’ specifications in the SP parameter group. The following
frame structures are supported by SEC to address different user needs:
¢ Single buffer frame: The single buffer frame is formed from a single data buffer. Input FD PTA and
PTVn, PTAR, ASAR, and DHR are used to calculate OFFSET. OFFSET, DLC, and DL are used to
calculate minimum buffer length. Any non-0 SGHR value is ignored.
¢ Scatter/gather (SG) buffer frame: The SG buffer frame is formed from one or more SGT buffers and one
or more data buffers. Input FD PTA and PTVn, PTAR, ASAR, and SGHR are used to calculate OFFSET
for the SGT buffer. DHR is used to set OFFSET for the first data buffer. OFFSET for subsequent data
buffers is set to 0. The SGE format types ‘frame data section’ and ‘unused’ are not utilized.

If the output buffer source is set to allocate output buffers (BS=0), the following applies depending on the
selected FF value:
* 0 - Allocate single buffer frame or an SG buffer frame with as many data buffer(s) as needed to generate
the required data offset and hold the frame data.
* 1 - Reserved
* 2 - Force single buffer frame use (generate error if (anticipated) output data with offset does not fit in
single buffer).
* 3 - Force SG buffer frame use. This may produce an FD with a single entry SG table buffer pointing to a
single buffer.

If output buffer source is set to reuse input buffers as output buffers (BS=1), the following applies:

* 0 - Reserved

* 1 - Reserved

¢ 2 - Reuse input buffers if they provide sufficient space (generate error if (anticipated) output data with
recalculated offset does not fit in the available input buffer(s)). Note: The check for available space relies
on the input frame data offset and length information instead of what may be really available in the input
buffers because any unused input buffer head or tail room is in many use cases unknown or would
require excessive processing overhead to determine).

* 3 - Reserved

SEC reports an 'SP frame format unsupported or reserved' status if a reserved FF code is encountered.

ICR

The Isolation Context Restrictions field is part of the user authentication parameter group. The ICR code is
only utilized in combination with the AUC codes 2 and 3 and provides the ability to restrict access to the FLC if
the service request's input and output ICIDs do not match FLC-specific input and output ICID values (IICID
and OICID) or ICID relationships. The following is supported:
e 0-If AUC =2 or 3 (input and control ICIDs for the dequeued frame may be different), input and output
ICIDs must match the values defined in the [ICID and OICID fields, respectively.
e 1-If AUC =2 or 3 (input and control ICIDs for the dequeued frame may be different), input and output
ICIDs must be the same.
e 2 - Reserved (defaults to 'No restrictions' but may be assigned a different restriction in the future)
* 3 - No restrictions

Table continues on the next page...

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018

166

NXP Semiconductors



Chapter 6 Frame queues, frame descriptors, and buffers

Table 6-2. Flow Context Field Descriptions (continued)

Field Names

Descriptions

IICID

The Input Isolation ID field is part of the user authentication parameter group. The IICID field is only utilized in
combination with AUC codes 2 or 3 and ICR code 0. If ICR=0 and AUC=2 or AUC=3, IICID must match the
input ICID and OICID must match the output ICID in the QMan dequeue summary in order for SEC to accept
and execute the service request.

OBMT

The Output Bypass Memory Translation bit is part of the user output parameter group. OBMT is used to
configure a user selected CBMT value associated with the user selected Output FLC (see OFLC described
below). The CBMT attribute in combination with interpreting OFLC as a pointer can be used to stash up to 3
64-byte blocks of user context data (if enabled via the SC and CS fields in the FD) when QMan de-queues
SEC's service output FD from the output queue defined by OFQID. Setting OBMT/CBMT (to bypass memory
translation) has no effect unless the user is implicitly authorized to do so by having access to and using a
frame queue with a set privileged level (PL=1). Note, OBMT is only utilized for SEC generated FDs directed to
the output partition and if the service request was not a management command.

OFLC

The Output FLC field is part of the user output parameter group. OFLC is used to configure a user selected
FLC field returned to the user in SEC's service output FD fetched from the output queue defined by OFQID.
Note, the OFLC field is fully determined by the service user unless OSC is set. If OSC is set, the LS 6 bits of
the OFLC field define QMan stash controls and need to comply with the DPAA FD format specification. Note,
the OFLC field is only utilized for SEC generated FDs directed to the output partition and if the service request
was not a management command.

OFQID

The Output Frame Queue ID is part of the user output parameter group. OFQID is only used to enqueue
SEC's service output FD when input and output partitions (ICIDs) are treated as different (AUC codes 2 or 3)
and if the service request was not a management command.

OICID

The Output Isolation ID field is part of the user authentication parameter group. The OICID field is only utilized
in combination with AUC codes 2 or 3 and ICR code 0. If ICR=0 and AUC=2 or AUC=3, OICID must match the
output ICID and IICID must match the input ICID in the QMan dequeue summary in order for SEC to accept
and execute the service request.

0OSsC

The Output FLC Stash Control bit is part of the user output parameter group. OSC is used to configure a user
selected QMan Stash Control (SC) associated with the user selected LS 6 bits of the Output FLC (OFLC) field.
Per DPAA FD format specification, a set SC bit enables QMan to interpret the LS 6 bits of the FLC field to
control up to 3 64-byte blocks of frame data, context, and/or annotation data to be stashed (loaded in a cache
for CPU consumption) when a user de-queues such an FD from a QMan software portal. For more information
on SC and related FD fields see the DPAA overview chapter in your SoC's reference manual. Note, OSC is
only utilized for SEC generated FDs directed to the output partition and if the service request was not a
management command.

PBS1/PBS2

The Pool Buffer Size fields are part of the buffer pool control record 1 and 2 in the SP parameter group. PBSn
is encoded in terms of 64 bytes and reflects the amount of the data that can be stored in buffers allocated from
the associated buffer pool. A value of 0 indicates the largest representable buffer size of 64KB. SEC supports
the use of up to 2 buffer pool records. The size of buffers in pool 1 must be same or smaller than the size of
buffers in pool 2 (if the pool 2 record is valid (BPV=1)).

PTAR

The Pass Through Annotation Room field is part of the SP parameter group. PTAR is encoded in terms of 64-
byte and its value is used to optionally generate an additional space of 64 bytes for an anticipated pass
through annotation in the front of the frame. The generation of PTAR may be requested even if the entity
allocating the buffer does not generate any PTA content. In the latter case FD[PTA] must be set and
FD[PTV1/2] must be clear to indicate that the PTA field content is invalid. A description on how PTAR is used
can be found in the ASAR field description above. Note, in the input buffer reuse case (BS=1) PTAR is
ignored (because the PTAR room must be preserved according to the frame format specification and a
change of FD[PTA] would require to move any following ASA in the spirit of reuse) and should be set to 0 to
enable alternative use in future SP format extensions.

RBMT

The Response Bypass Memory Translation bit is part of the user response parameter group. RBMT is used to
configure a user selected CBMT value associated with the user selected Response FLC (see RFLC described
below). The CBMT attribute in combination with interpreting RFLC as a pointer can be used to stash up to 3
64-byte blocks of user context data (if enabled via the SC and CS fields in the FD) when QMan de-queues
SEC's service response FD. Setting RBMT/CBMT (to bypass memory translation) has no effect unless the

Table continues on the next page...
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Table 6-2. Flow Context Field Descriptions (continued)

Field Names Descriptions

user is implicitly authorized to do so by having access to and using a frame queue with a set privileged level
(PL=1). Note, RBMT is only utilized for SEC generated FDs directed to the input partition and if the service
request was not a management command.

RFLC The Response FLC field is part of the user response parameter group. RFLC is used to configure a user
selected FLC field returned to the user in SEC's service response FD. Note, the RFLC field is fully determined
by the service user unless RSC is set. If RSC is set, the LS 6 bits of the RFLC field define QMan stash
controls and need to comply with the DPAA FD format specification. Note, the RFLC field is only utilized for
SEC generated FDs directed to the input partition and if the service request was not a management
command.

RSC The Response FLC Stash Control bit is part of the user response parameter group. RSC is used to configure
a user selected QMan Stash Control (SC) associated with the user selected LS 6 bits of the Response FLC
(RFLC) field. Per DPAA FD format specification, a set SC bit enables QMan to interpret the LS 6 bits of the
FLC field to control up to 3 64-byte blocks of frame data, context, and/or annotation data to be stashed
(loaded in a cache for CPU consumption) when a user de-queues such an FD from a QMan software portal.
For more information on SC and related FD fields see the DPAA overview chapter in your SoC's reference
manual. Note, RSC is only utilized for SEC generated FDs directed to the input partition and if the service
request was not a management command.

SDID The Security Domain ID field is part of the user authentication parameter group. The SDID field is only used
when AUC=3 and the Frame Queue Descriptor Context Format (FQD[FF]) passed via the QMan dequeue
summary is set to 1. For all other AUC codes the SDID is assumed to be equal to the input partition ICID if
FQDIFF] = 0 and the value stored in the ICID_3 if FQD[FF] = 1. For more information on the use of SDIDs see
Trusted descriptors

SDL The Shared Descriptor Length is part of the job scheduling and processing parameter group. SDL is encoded
in terms of 32-bit job descriptor command words and serves a dual purpose: SDL is used to define both the
length of an optional (but usually present) SD as well as the entry point of an optional CRJD. For example,
SDL=10 defines both a shared descriptor with 10 words and a CRJD entry point at offset 40 relative to the
start address of the SD (which is assumed to start at offset 64 relative to the address defined by FLC.) SDL=0
indicates there is no SD and an in-line descriptor is expected at the start of the input frame. See Using in-line
descriptors

SGHR The Scatter/Gather Head Room bit is part of the SP parameter group. SGHR is encoded in terms of 64-byte
and its value is used to optionally generate an additional space of 64 bytes for anticipated SG table growth. If
the SG buffer frame format is selected SGHR is applied only to the first SGT buffer. A description on how
SGHR is used can be found in the ASAR field description above. Note, in the input buffer reuse case (BS=1)
SGHR is ignored and should be set to 0 to enable alternative use in future SP format extensions.

SR1/SR2 The Scarce Resource attribute bits are part of the buffer pool control record 1 and 2 in the SP parameter
group. The SRn setting indicates that the amount of memory consumed by the pool buffer need to be reflected
in the FD[MEM] encoding and FDs conveying such buffers need to set the SL bit in FD[FMT], reduce the
FD[LENGTH] encoding to 18 bit and make room for a 12 bit FD[MEM] encoding. If the buffer is utilized in an
SG FD the SGE entry’s SL bit in SGE[FMT] and the SGE[SR] bit will be set. The FD[MEM] encoding is utilized
by QMan to support resource based congestion management features. For more information see the QMan
chapter of the DPAA2 reference manual.

6.3.2 Processing single frame jobs

Two single-frame formats are defined, single-buffer and multi-buffer (or scatter-gather)
frames. Single buffer frames contain an address that points directly to a buffer that
contains data or space for data. Multi-buffer frames contain an address that points to a
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scatter/gather table (SGT). The SGT contains one or more entries that can be marked as
unused, point to single buffers, point to a data section within the SGT, or point to an SGT
extension. Both formats support short and long length coding options:

e Short length frames support an 18-bit data length and a 12-bit memory footprint
encoding.
* Long length frames support a 32-bit data length and no memory footprint encoding.

Preparation for processing a single-frame usually involves preparing space for output.
The Storage Profile (SP) prescribes whether QI and Al should allocate a new single-
frame for output, prepare to reuse the input frame for output, or prepare for no output.
When a new frame is allocated for output, SEC will release all input frame buffers.

Compared to the generic SP features described in the DPAA?2 reference manual, the
following SEC limitations apply to SP parameter programming:

* 1 or 2 buffer pool records may be utilized

 If only 1 pool is provided, pool record 1 must be used to define the pool
characteristics

* BDPn=1 and BPn=1 in buffer pool records are ignored and not supported

The following highlights the steps QI and Al perform to create the optional, but usually
present, output frame buffer structure(s):

1. In input buffer reuse mode (BS=1) or if the dequeued frame is a frame list, no buffer
pool is used (and no pool records are checked for validity)

2. In output buffer allocate mode (BS=0) buffer pool record 1 must be valid (BPVI1=1)
even if other SP parameters or the estimated output length requirements indicate that
no output buffer is needed (buffer pool record 2 may or may not be valid and may be
utilized as described below).

3. If pool record 2 is valid (BPV2=1), the buffers in the pool 2 must be same size or
larger than the buffers in pool 1 (PBS2 >= PBS1).

4. If single-buffer or scatter/gather-buffer selection is set to automatic (FF=0) QI and Al
will first calculate the space needed for single buffer annotation(s), and/or data head
room, and data

a. If the space requirement is met by the size of buffers in pool 1, allocate 1 buffer
from pool 1.
b. else, if buffer pool record 2 is valid and the space requirement is met by buffers
in pool 2, allocate 1 buffer from pool 2.
c. else, attempt to allocate a scatter/gather frame by
1. first calculating the space needed for data headroom and data
a. If the space requirement is met by buffers in pool 1, allocate 1 buffer
from pool 1 for data headroom and data.
b. else, if pool 2 is valid and the space requirement is met by buffers in
pool 2, allocate 1 buffer from pool 2 for data headroom and data.
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c. else, allocate 2 or more buffers from the pool with the largest buffers for
data head room and data.
2. and second, calculating the space needed for scatter/gather annotation,
headroom, and table entries
a. If the space requirement is met by buffers in pool 1, allocate 1 buffer
from pool 1 for the scatter/gather table
b. else, if pool 2 is valid and the space requirement is met by buffers in
pool 2, allocate 1 buffer from pool 2 for the scatter/gather table.
c. else, allocate 2 or more buffers from the pool with the largest buffers
and use SGT EXT entries to link the tables together.
5. If force single-buffer is selected (FF=2) QI and AI will calculate the space needed for
annotation, and/or data headroom and data
a. Same as 4.a above
b. Same as 4.b above
c. If a single buffer does not provide the required space, report an error that a single
buffer frame cannot be generated.
6. If force scatter/gather-buffer is selected (FF=3) QI and Al will follow the steps
outlined in 4.c above.

6.3.3 Processing frame list jobs

The input/output variant of generic frame lists is used to associate and convey an input
and an output frame. Although the software overhead of using frame lists is somewhat
higher than using single frames, the input/output frame list enables the use of any user-
defined output frame structure and/or to preserve the input frame instead of reusing or
releasing it. The output frame structure generated by QI and Al is either a single- or a
multi-buffer frame (the inclusion of pass-through annotation, application-specific
annotation, and data headroom is supported). But some applications may require a more
complex structure with multiple levels of extension and unused entries to facilitate
expansion. Input/output frame lists also provide a way to preserve the original data, rather
than over-writing it or releasing input frame buffers. When SEC is done processing, it
returns the input/output frame list without releasing any of the input frame buffers. This
may be useful for multi-cast and retransmission scenarios and for system debug. Software
becomes responsible for management of the input and output buffers.

The FD for an input/output frame list points to a two-entry Frame List Table (FLT),
where the first entry specifies the output frame and the second entry specifies the input
frame. Each FLT entry is similar to the generic DPAA FD format which may point to a
single-buffer or a multi-buffer frame. See the DPAA overview chapter in your SoC
reference manual for a generic description of the frame list format.
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The following use modes of the input/output frame list are possible:

* Output frame address = X, Input frame address = Y. The output is written to the
frame at address X. Software must ensure that the total size of the supplied output
frame is large enough to hold SEC's output.

* Output frame address = Y, Input frame address = Y. The output overwrites the data
in input buffers. Software must ensure that the data to be read in has, in fact, been
read in before it is overwritten. For example, the descriptor could output a protocol
header before reading the input frame. As a result, the header could overwrite the
input frame before the input frame is ready. One easy way to avoid this is to use a
non-zero offset for the input FD but have the output FD use a smaller offset. Note
that software must also ensure that the total size of the supplied input buffer(s) is
large enough to hold SEC's output.

6.3.4 Frame descriptor error handling

SEC can experience errors while accessing FL.Cs and frame lists, interpreting input FDs
and FLC parameters, allocating new frames for output or preparing input frames for
reuse, processing input and output frame data, and generating response FDs, as well as
updating frame list output frame entries. Allocation errors may be due to buffer pool
depletion in BMan. As explained in earlier chapters, SEC reports errors using the FD
FRC field. For a full list of detected error conditions see Job termination status/error
codes.

Some errors are detected during QI's or Al's preparation of a job for processing, including
FD format errors, FLC configuration errors, memory access and buffer pool depletion
errors. When these errors occur, QI and Al set the Do Not Run (DNR) bit in the job
descriptor HEADER command to instruct DECO not to execute shared descriptor
commands. When DECO gets the job, it may only release input buffers (if RBS is set in
the SEQ IN PTR command), and, if present, DECO will read the shared descriptor and
check whether to propagate and update the DNR setting in the shared descriptor
HEADER command if the PD bit is set in the shared descriptor. In either case, no
additional job processing occurs and QI or Al report the detected error.

If SEC processing requires only a single output buffer and the buffer could not be
acquired (BMan reports pool depletion), QI or Al will respond by returning the input
frame to the service user with a buffer pool depletion error status in the FRC field of the
FD.

When multiple output buffers are required (or if the service user requested the
unconditional generation of an SGT), QI or Al checks whether the buffers in the buffer
pool assigned to provide SGT buffers are large enough to accommodate the scatter/gather

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
NXP Semiconductors 171




AR
Frame descriptors
annotation, headroom, and an SGT EXT. If not, no buffers will be acquired and QI or Al

will return the input frame to the service user with an SGT exceeds max buffer size error
status in the FRC field of the FD.

Further multi-buffer frame error handling depends on whether part of the additional
frame data buffers were acquired and associated SGT entries were already written to
memory when the error condition is detected. If no part of the SGT has been written to
memory, all buffers acquired for output are released and the input frame will be returned
to the service user with the detected error condition reported in the FRC field of the FD.
If part of the SGT entries have already been written, that partially generated SGT buffer
and the associated data buffers will not be released, the last utilized SGT entry will be
rewritten to set the F (final) bit, and the partially generated (and empty) frame will be
passed to the service user with LENGTH set to O and a non-0 status reporting the
detected error condition. Any buffers acquired from BMan that have not yet been added
as entries to the partially generated SGT buffer are released back to BMan.

Note that all QI or AI detected frame write errors indicate that some or all of the content
of the service user received multi-buffer SGT or frame list table is at least partially
invalid, associated buffer attributes (including the buffer address) need to be treated as
suspect, and thus the information conveyed by such FDs is merely useful for debug and
analysis.

6.3.5 Job descriptor construction from frame descriptor

QI and AI build an internal SEC Job Descriptor (JD) to process service requests
conveyed via DPAA Frame Descriptors (FDs). The precise length of the generated JD
depends on the utilized memory address size and the inclusion of an optional load
command. If SEC is configured to use 32-bit addresses, the generated JD is 8 words long
without the load command or 10 words long with it. If addresses are greater than 32 bits,
the JD is 11 words long without the load command or 13 words long with it. Note that the
sum total of words for the internally generated JD and an optional (but usually present)
Shared Descriptor (SD) must not exceed 64 words, i.e., the maximum size of an SD
utilized by QI or Al depends on the size of the internally generated JD, but it is always
safe to limit the SD length utilized with QI or Al to 51 words or less.

The internally generated JD is constructed from the following DECO commands:

HEADER
Shared Descriptor Pointer (1 word for 32-bit addressing, 2 words otherwise) (See Address pointers.)
SEQ OUT PTR

Output Pointer (1 word for 32-bit addressing, 2 words otherwise)

Table continues on the next page...
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Output Length
SEQIN PTR

Input Pointer (1 word for 32-bit addressing, 2 words otherwise)

Input Length

LOAD immediate (optional)
Immediate data value (FD FRC field) to be written to DPOVRD Register (optional)

If there is no SD (the Flow Context defines SDLEN as 0), the START WORD field in the
HEADER command is set to 2 or 3 to skip over the 1 or 2 words reserved for the SD
pointer.

The Frame Context (FRC) field in the Frame Descriptor (FD) enables software to request
management services or to modify the processing of individual frames while retaining the
advantages of sharing SEC services between many users. The 8 most significant bits of
the FD's FRC field are interpreted as follows:

Table 6-3. SEC Frame Descriptor Frame Context (FRC) Field Options

MS byte of
FRC Field

0000_0000b |Generate internal default JD as described above

0000_0001b [Reserved (unsupported command error)

Generate internal default JD and set RJD bit in SEQ IN PTR command

(Execute a Replacement Job Descriptor (RJD) stored inline in input buffer)
Generate internal default JD and set RJD and CTRL bits in SEQ IN PTR command
(Execution a Control RJD (CRJD) stored immediately following the SD)

Description

0000_0010b

0000_0011b

0000_0100b
Reserved (unsupported command error)
0000_0111b
0000_1000b |Input ICID flush command (wait for unfinished jobs to complete)
0000_1001b |Input ICID flush command (abort any unfinished jobs)

QI: Input queue flush command (wait for unfinished jobs to complete)

0000_1010b
Al: Reserved (unsupported command error)

Ql: Input queue flush command (abort any unfinished jobs)
0000_1011b
Al: Reserved (unsupported command error)

0000_1100b |Input flow context flush command (wait for unfinished jobs to complete)
0000_1101b

Reserved (unsupported command error)
0000_1111b

Generate internal default JD and add LOAD Immediate command with immediate data equal to FRC field

1000_xo00xb value at end of the internally generated JD (optional in internal JD illustration above)
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If the most significant byte (MSB) of the FRC field is zero SEC generates the internal
default JD as described above (without the optional LOAD Immediate command).

If the MSB is 0x02 or 0x03 SEC generates the internal default JD and sets the RJD bit in
the SEQ IN PTR command, which tells DECO to replace the internally constructed
default JD with a Replacement Job Descriptor (RJD). If the MSB in FRC is set to 0x02
the RJD is fetched from the beginning of the frame input buffer(s). If the MSB is set to
0x03 a Control RJD (CRIJD) is fetched from the address following the SD (derived from
the FLC address and the length of the SD encoded in FLC.SDL). Note, the CRJD bit
must be set in the FLC to enable selection and execution of a CRJD following the SD.
Also, if a DECO Protocol Override is required, the user must place the LOAD Immediate
command in the (C)RJD. The sum total of words for the SD and the (C)RJD may not
exceed 64 words.

If the MSB of the FRC field has one of the values 0x08 through 0x0C (excluding OxO0A
and 0xOB for AI), SEC interprets the code as a flush command with the scope indicated
in the table (ICID, frame queue, or flow context (excluding frame queue flush for Al)).
The option to drain (complete pending requests) or abort (immediately terminate or
cancel pending requests) is encoded by the least significant bit of the flush code (except
for the flow context flush). Flush commands are intended to assist resource management
and can be utilized by all users, with the exception of the ICID flush command, which is
only available for privileged (trusted) users that can bypass isolation protection
(FQD.BDI=1). For more information on flush commands see the DPAA overview
chapter of your SoC reference manual.

If the MS nibble of the FRC field has the value 0x8, SEC adds a LOAD Immediate
command to the end of the internally generated JD, with immediate data equal to the full
32-bit FRC field. The target of the LOAD is the DECO Protocol Override Register
(DPOVRD). The effect of loading specific values into DPOVRD depends on the selected
protocol and is described in detail in the protocol section of this document.

If there is no SD (FLC.SDL=0), QI and AI set the INL bit in the SEQ IN PTR command,
which tells DECO to execute an Inline Job Descriptor (IJD) fetched from the beginning
of input data stream immediately after the SEQ IN PTR command is executed, i.e.,
setting the DECO Protocol Override option will have no effect because the associated
LOAD Immediate following the SEQ IN PTR command will not be executed. If needed,
the LOAD Immediate command must be placed in the IJD.
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Software's primary interaction with SEC is through the submission of descriptors. To
make SEC flexible, the descriptor is a program that controls SEC's operation. It is
therefore up to the user to provide meaningful descriptors for execution. Descriptors are
submitted to SEC in order to process a job, where a job can specify a variety of functions
supported by SEC, from initialization of a security parameter, to generation of a random
number, to encryption or signing of data, or full security protocol encapsulation of a
packet.

Descriptors consist of commands that are executed in sequence, although conditional and
unconditional jumps are available to alter the sequence. The size of a single descriptor is
limited to 64 32-bit words, but it is possible to jump from one descriptor to another so
that, in effect, much larger descriptors can be created. Only the first of these descriptors
has to be submitted by means of the job ring, the queue interface, or the AIOP interface;
the rest are automatically fetched and executed by SEC.

Job descriptors, trusted descriptors, and shared descriptors can be modified and written
back to memory. This is usually done when the processing of a data block is dependent
on the result of processing of the prior data block. Such dependencies exist for
information such as sequence numbers, counter values, and cryptographic state. Write
backs are performed using descriptor commands. Hardware does not make independent
decisions regarding the fields that should be written back.

Note that to correctly use sharing flows (wait or serial) in SEC, if one job in the flow
updates the PDB in memory, all jobs in that flow must update the PDB in memory even if
the PDB did not change for that particular packet. If all jobs in the flow update the PDB,
SEC will ensure that subsequent jobs do not read the PDB from memory until all updates
from prior jobs are complete.

When a job is submitted via the AIOP interface or the queue interface, the interface
automatically creates a job descriptor. This job descriptor is built based on information
provided via the submission. See Job descriptor construction from frame descriptor.
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7.1 Job descriptors
NOTE

The term 'job descriptor' refers to both control structures
created by software and submitted to a Job Ring and to
equivalent control structures created by QI or Al based on
frame descriptor information.

A job descriptor (JD) is a control structure that causes SEC to execute a single job. Given
a pointer to a job descriptor, the job queue controller will fetch from that address to the
next burst boundary. If this is less than the number of bytes required to load an entire,
maximum size, Job HEADER command, then the job queue controller will fetch the
remaining required bytes. If the address size is 32 bits, then the maximum Job HEADER
size is 12 bytes. If the address size is greater than 32 bits, then the maximum Job
HEADER size is 16 bytes.

NOTE
As stated above, the first read is at least to the next burst
boundary even though the descriptor may not be that long. It is
up to the user to ensure that reading beyond the end of the job
descriptor to the burst boundary will not result in any memory
access errors.

If a second read is required to read the entire Job HEADER command, the second read is
done from the first burst boundary to the second burst boundary. Note that these reads are
all done with a single request and that request may be split under some conditions. Once
these first words of the job descriptor are received, the job queue controller makes a
decision. If there is a DECO available into which this job may be placed, the job is placed
into the DECO for execution. If no such DECO is available, or if the job can't be placed
into the DECO due to sharing constraints, the job queue controller will fetch the rest of
the job descriptor if the previous reads did not already accomplish this. In addition, if
there is a shared descriptor, the job queue controller will also fetch the shared descriptor
unless it can be shared and is already present for another job. Once these reads have
completed, the job will be eligible for placement into a DECO for execution. By
prefetching all of this material, the job queue controller saves the DECO from taking the
time to do so, thereby signficantly improving performance. If the job queue controller is
fetching a shared descriptor, it will also attempt to prefetch the input frame for Al and QI
jobs. In the case where the input frame is a single buffer, the job queue controller will
prefetch up to 128 bytes from the input frame, but no more than the length of the input
frame. In the case where the input frame is a scatter/gather table, the job queue controller
will prefetch the first 4 entries of the table. If the input frame is scattered and the output
frame is also scattered, the job queue controller will prefetch the first 4 entries of the
output table as well. Once these reads have completed, the job will be eligible for
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placement into a DECO. Software-generated job descriptors contain the lengths and
pointers (see Address pointers) of the data to be operated on, and either directly embed
security keys and context or explicitly point to these keys and context. Keys and context
can also be referenced indirectly by pointing to a shared descriptor (SD) that either
contains keys and context, or includes pointers to keys and context. A job descriptor can
include a shared descriptor by reference, but a shared descriptor cannot include a job
descriptor.

Job descriptors use the descriptor commands defined in Using descriptor commands. A
job descriptor always begins with a HEADER command. A job descriptor without a
shared descriptor typically includes:

* Commands that specify the inputs (such as keys, IV, or data) to a cryptographic
operation and where to place them

e Commands that specify where to place the output(s) of the operation

* One or more OPERATION commands that specify the cryptographic work to be
done

The job descriptor may also contain MATH commands that perform various calculations
and conditional JUMP commands that branch based upon the results of those
calculations.

If the job descriptor references a shared descriptor, the memory address pointer to the
shared descriptor immediately follows the job descriptor HEADER. In this case the
OPERATION command and certain inputs (such as the key) are normally specified in the
shared descriptor. The job descriptor typically specifies the location of the memory
buffers for the input and output data. In this case, the job HEADER command has the
REO (Reverse Execution Order) bit set so that the job descriptor commands execute first
(to specify the input and output data buffers), followed by the shared descriptor
commands (to specify the operations to be performed on these data buffers). (see
Command execution order)

Because the length of the job descriptor is contained in the job HEADER command, no
special termination command is required. When execution reaches the command which
extends to the end of the job descriptor, DECO knows that the execution of the job
descriptor has completed. Note that this endpoint is marked and does not change unless a
new descriptor is loaded. Therefore, even if new descriptor material is loaded over the
original material via MOVE or LOAD commands, the endpoint will not change and
DECO will end execution of the job descriptor there. An error will be generated if DECO
detects that the endpoint is inside a command. (For example, an error will be generated if
the endpoint is between the words of a 2-word command.)
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7.2 Trusted descriptors

A trusted descriptor is a job descriptor (possibly including a shared descriptor) that is
integrity-checked at run time and is executed only if the check passes. This provides a
mechanism to ensure that particularly sensitive operations are performed only by
descriptors that were created by trusted software. Trusted descriptors have the following
privileges not available to ordinary job descriptors:

» Access to trusted descriptor-only black keys (See Black keys)
 Access to trusted descriptor-only blobs (See Blobs)

Trusted descriptors allow trusted software to extend these privileges to untrusted software
in a carefully controlled fashion. The trusted software can generate trusted descriptors
that access specific privileged data objects in specific ways on behalf of specific
requestors and deny access to other data objects, access modes, or requesters. Note that
each Trusted Descriptor 1s associated with a particular SDID, and will run only if it is
executed with the same SDID as the Job Ring in which the Trusted Descriptor was
created. (The signature over the Trusted Descriptor will not validate if the SDID is
different.) The Trusted Descriptor can be run in the Job Ring in which it was created, or
another Job Ring, or can be run from the QI or Al as long as the SDID is correct. The
only exception to this is Trusted Descriptors created in a Job Ring owned by TrustZone
SecureWorld. These "TrustZone Trusted Descriptors" can be run in any Job Ring or can
be run from the QI or AI, and will assert the SecureWorld signal when accessing
memory.

Trusted descriptors must be created, and are usually run, via jobs submitted via a Job
Ring. To run a trusted job via Al or QI, one of three indirect methods must be used. The
first method is to have the specified shared descriptor JUMP to the trusted descriptor. The
second method is to submit an inline descriptor that is a trusted descriptor. Note that
neither of the first two methods allows the trusted descriptor to have a shared descriptor.
The third method is to use a replacment job descriptor or a control replacement job
descritor, which can have a shared descriptor.

Any descriptor can jump to a trusted descriptor via any of the various means: CRJD,
RJD, nonlocal JUMP, or inline descriptor. However, while a trusted descriptor may use
any of those means to jump, the target of such a jump must be another trusted descriptor.
Otherwise, an error will be generated.

NOTE
In order to use the derived key protocol (DKP) in a trusted
descriptor, the input and output for the protocol must both be
via the sequence pointers. That is, the option selected must be
from SEQ IN PTR to SEQ OUT PTR. There are no restrictions
for other protocols.
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7.3 Shared descriptors

Because descriptors can hold a lot of information required to process a job for a particular
flow, they can be large, particularly if efficiency is maximized by placing the keys and
other information within the descriptor rather than referencing them with pointers. To
save overhead, SEC supports a shared descriptor mechanism. A shared descriptor is
fetched once and held internally while it is used by several different related jobs. The
keys and context information can also be shared among multiple descriptors. This saves
bandwidth and latency, particularly when black keys are in use.

A shared descriptor (SD) is constructed with the expectation that it will be used for
multiple jobs. The general usage model is to have a shared descriptor for each security
session (for example, unidirectional IPsec tunnel). Every time a job related to that
security session is required, SEC obtains job-specific information about the data (length,
pointer) from the job descriptor and obtains its session context from the shared descriptor.
Shared descriptors can store session state and can include commands to update this
session state as needed. Shared descriptors are well suited for complex operations, as the
software overhead of creating the shared descriptor is amortized over many individual
jobs.

In order to optimize performance when a job descriptor references a shared descriptor,
use the following guidelines. The job descriptor should contain only commands specific
to one job in the sequence of jobs for which the shared descriptor will be used. Such
commands include where to find the input data and where to place the output data. In
addition, occasional tasks such as executing an RJD or overriding the normal operation of
the shared descriptor would also be found here. The shared descriptor should contain all
of the generic, flow-specific, commands. That is, references to keys, context, state,
operations, etc. This is exactly the type of job descriptor automatically created by the QI
and AL

Job descriptors indicate the presence of an associated shared descriptor by setting the
SHR bit in the job descriptor HEADER command. Software creates shared descriptors
using the same command set as all other types of descriptors. A shared descriptor always
starts with a shared descriptor HEADER.

The following restrictions are specific to shared descriptors:

* A shared descriptor cannot have its own shared descriptor.

* A shared descriptor can be, at most, 62 32-bit words if pointers are 32 bits and, at
most, 61 32-bit words if pointers are larger than 32 bits. This limit is imposed
because the job descriptor and the shared descriptor must both fit into the 64-word
descriptor buffer (see Figure 7-3), and the minimum job descriptor consists of a one-
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word job descriptor HEADER and a pointer to the shared descriptor (See Address
pointers). Note that larger jobs can be created by JUMPing to another job descriptor.

e Some bits in the shared descriptor HEADER and the job descriptor HEADER
commands differ.

* The creation of a trusted descriptor involves signing the entire job descriptor,
including a referenced shared descriptor, if any. As a result, shared descriptors are
signed as part of the job descriptor when creating trusted descriptors. Therefore the
final signature is never part of a shared descriptor. Note that the REO bit cannot be
set in a trusted descriptor.

The following figure illustrates two descriptors that reference the same shared descriptor.

Job Descriptor or Trusted Descriptor

Shared Descriptor
Immediate Data Shared descriptors
Encrypted Key are prohibited from
Job Descriptor or Trusted Descriptor Pointer to Scatter/Gather Table referencing another

shared descriptor

Figure 7-1. Two descriptors referencing the same shared descriptor

7.3.1 Executing shared descriptors in proper order

SEC provides mechanisms that can be used to ensure that jobs referencing the same
shared descriptor execute in proper order. A shared descriptor may need to modify keys
embedded within the descriptor, or particular fields of a protocol data block within the
descriptor before a subsequent job uses the shared descriptor. Use the STORE command
to update the shared descriptor. Note that to correctly use sharing flows (wait or serial), if
one job in the flow updates the PDB in memory, all jobs in that flow must update the
PDB in memory even if the PDB did not change for that particular packet. If all jobs in
the flow update the PDB, SEC will ensure that subsequent jobs do not read the PDB from
memory until all updates from prior jobs are complete.

NOTE
If a NEVER share shared descriptor is modified during
execution, and that modification is not written back to memory,
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the modification will NOT be seen by any other job which uses
that shared descriptor. If a NEVER share shared descriptor is
modified during execution, and if memory is updated with that
change, subsequent jobs which reference that shared descriptor
might have already fetched the original version or, if fetched
during the update, might have a corrupted version of the shared
descriptor. Therefore, it is up to the user to ensure that no jobs
which use a NEVER share shared descriptor are in flight when
the shared descriptor is updated. Clearly, NEVER share shared
descriptors are not meant to be updated.

When a shared descriptor uses sequences, the sequence definitions should be in the job
descriptor because the definitions can change from job descriptor to job descriptor. In
such cases, set the REO bit in the job descriptor header. Note that setting the REO bit in
the job descriptor header tells SEC to execute the job descriptor before the shared
descriptor.

The sharing type may be changed to NEVER via a write to the DECO Control Register.
Doing so prevents the descriptor from being shared from the DECO. The descriptor could
be shared following a subsequent read from memory or from another DECO if that
DECO has already gotten a copy of the descriptor. If the descriptor is being shared at the
time the DECO Control Register is written to set the sharing type to NEVER, the
descriptor will be shared.

SERIAL sharing can only take place by sharing the shared descriptor executing in a
DECO with the next job to execute in that same DECO. For the same SERIAL shared
descriptor to execute in a different DECO, it must be refetched from memory because it
could not be shared with its prior execution.

A WAIT shared descriptor may be shared into the same, or a different, DECO. However,
any instance of a WAIT shared descriptor may only be shared once. For example, if there
are 3 jobs, X, Y, and Z, to be executed using the WAIT shared descriptor, once X has
shared to Y, X can't share to Z. So, the sharing would be from X to Y, and then Y to Z. In
other words, the WAIT shared descriptor may be shared many times, but each job
descriptor can share it only once.

An ALWAYS shared descriptor may be shared as many times as necessary from the
same job descriptor. This is because ALWAYS shared descriptors are stateless so that the

order in which they are shared is not important. In the example above, X could share to
both Y and Z.
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7.3.2 Specifying different types of shared descriptor sharing

If two jobs are to be processed for the same data flow, they can share flow-specific data
by referencing the same shared descriptor, which would be written to either reference or
embed the flow-specific data. Sharing can be in parallel. i.e. two or more DECOs
processing jobs using the same shared descriptor at the same time, or sharing can be
sequential, i.e. a single DECO uses the same shared descriptor to process several jobs in a
row without refetching the shared descriptor. "Self sharing" occurs when a descriptor is
shared back into the same DECO. This can happen with "WAIT", "SERIAL", and
"ALWAYS" sharing.

SEC distinguishes shared descriptors from each other by the address and ICID used to
fetch the shared descriptor.

To share shared descriptors, the SHARE bits in the job descriptor header, and sometimes
in the shared descriptor header itself, must be set. This lets SEC know under which
circumstances the shared descriptors can be shared.

The following table shows the sharing possibilities supported by the HEADER command.
The full details of the Shared Descriptor HEADER command can be found in HEADER
command.

Table 7-1. Interpretation of the SHARE fields

SHARE Job Shared Description
Name Descriptor Descriptor
SHARE SHARE
(binary) (binary)
NEVER 000 00 Never share the shared descriptor. Descriptors can execute in parallel, so no
dependencies are allowed between them. Fetching the shared descriptor is
repeated.
WAIT 001 00 Share the shared descriptor once set up has completed and processing has
begun. Sharing can begin after a LOAD Command (or a PROTOCOL
OPERATION) has set the OK to Share bit. Class 1 and Class 2 Key Registers
are shared if valid.
SERIAL 010 00 Share once the descriptor has completed. The descriptor with which this should
be shared will execute in the same DECO/CCB. Class 1 and Class 2 Key
Registers are shared, if valid. Context may optionally be shared.
ALWAYS |011 00 Always share the shared descriptor, but keys are not shared. No dependencies
can exist between the descriptors.
DEFER 100 00: NEVER Use the value of the SHARE bits in the shared descriptor to determine the type of
01: WAIT sharing.
10: SERIAL
11: ALWAYS

All other combinations are reserved
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7.3.2.1 Error sharing
Shared descriptors can be marked as:

* NEVER

« WAIT

* SERIAL
« ALWAYS

When the job descriptor or shared descriptor is marked SERIAL or NEVER, no sharing
can take place between DECOs. In the SERIAL case, only one DECO at a time is
allowed to have a copy of the shared descriptor. In the NEVER case, each DECO
receives a new version of the shared descriptor read from memory each time it runs a job
referencing that shared descriptor. Note that the shared descriptor being marked as
NEVER indicates that it is stateless (contains no information requiring update upon
completion of a job). If a DECO reports an error while using the shared descriptor, there
1s no need to report that error to any other DECOs using an independent copy of the
shared descriptor.

In cases where shared descriptor sharing occurs between DECOs, the first DECO to fetch
the shared descriptor is the supplier DECO, and other DECOs using shared descriptor
information from the supplier DECO's descriptor buffer are the consumer DECOs.

When the descriptor is shared between two jobs which run sequentially in the same
DECO, no errors can be propagated.

In the ALWAYS case, errors do not propagate from supplier to consumers. If a supplier
DECO has already started sharing the shared descriptor when an error occurs, the
consumer DECQ's job can complete normally regardless of the presence of an error in the
supplier DECO.

In the WAIT case, an error in the supplier DECO can propagate to the consumer DECO
while the shared descriptor and keys, if any, are being shared, causing both jobs to
terminate with errors. The DECO Control Register can be written with value 0200h (that
is, OFFSET = 02h and LENGTH = 00h) to enable error propagation, or 0300h (that is,
OFFSET = 03h and LENGTH = 00h) to block error propagation (see value 06h, class 11
in Table 7-17). Using either of these values sets "OK to share" and tells the supplier
DECO to propagate its shared descriptor and keys to the consumer DECO. Once the
shared descriptor and keys (if any) have been copied to the consumer DECO, errors in the
supplier DECO no longer affect the consumer DECO.
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7.3.3 Changing shared descriptors

The best shared descriptors are independent, meaning that they do not need to be
modified by software for each job descriptor with which they are used. (Note that this is a
different topic than shared descriptors which update themselves.) Shared descriptors are
more easily used the more generic they are. However, shared descriptors may have to be
changed on occasion; for example, when there is a key change. Replacement job
descriptors (see Using replacement job descriptors) can be used for such changes to avoid
requiring software to make the change.

7.4 Using in-line descriptors

In the typical use case, the shared descriptor contains the main processing sequence.
However, by setting the INL bit in a SEQ IN PTR command and providing appropriate
address and length information, SEC is directed to an in-line descriptor, which is a job
descriptor that software prepends to the data defined by an input sequence. (For more
information about the SEQ IN PTR command, see SEQ vs non-SEQ commands and SEQ
IN PTR command.)

Note that shared descriptors can point to in-line descriptors, but in-line descriptors cannot
point to shared descriptors. This means that the in-line descriptor is loaded at the start of
the descriptor buffer, overwriting as much shared descriptor, if one is present, and job
descriptor, as needed. This means the shared descriptor will no longer be executable by
this job and will no longer be shareable. Note that an in-line descriptor may be scattered
by means of an SGT.

If SEC services are accessed via the Queue Manager or AIOP, in-line descriptors are a
method for instructing SEC to perform special processing on frames in a given flow. This
1s done by setting the shared descriptor length field to O in the flow context for the flow.
In that case, QI or AI will build the job descriptor for those frames with INL set in the
SEQ IN PTR command.

Prepending the in-line descriptor to the input data can be accomplished in two ways:
» Exploiting empty space in the buffer provided by the upstream frame producer
* Creating the in-line descriptor in a new buffer, which is then placed at the head of the
scatter/gather list for a multi-buffer frame descriptor.

Once the inline descriptor has been loaded, the detection of an error will result in a bit in
the completion status being set which indicates that a non-local jump was taken. There is
no indication of how many non-local jumps were made. For Job Ring jobs, the original
job descriptor address is placed in the appropriate output ring.
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Once an inline descriptor has been loaded, use of the STORE convenience sources for
updating the job descriptor (41h and 45h) will result in an error.

In some cases, an inline descriptor will be used when a shared descriptor had been shared
from a prior job. In such cases, it may be desirable to treat the job as if it had not been
shared. This may be accomplished by writing to the CDS bit in the Clear Written
Register.

Note, in multi-ICID use cases, inline job descriptors may only be used when the input
and the control ICID are the same.

7.5 Using replacement job descriptors
A replacement job descriptor (RJD) is an in-line descriptor that:

* Replaces the job descriptor that invoked the replacement descriptor. If SEC services
are accessed via the Queue Manager, the internal job descriptor generated by the
Queue Manager Interface (QI) is replaced. If SEC services are accessed via the
AIOP, the internal job descriptor generated by the AIOP Interface (Al) is replaced.

* Does not replace the existing shared descriptor

To invoke the replacement job descriptor, execute a SEQ IN PTR with RJD = 1. This
immediately executes the replacement job descriptor. Note that the replacement job
descriptor must be at the start of the input sequence data at the time that this SEQ IN PTR
command is executed.

The replacement job descriptor can modify the shared descriptor before allowing it to
execute. This allows operations such as changing the keys and resetting the sequence
number within a shared descriptor, such as for an IPSEC PROTOCOL OPERATION)),
without having to interrupt the flow of packets. However, because the shared descriptor
has already been loaded, the length and address of the shared descriptor must not be
modified. Note that when there is no shared descriptor, there is no difference between an
in-line descriptor and a replacement job descriptor.

When using the replacement job descriptor capability, the current job descriptor can be
replaced with any job descriptor. Other data, including an input frame, can follow the
replacement job descriptor in the input sequence data. For example, an IPSec flow can
modify the keys or sequence number and then immediately process the packet which
follows the replacement job descriptor.

If there is a JUMP HALT command in the replacement job descriptor, the job terminates
without executing the shared descriptor. Otherwise, if the job descriptor has the REO bit
set (Jobs from QI and Al always do), once the replacement job descriptor has finished,
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execution continues with the shared descriptor so that data can be processed. If the shared
descriptor will process data during this job, before beginning that processing make sure
that all the updates made to the shared descriptor have completed both internally and
externally (that is, the update to the descriptor buffer has completed and the update to the
shared descriptor in memory has completed). This is discussed in the following two
paragraphs.

The replacement job descriptor can insert new values in the shared descriptor with either
the MOVE command or the LOAD command. The MOVE command's default behavior
is to schedule the MOVE operation as soon as possible and then allow the next command
to execute. As a result, the MOVE happens in parallel with subsequent commands. Be
aware that the MOVE command can take multiple cycles to complete, and it is possible
that shared descriptor commands may be executed before the MOVE completes. This
could result in the intended updates not being used. If there is a chance that this may
occur, use the WC bit in the MOVE command to ensure correct operation. See MOVE,
MOVEB, MOVEDW, and MOVE_LEN commands for additional details about the
MOVE command.

If using the LOAD command to modify the shared descriptor, the replacement job
descriptor should use the JUMP command, waiting for the NIP (No Input Pending) bit to
evaluate true before proceeding. Note that the replacement job descriptor can also be used
to transfer data to other destinations, such as memory, context registers, or Math
registers. It is the replacement job descriptor's responsibility to ensure that any and all of
these transfers have completed before the shared descriptor uses the new data.

Replacement job descriptors can be trusted descriptors, and they must be trusted if the
current descriptor is a trusted descriptor. Although trusted descriptors cannot be run
directly through QI or Al, trusted descriptors can be indirectly executed using a
replacement job descriptor.

SEC also implements a different type of RJID known as a Control RJD (CRJD). In the
case of a CRJID, SEC fetches the replacement job descriptor from memory immediately
following the shared descriptor. Note that it is an error to use a CRJD for a Job Ring job
if there is no shared descriptor.

Note, in multi-ICID use cases, an (in-line) RJD may only be used when the input and
control ICID are the same. A CRJD may be used in all multi-ICID use cases.

Once an RJD has been loaded, use of the STORE convenience sources for updating the
job descriptor (41h and 45h) will result in an error.

The detection of an error will result in a bit in the completion status being set which
indicates that a non-local jump was taken. There is no indication of how many non-local
jumps were made. For Job Ring jobs, the original job descriptor address is placed in the
appropriate output ring.
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In some cases, an RJD descriptor will be used when a shared descriptor had been shared
from a prior job. In such cases, it may be desirable to treat the job as if it had not been
shared. This may be accomplished by writing to the CDS bit in the Clear Written
Register.

Due to features of the AES encryption algorithm, special handling may be required when
using a replacement job descriptor to update a key in a shared descriptor. AES encryption
requires each block of data to be processed in a series of cryptographic rounds, and the
AES key is successively modified at each round. When decrypting, the AES CHA must
start with the fully modified form of the key (also called a decryption key or decap key)
and reverse the modifications at each round, eventually ending up with the original
encryption key. If the descriptor was shared, AES will have left the decryption key in the
key register. However, when using a replacement job descriptor to update a key in a
shared descriptor, the updated key is usually an encryption key (also called an encap
key). To resolve this problem, use the LOAD command to clear the fact that the shared
descriptor was, in fact, shared. That way, AES will expect the encryption key and will
automatically generate the decryption key. This avoids having to generate the decryption
key as part of the RID.

7.6 Scatter/gather tables (SGTs)

When submitting jobs to SEC, software can create job descriptors or frame descriptors
with address/length entries that point directly to data or indirectly to data by means of
scatter/gather tables. An SGT consists of one or more SGT entries. The final entry in the
SGT is marked by setting the F (Final) bit in an SGT entry.

NOTE
SGT entries are read from memory four entries at a time. If the
number of entries in the table is not a multiple of four, then the
read of the entries will go beyond the end of the table. The user
1s responsible for ensuring that such reads beyond the end of the
table do not result in memory access errors.

The following figure illustrates how an SGT might be used in a frame descriptor.
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Figure 7-2. Layerscape Scatter-Gather Table Example

The following figure illustrates the format of the Scatter-Gather Table Entries.

63-49 48-0
First Dword SOFTWARE_TOKEN (physical or virtual) ADDR (49 bits)
(15 bits)
6 62| 61-60 59-48 44| 45-32 31-0
3 7|6
format |F|SL| FMT OFFSET B | BPID AVAIL_LENGTH (32-bits)
when = . MV .
(12 bits) (14 bits)
Second SL=0 TP
Dword ; X F|SL| FMT OFFSET B 1| BPID (14 31-22 22| 19-17 16-0
orma = . MV| bits 10
When (12 b|tS) T P )
BUFF_SIZE SS|reserve| AVAIL_LENGTH
SL=1 ] RF d )
(10 bits) (17 bits)
Table 7-2. Scatter/gather table field descriptions
Field Description

SW_TOK | Software may use these 15 bits as a token associated with the buffer, to assist in physical to virtual address
EN translation or to serve other needs.

ADDR |49-bit address pointer. The type of data pointed to is indicated by the FMT field.
F Final Bit. If set to 1, this is the last scatter/gather entry in the scatter/gather table.
SL Short Length.

Table continues on the next page...

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
188 NXP Semiconductors




Chapter 7 Descriptors and descriptor commands

Table 7-2. Scatter/gather table field descriptions (continued)

Field

Description

If SL=0 the AVAIL_LENGTH field is 32 bits and the BUFF_SIZE, SR and SF fields are not present in the SGE.
If SL=1 the AVAIL_LENGTH field is 17 bits and the BUFF_SIZE, SR and SF fields are present in the SGE.

NOTE: The SL bit must be 0 if FMT = 11b. (The SL=1, FMT=11b combination is reserved for future FMT
extension).

FMT

Target Format. FMT specifies the type of data pointed to by ADDR.

Value of Type of data pointed to by ADDR field
FMT field

00b Single Data Buffer.

ADDR points to a buffer containing frame data. Available length and offset are encoded in the
AVAIL_LENGTH and OFFSET fields.

01b Frame Data Section

ADDR points to a section reserved for frame data. The section is located in the same buffer as the
SGE. The available length and offset of the frame data section are encoded in the
AVAIL_LENGTH and OFFSET fields.

10b SGT Extension.

ADDR points to an extension of the SGT. Processing of SGEs continues with the SGE located at
ADDR + OFFSET. Note that the AVAIL_LENGTH, F, and SF fields are ignored. The SL bit must
be set to 1. The combination FMT = 10b and SL = 0 is reserved.

11b Unused.

All entries of this type are ignored while processing input frames. This space may be used to add
new entries for output. The SL bit must be set to 0. The combination FMT = 11band SL =1 is
reserved.

OFFSET

The number of bytes from the start of the buffer (ADDR) to the start of significant data in the buffer. The use of an
offset permits reuse of a memory buffer without recalculating the address.

BMT

Bypass Memory Translation. Setting BMT=1 is an indication to the System MMU to bypass memory translation
(i.e. treating ADDR as a physical address) whenever an accelerator is performing memory transactions in the
buffer referenced by ADDR. As BMT may be set to 1 by an untrusted entity, when BMT=1 the System MMU
checks the privilege level of the isolation context.

IVP

Invalid Pool ID. If IVP is set to 1 it indicates that BPID does not encode a valid BMAN pool ID value and ADDR
must not be released to BMAN using BPID.

BPID

Buffer Pool ID. If IVP=0 BPID indicates the identifier of the buffer pool that owns the buffer referred to by ADDR. If
IVP=1 BPID may be used by GPP software to carry a software-defined token associated with the buffer.

BUFF_SI
ZE

BUFF_SIZE indicates the size of the target buffer, in 64-byte units. Value 0 is interpreted as 64KB, since buffers of
size 0 are not supported. The field is only available in the short format and is valid only for single buffer (FMT =
00b) and SGT extension (FMT = 10b) entries.

SR

Scarce Resource. SR=1 indicates that ADDR is pointing to a scarce resource buffer, i.e. the size of the buffer may
be subject to scarce resource monitoring and is included in the FD or FLE MEM field. If SR=1 BUFF_SIZE will be
subtracted from the FD or FLE MEM field if the buffer is removed from the S/G frame structure. If a buffer is added
to the frame structure the SR bit will be set based on the storage profile/buffer pool attributes and the FD or FLE
MEM field value will be updated accordingly. The bit is only available in the short format (refer to SL bit
description). For long format SGEs it is considered reset. SR is valid only for single buffer (FMT = 00b) and SGT
extension (FMT = 10b) entries. The SR bit in an extension entry refers only to the SG extension table buffer itself.
Frame data sections located in current buffer and unused SGEs do not contribute to scarce memory footprint.

Table continues on the next page...
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Table 7-2. Scatter/gather table field descriptions (continued)

Field Description

SF Start of Fragment. The SF bit indicates that the data placed in the target buffer is the start of a new frame
fragment. The field is ignored for SGT Extension entries and is only available in the short format (refer to SL bit
description). Note that certain types of processing may change the structure of the frame, breaking the original
fragment boundaries. In this case out of band information must be passed to the DMA engine to indicate that the
SF bits in the S/G are no longer valid and must be ignored.

AVAIL_L |Available Buffer Length. AVAIL_LENGTH indicates the number of bytes of data that may be placed in the target
ENGTH |buffer (or section), starting from OFFSET. The size of the field is determined by the SL bit. This field is valid only
for Single Buffer and Frame Data Section entries. It is ignored for the other SGE FMT types.

7.7 Using descriptor commands

Descriptors contain one or more commands that tell SEC what operations to perform, as
well as what data on which to operate. Commands can also be used to enforce data type
separation. For example, specifying that input data be treated as a cryptographic key
forces SEC to treat it exclusively as a key and prevents the key from being written back
out into memory in unencrypted form.

SEC permits a great deal of flexibility in composing descriptors, but it is highly
recommended that descriptors be modeled after the examples in drivers or other reference
software. Some sequences of commands or combinations of command options may
produce unexpected results.

7.7.1 Command execution order
NOTE

In the following discussion, the term "Job Descriptor" should be
taken to include both job descriptors and trusted descriptors.

Before a job descriptor begins execution, the portion of the job descriptor contained in
the holding tank is loaded into the descriptor buffer. This includes the job descriptor's
HEADER command (see HEADER command), which is the first command executed.
Once the remainder of the job descriptor has finished loading, the next command to
execute depends upon three fields in the HEADER: SHR, REO, and START INDEX.

The following figure shows the layouts for job descriptors depending on whether SHR =
Oorl.
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7.7.1.1 Executing commands when SHR =0

When SHR = 0, the job descriptor does not reference a shared descriptor. Therefore, the
HEADER's START INDEX field specifies the position of the next command that will
execute within the job descriptor. If the START INDEX value is 0, the next command to
execute 1s the command immediately following the HEADER command. Any other value
causes a jump to the position indicated by the START INDEX field. Note that within a
protocol job descriptor, the START INDEX value is used to skip over the PDB, if any.
Before the job descriptor continues execution, the remainder of the job descriptor is
fetched from memory and loaded into the DECO's descriptor buffer. The left half of
Figure 7-3 shows the layout of a job descriptor that does not reference a shared
descriptor.

Commands execute in the order in which they appear in the descriptor buffer until one of
the following is executed:

* The last command in the job descriptor

* A JUMP command when the JUMP is taken (see JUMP (HALT) command)
* An in-line descriptor (see Using in-line descriptors)

* A replacement job descriptor (see Using replacement job descriptors)

When JUMP commands are executed, the behavior 1s as follows:

 If DECO executes an unconditional halt type of JUMP or a conditional halt type
whose tested condition evaluates to true, execution of the job descriptor terminates.

» If DECO executes a JUMP whose type is conditional halt, local conditional jump,
non-local conditional jump, conditional subroutine call, or conditional subroutine
return and the tested condition evaluates to false, execution continues with the
command following the JUMP.

* If the JUMP type is local or non-local jump or conditional subroutine call and the
tested condition evaluates as true, the command indicated by the LOCAL OFFSET
field (for local jumps) or by the Pointer Field (for non-local jumps) is the next
command to execute.

e If the jump is local, the target of the JUMP should be within the current job
descriptor. If the target is beyond the end of the current job descriptor, it is up to
the programmer to ensure there is executable code at the target and that the
descriptor will be able to terminate properly. One common method for proper
termination is to use a JUMP HALT command.
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e If the jump is non-local, the target of the JUMP must be the start of a job
descriptor.
* If the JUMP type is conditional subroutine return and the tested condition
evaluates as true, the next command to execute is the command following the
most recently executed conditional subroutine call.

7.7.1.2 Executing commands when SHR =1

As described in Executing commands when SHR = 0, the portion of the job descriptor
(including the HEADER command) contained in the holding tank is loaded into the
descriptor buffer. When SHR = 1, the job descriptor references a shared descriptor (see
Shared descriptors).

In this case, instead of a START INDEX field, the job descriptor HEADER contains a
SHR DESCR LENGTH field. This field specifies the length of the shared descriptor,
which allows DECO to leave enough space for the shared descriptor when the job
descriptor is loaded into the descriptor buffer. The right side of Figure 7-3 shows the
layout of a job descriptor that references a shared descriptor.

A pointer to the shared descriptor's location in memory appears in the word (or two
words) immediately following the job descriptor HEADER. Note that the job descriptor
HEADER may occupy two words in addition to the shared descriptor address (see EXT
field in HEADER command). The pointer, together with the ICID that was used when
fetching the descriptor, is used to determine if the shared descriptor is already resident in
the same or another DECO and is therefore a candidate for sharing. If the shared
descriptor is not resident or cannot be shared, the shared descriptor is fetched from
memory using the pointer as the starting address. If the shared descriptor is available
from another DECO, processing cannot continue until the shared descriptor (and the
keys, if the keys are to be copied) has been copied from the other DECO. Processing
cannot continue until the entire shared descriptor is present. The START INDEX field
within the shared descriptor's HEADER specifies the position of the next command that
will execute within the shared descriptor once the shared descriptor begins execution. If
either the shared or job descriptor contain a PROTOCOL OPERATION command, the
START INDEX value in the shared descriptor is used to skip over the PDB, if any. Note
that when a shared descriptor is present, the PDB is always in the shared descriptor even
if the PROTOCOL OPERATION is in the job descriptor.
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7.7.1.3 Executing commands when REO =0

If the job descriptor references a shared descriptor, the REO bit in the HEADER
command determines the next command to be executed. | When REO = 0, DECO
executes the shared descriptor before the remainder of the job descriptor, as illustrated on
the left of Figure 7-4. After the job descriptor HEADER executes, the HEADER
command within the shared descriptor (2.0 in the diagram) is the next command to
execute. The commands within the shared descriptor then execute. Once the shared
descriptor starts executing, any job descriptor HEADER command will be treated as a
no-op until a new job descriptor is loaded.

The shared descriptor ceases executing when any of the following occurs:

* an in-line job descriptor is executed

* areplacement job descriptor is executed

a JUMP HALT command is executed

a non-local JUMP is executed

or the shared descriptor "falls through" to the job descriptor

Since the shared descriptor immediately precedes the job descriptor in the descriptor
buffer (see right side of Figure 7-3), unless the last command of the shared descriptor
causes a jump, the shared descriptor may complete by simply "falling through" to the job
descriptor. Once the shared descriptor completes, DECO executes the job descriptor,
starting with the job descriptor HEADER, which will be treated as a no-op. Execution
will continue with the next command of the job descriptor. Execution will end following
execution of the last command in the job descriptor unless the last command is a taken
JUMP.

Once the shared descriptor HEADER command has been executed, any further shared
descriptor HEADER commands will be used as absolute, unconditional, jump commands
if the START INDEX field is nonzero. The START INDEX field will be used to
determine the target. Note that, unlike the JUMP command, the START INDEX is the
value of the target index, not a relative index. No other fields in the shared descriptor
HEADER command will cause an action to take place although error conditions may be
triggered. If a subsequent execution of a shared descriptor HEADER command is done
where the START INDEX is zero, then the shared descriptor HEADER command will be
treated as a no-op.

It is important to note the difference in how subsequent job descriptor HEADER
commands are handled when REO=0 and REO=1.

1. Note that the REO bit cannot be set in a trusted descriptor.
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7.7.1.4 Executing commands when REO =1

When REO is 1, DECO executes the job descriptor before the shared descriptor, as
illustrated in the diagram on the right of Figure 7-4. In this case, the job descriptor
command (if any) that immediately follows the shared descriptor pointer (1.1 in the
diagram), or the extended HEADER word if it is present, executes immediately after the
job descriptor HEADER. After the job descriptor completes, DECO then executes the
shared descriptor commands, starting with the shared descriptor HEADER (2.0 in the
diagram).

Execution of a subsequent job descriptor HEADER, other than one reached via a non-
local JUMP, an RJD or inline descriptor, will terminate execution normally. Upon
execution of the command which ended the job descriptor, no matter how many times
this occurs, with the exception of taken JUMPs, execution will continue with the
command at the start of the descriptor buffer. After the first execution of the shared
descriptor HEADER, subsequent executions can be used as absolute, unconditional,
jumps in the same manner as subsequent shared descriptor HEADER commands are used
when REO=0.

Job Descriptor with a shared descriptor Job Descriptor with a shared descriptor
when REO =0 when REO =1
Sh
= [P0 [ ]20 = [P0 [ ]z20
A \d
Optional data Optional data
e.g. Protocol Data Block e.g. Protocol Data Block
Shared v Shared v
Descriptor Command 1 2.1 Descriptor Command 1 2.1
’ Command 2 ‘ ’ Command 2 ‘

& ’ Comm.and n ‘ 2vnw & ’ Comm;nd n ‘ 2v.n

Job D : Job D
HEADER ‘REO=°‘ e l 10 3.0 HEADER ‘REO=“ e l 10
Pointer to shared descriptor location in memory Pointer to shared descriptor location in memory
Job Job \/
Descriptor ’ Command 1 ‘ Descriptor ’ Command 1 ‘ 1
- When Job
v . Descriptor
3 \ ends
’ Command m ‘ m ’ Command m ‘ im

Figure 7-4. Order of command execution if a shared descriptor is referenced
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7.7.1.5 Executing additional HEADER commands

A job descriptor must start with a job descriptor header, and a shared descriptor must start
with a shared descriptor header. These are typically the only HEADER commands within
a descriptor, but it is possible for the descriptor to have additional HEADER commands.

No error is generated if a job descriptor or shared descriptor executes additional shared
descriptor HEADER commands. These are essentially no-ops, with one exception. If
START INDEX is non-zero, the Shared Descriptor HEADER command causes a jump to
that position within the descriptor buffer. That is, the Shared Descriptor HEADER
command executes as if it is an unconditional JUMP to an absolute index. Note that this
is different from the JUMP command, which uses relative addressing. The first shared
descriptor HEADER command is the one that is treated as real. All subsequent shared
descriptor HEADER commands executed, including the first one if executed again, are
no-ops (other than an absolute jump if the START INDEX is nonzero).

NOTE
It is an error to execute a shared descriptor HEADER command
in a job descriptor when there 1s no shared descriptor (when
SHR=0).

If a job descriptor does not reference a shared descriptor, any additional job descriptor
HEADER commands that it executes (for example, by jumping back to the beginning of
the job descriptor) are treated as jumps to an absolute address within the descriptor
buffer. If a job descriptor does reference a shared descriptor, any additional job descriptor
HEADER commands that it executes are treated as no-ops. Executing a job descriptor
HEADER command within a shared descriptor terminates the shared descriptor if the
shared descriptor runs after the job descriptor runs (that is, REO = 1), but the job
descriptor header acts as a no-op if the shared descriptor runs before the job descriptor
runs (that is, REO = 0).

7.7.1.6 Jumping to another job descriptor

Note that either a job descriptor or a shared descriptor can execute a non-local JUMP to a
job descriptor. In these cases, the current job descriptor or shared descriptor terminates,
and the new job descriptor is fetched into the descriptor buffer and executes. Note that
this new job descriptor is not permitted to reference a shared descriptor, but can also
execute a non-local JUMP to another job descriptor. This mechanism allows the
construction of jobs that are larger than the descriptor buffer. Once the entire chain of job
descriptors terminates, a single job termination status word (see Job termination status/
error codes) is returned. The return status is as if the original job descriptor had
completed. That is, for Job Ring jobs, the original job descriptor address is placed in the
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appropriate output ring. If an error is detected following a jump to another descriptor, a
bit in the status indicates that a non-local jump was taken. Note that there is no indication
of how many non-local jumps were made.

7.7.2 Command properties
Three properties determine how SEC handles each command:

* Blocking
 Load/store checkpoint
* Done checkpoint

7.7.2.1 Blocking commands

A blocking command must complete before the next command can begin. Note that the
completion is from the standpoint of the DECO. If the command requires a read and the
DECO has scheduled the read, the next command can begin even if the read has not
completed.

Many commands are blocking commands. The notable exceptions are commands that

perform LOADs, STOREs, MOVEs and OPERATION algorithm commands. (That is,
not PROTOCOL or PKHA OPERATIONS, which are blocking.) Note that setting the

WC bit in any of the MOVE commands cause the command to become blocking.

7.7.2.2 Load/store checkpoint

If a command is a load/store checkpoint, it must wait for certain prior LOADs and/or
STORE:S to complete before it can start. This property ensures that LOADs, STOREs,
and other commands occur in proper order.

7.7.2.3 Done checkpoint

If a command is a done checkpoint, it must wait until all current cryptographic activity
associated with the descriptor is done. The CHAs signal done once their computation has
completed. Note that this 1s different from the descriptor being done, since not all loads
and stores may have completed. It merely indicates that the CHAs in use have completed
their current tasks. Note that done checkpoints can be for only Class 1, or only Class 2, or
both Class 1 and Class2.
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7.7.3 Command types

The following is a list of commands that are supported in SEC along with their blocking
and checkpoint properties.

Table 7-3. List of command types

Command name CTYPE Blocking Load/store checkpoint Done See section/page
checkpoint
KEY 00000 Yes, if not Load/Store, if not Yes KEY commands
(& SEQ KEY) (00001) grrlri?edlate immediate or if encrypted
encrypted
LOAD 00010 No Load, for some No LOAD commands
(& SEQ LOAD) (00011) destinations
FIFO LOAD 00100 No Load, if immediate and No FIFO LOAD command
(& SEQ FIFO LOAD) (00101) another FIFO LOAD s
pending or if not
immediate and an
immediate FIFO LOAD or
MOVE to the input FIFO is
pending
STORE 01010 No if storing the checksum or |If from a STORE command
if storing a scatter/gather |Context
(& SEQ STORE) (01011) table and that table is still |Register the
being loaded correspondi
ng CHA
must be
done
FIFO STORE 01100 No Load checkpoint if Yes if FIFO STORE command
(& SEQ FIFO STORE)  |(01101) encrypting encrypting
MOVE 01111 Yes, if WC |Load or Store depending |If from a MOVE, MOVEB,
set on type of MOVE. ltis a Context MOVEDW, and
(& MOVE_LEN) (01110) checkpoint if the CCB Register the |MOVE_LEN commands
(& MOVEB) DMA is being used fora |correspondi
prior MOVE or for moving |ng CHA
(& MOVEW) IMM data for KEY, LOAD, |mustbe
or FIFO LOAD commands. [done
OPERATION 10000 Yes, if For PKHA No ALGORITHM
(ALGORITHM Pr}zlt-(l),i;r OPERATION command
OPERATION) P PROTOCOL OPERATION
(PROTOCOL commands
OPERATION) PKHA OPERATION
(PKHA OPERATION) command
SIGNATURE 10010 Yes, when |Yes if recomputing No SIGNATURE command
verifying or |signature following
re-signing execution; no pending
reads or writes.
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Table 7-3. List of command types (continued)

scatter table read.

Command name CTYPE Blocking Load/store checkpoint Done See section/page
checkpoint
JUMP 10100 Yes Checkpoint based upon If Class bit  |[JUMP (HALT) command
condition bits or bits are
set
MATH and MATHI 10101 Yes Will wait for data if SRC1 |No MATH and MATHI
11101 is Input or Output Data Commands
FIFO and data is not yet
available
Job descriptor HEADER  |10110 Yes N/A N/A HEADER command
Shared Descriptor 10111
HEADER
ECPARAM 11100 No Load if an immediate FIFO |No see ECPARAM command
LOAD or MOVE to the
input FIFO is pending
SEQ IN PTR 11110 Yes Yes if there is a pending  |No SEQ IN PTR command
gather table read. For Ql
and Al jobs, then also yes
if buffer releasing remains
to be done for a prior SEQ
IN PTR command. Also if
an input frame reuse S/G
table entry modification
write is in flight.
SEQ OUT PTR 11111 Yes Yes if there is a pending  |No SEQ OUT PTR command

7.7.4 SEQ vs non-SEQ commands

SEC can process networking protocol packets that consist of separate fields, such as
headers, sequence numbers, AADs, payloads, and ICVs. (A complete discussion of
network security protocol packet formats is beyond the scope of this document. However,
examples using the protocols that SEC supports can be found in Protocol acceleration.)
To help process such packets efficiently, SEC provides sequence (SEQ) versions of the
following descriptor commands:

* KEY

LOAD
STORE
FIFO LOAD

FIFO STORE
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SEQ and non-SEQ versions of descriptor commands have nearly identical functions, with
the major distinction being that the SEQ versions do not require pointers because SEC
uses sequence addresses that were defined by previously executed SEQ IN PTR or SEQ
OUT PTR commands. Another difference is that SEQ commands (with the exception of
SEQ STORE) do not have immediate data modes.

For jobs submitted by means of the Job Ring interface, each Job Ring can be configured
via the INCL_SEQ_OUT field in each Job Ring Configuration Register to output an
additional word in each entry of the Output Ring that indicates the length of the output
sequence (that is, the number of bytes output via SEQ commands).

7.7.4.1 Creating a sequence

Sequences are generally associated with shared descriptors (see Shared descriptors)
which support a one-time definition of a set of commands to be performed on each packet
in a flow. The address and length of the input and output packets are usually specified in
a job descriptor (see Job descriptors) that references a shared descriptor containing SEQ-
version commands to indicate how to process the data. The shared descriptor is analogous
to a subroutine, and the job descriptor is analogous to a software program supplying
arguments and then calling that subroutine.

The job descriptor uses the following commands to provide information about the data to
be processed by the sequence:

* A SEQ IN PTR command to specify the length and address of the data to be
processed (see SEQ IN PTR command).

* A SEQ OUT PTR command to specify the length and address of the buffer for the
output data (see SEQ OUT PTR command).

The SEQ IN PTR and SEQ OUT PTR commands each have an SGF field which, when
set to 1, allows sequence input and/or output areas to be defined by means of scatter/
gather tables.

The SEQ IN PTR command is used to create an input sequence. The SEQ OUT PTR is
used to create an output sequence. Once the input and/or output sequence pointers have
been set, subsequent SEQ commands indicate how to process the packet. The length of
the sequence may be extended by issuing additional SEQ IN PTR and SEQ OUT PTR
commands with the PRE bit set (see Table 7-96 and Table 7-98) or by using MATH or
MATHI commands to add length directly. DECO tracks how far into the output sequence
DECO has progressed, and this information is used if a rewind is needed so that a second
pass can be made over the sequence (see RTO field and SOP field in the SEQ IN PTR
command and REW field in the SEQ OUT PTR command).
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An input sequence ends when any of the following occurs:

» All specified input data is consumed (unless a rewind is then done).
* A new input sequence is started.
* An error occurs.

An output sequence ends when any of the following occurs:

* All specified output space is consumed (unless a rewind is then done).
* A new output sequence is started.
* An error occurs.

There can be at most one scatter/gather table active for input and at most one scatter/
gather table active for output in the DECO at any time. Note that non-sequential
commands can be executed within the same descriptor while a sequence is running.
However, an input gather table can be in use by either an input sequence or by non-SEQ
KEY, LOAD, or FIFO LOAD commands, but not both. Likewise, an output scatter table
can be in use by either an output sequence or by non-SEQ STORE or FIFO STORE
commands, but not both.

To accelerate performance, SEC caches gather table and scatter table entries in registers
( see the Gather Table Register (DxGTR) and Scatter Table Register (DxSTR)).

NOTE
If a scatter/gather table is being used for an input or output
sequence, and a non-SEQ command references a second scatter/
gather table for input or output data, entries from the second
scatter/gather table overwrite the entries from the initial scatter/
gather table. This can result in the input/output sequence
referencing the wrong data. (The opposite case is not a
problem. For example, a non-SEQ LOAD command which
references a scatter/gather table followed by a SEQ IN PTR
which references a scatter/gather table won't be an issue since
the LOAD has to complete the use of its scatter/gather table
before the SEQ IN PTR command can execute.)

NOTE
Hardware does not flag overwriting the scatter/gather table as
an error. The descriptor programmer must ensure this does not
happen.
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7.7.4.2 Using sequences for fixed and variable length data

Some SEQ commands act on fixed length data (for example, keys, IVs, or packet header
fields) whereas other SEQ commands act on data that changes length from packet to
packet, such as packet payload. The VLF bit found in all SEQ commands indicates
whether the data associated with the SEQ command is a constant length or whether the
length is to be found in the corresponding variable length registers (VSIL and VSOL).

Note that the VSIL and VSOL are not accessible through the register bus, but rather they
are read from or written to by means of the MATH or MATHI Command (see Table
7-92). This allows commands within the descriptor to calculate variable lengths. Given a
total packet length (from an internally or externally generated job descriptor), the
descriptor can calculate the variable length portion of a job and load it into the Variable
Length Registers to be referenced by subsequent SEQ commands (by setting the VLF
bit).

7.7.4.3 Transferring meta data

When processing data, SEC typically uses the DMA to read input data and write output
data. Because SEC is primarily intended to accelerate cryptographic operations, the
output data is normally different from the input data. However, it is possible to use SEC's
external DMA to transfer data from an input buffer to an output buffer without modifying
the data (that is, the identity transformation, also called null encryption), typically to
either:

* Benefit from SEC's scatter/gather capabilities
* Transfer meta data in conjunction with cryptographic processing

The latter case is often useful because the meta data may describe the type, the source,
the destination, the classification, the priority and/or the amount of the cryptographic
data. If this meta data appears ahead of the cryptographically processed data, it is called
'leading meta data'. If it appears after, it is called 'trailing meta data'.

Three different tasks must be scheduled in order to transfer meta data from input to
output without modification:

e Data must be read. Most often, the data is read into the input data FIFO. FIFO LOAD
and SEQ FIFO LOAD are the most common methods for getting data into the input
FIFO.

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
202 NXP Semiconductors




L __________________________________________________________________________________4
Chapter 7 Descriptors and descriptor commands
* Data must be stored. Most often, the data is stored from the output FIFO. FIFO
STORE and SEQ FIFO STORE are the most common methods for storing data from
the output FIFO.
* If the data is brought into the input data FIFO, it must be moved, via one of the
MOVE commands, to the output FIFO.

While it is possible to transfer meta data without going through the input FIFO and
output FIFO, such transfer methods are discouraged as timing can be complex.
Furthermore, meta data is most often used with sequences so that multiple pointers don't
have to be specified.

It is possible to accomplish two or three of the above tasks using a single command. This
command is the SEQ FIFO STORE command with the meta data Output Data Type, 3Eh.
Depending on how the auxiliary bits are set, this type of SEQ FIFO STORE will adjust
the various lengths and obtain the data either from the input frame or from the input data
FIFO.

The above procdures work for leading meta data. To handle trailing meta data for a
sequence, start by subtracting the length of the meta data from the Sequence Input Length
Register. Then, process the input frame. Once the processing is complete, add the length
of the meta data back to the Sequence Input Length Register and handle the meta data.
(Note that if using SEQ FIFO STORE with meta data Output Data Type, you don't need
to add the length back into the register.)

7.7.4.4 Rewinding a sequence

Note that it is possible to rewind a sequence to make an additional pass over the input and
output data (see RTO field and SOP field in SEQ IN PTR command and REW field in
SEQ OUT PTR command). A rewind can fill in data that was skipped over in a previous
pass. For example, a rewind may be necessary if a field contains a hash value that is
computed over data that appears later in the output data.

The following built-in protocol operations perform rewinds:
e TLS Decapsulation rewinds the input frame.
e [PSec Decapsulation rewinds the output frame.
* DCRC Encapsulation and Decapsulation rewind the output frame.

Note that owing to hardware limitations, the amount of leading meta data is limited to 2!
bytes when using any of these built-in protocols.

An error will be generated if the SEQ IN PTR command is used to rewind the input
frame after buffers have been released. Care must be taken when a rewind is done if a
nonzero offset modifier is present in the case of input frame reuse and the input is
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referenced via a scatter/gather table. Initially, the first 4 entries of the scatter/gather table
are fetched. The offset modifier is then applied to the output scatter table but is not
applied to the input gather table. Furthermore, the modified output table is written back to
memory, overwriting the original. Therefore, the only copy of the original scatter/gather
table is stored in the Gather Table inside DECO. There are two scenarios which can
occur. The first is when an input frame rewind is requested while the original scatter/
gather table is still in the Gather Table. In this scenario, DECO will start reading from the
beginning of the original input frame. The second scenario occurs when the input frame
rewind is requested after subsequent entries have been loaded into the Gather Table. This
will occur if reads have read past the content of the first four entries or if an SGT
Extension was encountered. In such a scenario, the input frame rewind will result in reads
starting from the beginning of the modified output frame. It is up to the descriptor writer
and the system software to ensure that rewinds will result in expected behavior.

7.7.5 Information FIFO entries

Each CCB has an iNformation FIFO (NFIFO). The NFIFO holds entries that describe the
corresponding data to obtain from the input data FIFO, the output data FIFO, the
auxiliary data FIFO, or the padding module. (The padding module provides a means for
generating different types of padding and random numbers.) The data is obtained from
each source in the order in which the NFIFO entries are loaded. Note that a single entry is
able to describe the same (in-snooping) or different (out-snooping) sources for the class 1
and class 2 alignment blocks.

Typically, a command which loads data to the input data FIFO or pulls data through one
of the alignment blocks will result in SEC automatically generating the proper NFIFO
entries to handle that data. However, that functionality can be overridden to allow the
descriptor to directly specify the NFIFO entries. Entries can be placed into the NFIFO via
a LOAD Immediate command with a DST value of 7Ah or 70h through 75h.

7.7.6 Output FIFO Operation

There are three ways to get data into the output FIFO: a LOAD IMM to the output FIFO,
a move command where the destination is the output FIFO, and CHAs pushing their
results into the output FIFO. It is up to the descriptor writer to ensure that there are no
collisions of data from these sources. If such a collision does occur, an error will be
generated.
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The output FIFO does not track valid bytes. Therefore, it is up to the descriptor writer to
know which bytes in the output FIFO are valid. For example, if you push 3 bytes into the
output FIFO followed by 5 more bytes, these 8 bytes are not contiguous. The first three
bytes are in one dword and the other 5 bytes are in a second dword. However, the output
FIFO always stores 8 bytes per push. When a LOAD IMM to the output FIFO is done,
the specified number of bytes are left aligned and any other bytes are written as provided.
That 1s, if the immediate data is to be one byte, S5h, but the 4-byte value provided is
55443322h, then all four bytes are written to the output FIFO along with 4 more bytes of
0. Moves to the output FIFO will have similar results. However, if a CHA is pushing 3
bytes into the output FIFO, those bytes will be left aligned and the other 5 bytes will be 0.

The output FIFO provides data through two access points. The first is for the external
DMA and the second is shared by three consumers: the CCB DMA, DECO access via the
MATH command, and the NFIFO. The two access points have separate indices into the
output FIFO so each can track separately allowing consumption of data at different rates.
The following list illustrates how these indices work.

e If the current NFIFO entry is not pulling data from the output FIFO, then whenever
the external DMA pops an entry off the output FIFO, the two indices increment.

* If the CCB DMA pops an entry off the output FIFO, both indices will increment.

* If the DECO pops an entry off the output FIFO via the MATH command, both
indices will increment.

e If the current NFIFO entry is pulling data from the output FIFO, then the two indices
will track separately if the NFIFO entry is not STYPE=01 and AST=1. Thisis a
critical point to understand: since the indices are tracking separately, if one of the
consumers, either the NFIFO or the external DMA, falls far enough behind the other,
the output FIFO can fill and operations will stall until the lagging consumer catches
up. If the NFIFO is consuming data but there are no FIFO STOREs to advance the
external DMA pointer, then the NFIFO can only consume as much data as the output
FIFO can hold before a hang will result.

e If the current NFIFO entry has STYPE=01 and AST=1, the indices will both
increment when the NFIFO pops entries from the output FIFO. This scenario is
useful when all of the data being pushed into the output FIFO is to be consumed via
one of the alignment blocks.

There are two ways to alter the behavior of the output FIFO via descriptor control. The
first is the means to set the index shared by the CCB DMA, DECO, and the NFIFO to
have the same value as the index used for the external DMA. This is done via a LOAD
IMM to the DECO control register. The second method is to reset the output FIFO, which
clears the data in the FIFO and resets both indices. The reset can also be done via a
LOAD IMM to the DECO control register. Another means of resetting the output FIFO is
via a LOAD IMM to the Clear Written register.
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Another way to alter access to the output FIFO is via the ofifo offset. This value is
tracked by DECO as a means of remembering where the last access left off. For example,
if a SEQ FIFO STORE of 3 bytes is done, what happens to the other 5 bytes in the output
FIFO entry? Both the NFIFO entry and the FIFO STORE commands allow the descriptor
to have these remaining bytes retained or discarded. If the OC bit in the NFIFO entry is
set when the NFIFO is pulling data from the output FIFO, the remaining bytes are
retained. A subsequent access via DECO, the CCB DMA, or the NFIFO will be able to
obtain this data. However, the descriptor writer will be responsible for shifting the data as
needed to get to the remaining bytes if the access is done via the DECO or the CCB
DMA since only the NFIFO will be tracking where it left off.

If the CONT bit in the FIFO STORE command is set, the remaining bytes are also
retained when the the external DMA reads the specified number of bytes. In this case, it
1s DECO which tracks how many remaining bytes there are so that the subsequent FIFO
STORE command will start where the prior one left off. The move commands will also
use the ofifo offset, so that it can also start with the remaining data. However, the CCB
DMA will always pop entries from which it takes data so that it is not possible for the
CCB DMA to leave any trailing bytes in the output FIFO. Please see the section for the
move commands for important information on how this works.

In order to provide greater control of access to the output FIFO, the value of the ofifo
offset can be changed via a LOAD IMM to the DECO control register. This feature can
be useful in several scenrios:

* If there are 7, or fewer, bytes of interest in the current output FIFO entry, and this
data needs to be stored to memory and used within DECO but snooping is not
convenient, the descriptor could do a FIFO STORE with the CONT bit set, and then
do a move from the output FIFO to another destination in DECO or the CCB. (If the
original ofifo offset was nonzero, the sum of the original ofifo offset and the number
of bytes of interest must be less than 8.

* In order to do a single FIFO STORE of data that was sent to the output FIFO via
separate methods, e.g. a LOAD IMM to the output FIFO followed by data from a
CHA, the data must be contiguous in the output FIFO. For example, a LOAD IMM
to the output FIFO of 3 bytes followed by data from the CHA would have a 5-byte
gap between the loaded data and the CHA data. This could be solved by shifting the
load data 5 bytes to the right and then doing a LOAD IMM of 8 bytes with those 3
bytes of interest right aligned. But now there are 5 "garbage" bytes at the start of the
output FIFO data. These can be skipped over by setting the ofifo offset to 5. Now, a
single FIFO STORE can be done with a length of the number of bytes pushed by the
CHA plus 3.

» The ofifo offset can also be set to a smaller value than it currently contains. This can
allow the same data to be stored twice, although the limit is back to the start of the
current entry.
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7.7.7 Output Checksum logic

Normally, all data written out through a SEQ STORE or SEQ FIFO STORE command
has a checksum computed upon it.

The checksum computed is a sixteen-bit ones complement modular sum checksum,
compatible with UDP and TCP. RFC 793 uses this description: "The checksum field is
the 16 bit one's complement of the one's complement sum of all 16-bit words in the
header and text. If a segment contains an odd number of header and text octets to be
checksummed, the last octet is padded on the right with zeros to form a 16-bit word for
checksum purposes."

By default, all bytes written through a SEQ STORE or SEQ FIFO STORE command are
included in the computation. The SEQ FIFO STORE command has special output data
types (not available to FIFO STORE) to enable (output data type 31h) or disable (output
data type 30h) the checksum logic. The first time the enable is invoked, the contents of
the DECO checksum register are cleared so that the checksum appears to have started
with the enable. An enabling or disabling SEQ FIFO STORE may be used with a zero
length to simply "turn on" or "turn off" the checksum computation without actually
writing any contents of the output FIFO to memory.

If the data is stored via multiple SEQ STORE and/or SEQ FIFO STORE commands, each
store command will result in a data segment of a specified number of bytes being added
to the checksum. If, for one such segment, the last byte ends at an odd boundary, the next
data to be checked will start on the odd boundary. In other words, the checksum is
computed as if all of the segments to be checked are concatenated. This is true even if
there are checksum-disabled bytes between two checksum-enabled segments. If the final
length of the data is odd, then the checksum is computed as if a zero byte was appended.

When a job is to be returned to AIOP, the checksum is returned in the FLC field of the
response frame descriptor, as described in sec Done/error notification for Al jobs.

When a job is to be returned to Qman, the checksum is returned in the FLC field of the
ASA section of the output frame, if enabled by EAO=1 in the flow context. This is
described further in sec Done/error notification for QI jobs.

The contents of the checksum computation register can be written at any time by
performing a STORE or SEQ STORE of the DCHKSM register.

The checksum computation logic is present in part to enable UDP-encapsulated-ESP as
part of IPsec ESP Tunnel encapsulation. See section Outer [P Header handling with
UDP-encapsulated-ESP for details on ESP Tunnel support for UDP-encapsulated-ESP.
When ESP Tunnel performs UDP-encapsulated-ESP, the checksum logic controls are

LS2088A Security (SEC) Reference Manual, Rev. 0, 04/2018
NXP Semiconductors 207




A ————
Using descriptor commands

overridden in order to perform the proper UDP checksum computation. The checksum
result can be written out using any of the methods above, but that value will duplicate the
UDP checksum included in the UDP header. The IPsec ESP tunnel protocol, if NAT and
NUC are both set, enable and disable the checksum logic as needed. Otherwise, the IPsec
ESP tunnel protocol, and all other protocols including IPsec ESP Transport (and legacy
tunnel) neither enable nor disable the checksum logic.

NOTE
In some instances, a protocol may write out more data past the
end of the output frame. In the case of [Psec ESP Transport
Decapsulation, this is because the protocol doesn't determine
the end of the decapsulated payload until decrypting the Pad
Length byte found in the ESP trailer. For all instances when this
occurs, the computation of the checksum will include all the
bytes actually written out to memory, even if the output frame
length is subsequently adjusted to hide them.

7.7.8 Cryptographic class

SEC divides cryptographic algorithms into two different classes for the purpose of
selecting CHAs. Some key and data movement commands must have a CLASS value
associated with them so they are delivered to the proper CHA.

The following table shows the class for each cryptographic algorithm.
Table 7-4. Classes of the cryptographic algorithms

Class Algorithm
Class 1 AES (all modes)’, DES, 3DES, Kasumi, SNOW {8, ZUCE, Public Key, RNG
Class 2 SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256, SNOW {9, CRC,
ZUCA AES authentication modes, MD5

1. Note that AES optimization modes (such as, modes that combine encryption and authentication) require that the
authentication key be present in the Class 2 Key Register, and the encryption/decryption key be present in the Class 1 Key
Register.

NOTE
A descriptor that requests both a Class 1 CHA and a Class 2
CHA must request the Class 2 CHA first. Otherwise, in
versions of SEC that implement more than one DECO a
deadlock situation could occur as follows:
* Descriptor x executing in DECO x acquires CHA 1 and
then requests CHA 2.
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* Descriptor y in DECO y acquires CHA 2 and then requests
CHA 1.
 Descriptor x and descriptor y wait until both CHAs are
available, but neither will release the CHA that it currently
has.

If descriptors always acquire CHAs in the same order, this
deadlock situation is avoided. The required order is Class 2
first, then Class 1. An error is generated if a Class 2 CHA is
selected after a Class 1 CHA.

Note that software written for versions of SEC that implement
only one DECO must still follow this practice to ensure that the
software 1s portable to versions of SEC that implement two or
more DECOs.

When specifying classes in commands, a two-bit field is used to specify class as follows:

Table 7-5. Class field

Class Value Meaning for LOAD and STORE Commands Meaning for Other Commands
00 CCB class independent None, sequence data skipped for SEQ FIFO LOAD
command.
01 CCB Class 1 Class 1
10 CCB Class 2 Class 2
11 DECO Both Class 1 and Class 2

7.7.9 Address pointers

Many of the descriptor commands and several data structures used by SEC include
Pointer fields. If PS = 0 in the Master Configuration Register, all address pointers used by
SEC will be 32-bits in length. If PS = 1 in the Master Configuration Register, all pointers
used by SEC will be 49 bits in length, laid out as shown in Table 7-6.

When operating in little-endian mode, it is important to remember that the least
significant word of two-word addresses appears prior to the most significant word in all
locations. If the descriptor needs to manipulate such addresses, the MOVEW command
can be used to move the address to a Math Register such that it arrives as an 8-byte
integer ready for manipulation. The MOVEW command can then be used to move the
address back
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Table 7-6. Format of 49-bit pointers
Dword at least-significant 32 bits of 49-bit address
address X
Dword at 15 bits ignored most-significant 17 bits of 49-bit address
address X
+4

7.8 HEADER command

Every descriptor begins with a HEADER command, which provides basic information
about the descriptor itself, such as length, ability of DECOs to share the descriptor, and
whether errors are propagated when the descriptor is shared.

Job descriptor and Shared Descriptor HEADER commands share a base format, but some
fields are specific to descriptor type. The formats of the Job Descriptor Header Command
and Shared Descriptor Header Command are shown in the diagrams below, and the fields
of both are described in detail below each format diagram.

Table 7-7. Job descriptor header command format

31-27 26 25 24 23 22 21-16
CTYPE =10110b EXT |Reserv| DNR | ONE | Reser START INDEX / SHR DESCR LENGTH
ed ved
15 14-13 12 11 10-8 7 6-0
ZRO TDES SHR | REO SHARE Reser DESCLEN
ved

Optional additional words of HEADER command:

If SHR = 1, a one or two word pointer to a Shared Descriptor is located immediately after the HEADER.

If EXT = 1, a Job Descriptor HEADER extension is located immediately after the HEADER or, if SHR = 1, immediately after
the Shared Descriptor pointer. (see Job Descriptor HEADER extension format, below)

Table 7-8. Job descriptor header field descriptions

Job Description
descriptor
header fields

31-27 Command type
CTYPE 10110b Job Descriptor HEADER
26 Extended Job Descriptor HEADER
EXT If EXT=0 : There is no extended HEADER word.

If EXT=1: The HEADER command contains an extended HEADER word, as illustrated in the format diagram
below. Note that if there is no Shared Descriptor a HEADER error (13h) is generated if EXT=1 and START
INDEX=1.

Table continues on the next page...
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Table 7-8. Job descriptor header field descriptions (continued)

Job Description
descriptor
header fields

25 Reserved

Reserved
24 Do Not Run

DNR If DNR=0 : Normal execution of the Job Descriptor.

If DNR=1 : Do Not Run the Job Descriptor. There was a problem upstream so this descriptor should not be
executed. This allows the job to be passed through the hardware and software pipeline to a point where the
problem might be corrected by software and the job resubmitted.

NOTE: If this bit is found in a Job Descriptor HEADER, SEC still fetches any associated Shared Descriptor.
If the Shared Descriptor HEADER 's PD bit is set and the DNR bit is not set, SEC updates the
Shared Descriptor header's DNR bit. As a result, future Job Descriptors that use this Shared
Descriptor do not run. Once software clears the DNR bit in the Shared Descriptor, any new Job
Descriptors that use this Shared Descriptor run normally. In addition, when the DNR bit is set and
the input frame buffers were to be released, DECO will release them.

23 One
ONE The ONE bit is always 1. This bit is used in combination with the ZRO bit to verify that the endianness of the
header is correct. This is necessary because SEC is used in chips with both big-endian and little-endian
processors.
22 Reserved

21-16 Start Index or Shared Descriptor Length
START If SHR = 0, this is the START INDEX field

IN%E)é/CSRHR Start Index specifies the position of the word in the descriptor buffer where execution of the Job Descriptor
LENGTH should continue following execution of the Job Descriptor HEADER. That is, DECO should jump to the

specified word to continue processing. Note that if there is a HEADER extension word (EXT=1) the START
INDEX must not be 1, else a 13h (header) error will result.

If SHR = 1, this is SHR DESCR LENGTH field
The Shared Descriptor Length specifies the length of the Shared Descriptor (in 32-bit words).
15 Zero

ZRO The ZRO bit is always 0. This bit is used in combination with the ONE bit to verify that the endianness of the
header is correct. This is necessary as SEC is used in NXP product lines with both big-endian and little-
endian processors.

14-13 Trusted Descriptor

TDES If TDES=00b : This is a normal Job Descriptor, that is, not a Trusted Descriptor. However, if the AMTD bit is
set in the JRalCID register this descriptor can be run as a trusted descriptor by setting the FTD bit in the
extended header word. In that case, no SIGNATURE command is required and no signature will be
generated or verified. Note that if FTD=1 in the extended header word then TDES must be 00b. An error will
be generated if this is not the case.

If TDES=01b : This is a TrustZone SecureWorld Trusted Descriptor - a special Trusted Descriptor created by
TrustZone SecureWorld.

If TDES=10b : This is a TrustZone non-SecureWorld Trusted Descriptor, that is, a Trusted Descriptor created
by TrustZone non-SecureWorld.

If TDES=11b : This is a candidate Trusted Descriptor, that is, a descriptor that will be made into a Trusted
Descriptor by appending a signature to it. If a candidate Trusted Descriptor is submitted via a Job Ring
owned by TrustZone SecureWorld the descriptor will be converted to a TrustZone SecureWorld Trusted
Descriptor (TDES=01b) when the descriptor is signed. If a candidate Trusted Descriptor is submitted via a

Table continues on the next page...
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Table 7-8. Job descriptor header field descriptions (continued)

Job
descriptor
header fields

Description

Job Ring owned by TrustZone non-SecureWorld the descriptor will be converted to a TrustZone non-
SecureWorld Trusted Descriptor (TDES=10b) when the descriptor is signed. Note that an error will be
generated if AMTD=0 in the Job Ring's ICID register. The DESCLEN field must account for the eight 32-bit
words of signature which will be added.

See the discussion Trusted descriptors for an explanation of Trusted Descriptors.

12 Shared Descriptor (SHR) flag
SHR If SHR=0 : This Job Descriptor does not have a Shared Descriptor and so does not include a Shared
Descriptor pointer.
If SHR=1 : This descriptor has a Shared Descriptor that is pointed to by the next word or words.
SHR controls how START INDEX / SHR DESCR LENGTH is used.
11 Reverse Execution Order (REO). Note that this bit is ignored if SHR = 0 (that is, no Shared Descriptor).
REO If REO=0 : The Shared Descriptor is executed prior to the remainder of the Job Descriptor.
If REO=1 : The Job Descriptor will be executed prior to the Shared Descriptor. Setting REO=1 in a Trusted
Descriptor results in an error.
10-8 Share State (SHARE)
SHARE This defines if, and when, the Shared Descriptor of this descriptor can be shared with another Job Descriptor.
(See Table 7-1.) Also see Specifying different types of shared descriptor sharing for further information.
7 Reserved
6-0 Descriptor Length
DESCLEN |This field represents the total length in 4-byte words of the descriptor. A descriptor length of 0 is undefined.
The header word is included in the length. Note that the size of the descriptor buffer is 64 words, so that is
the maximum size of a single Job Descriptor with no Shared Descriptor.
Table 7-9. Job descriptor header extension format
31-16
Reserved
15-9 8 7 6 | 5 | 43| 2] 1] o
Reserved FTD |DSELECTV Reserved Reser DECO_SELECT
ALID ved
Table 7-10. Job descriptor header extension field descriptions
Field Description
31-9 Reserved
8 Fake Trusted Descriptor. Treat the current descriptor as a Trusted Descriptor but do not check the signature. If
ETD the descriptor is run in a Job Ring owned by TrustZone SecureWorld, the descriptor will be treated as a

TrustZone SecureWorld Trusted Descriptor, otherwise the descriptor will be treated as a TrustZone non-
SecureWorld Trusted Descriptor. Note that an error will be generated if FTD=1 and the source Job Ring's
JRalCID register AMTD=0 (that is, the extended header says to run the descriptor as a Trusted Descriptor, but
the Job Ring is not allowed to make Trusted Descriptors). In order to use FTD, the TDES field in the first word
of the header command must be 00b. An error will be generated if this is not the case.

Table continues on the next page...
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Table 7-10. Job descriptor header extension field descriptions (continued)

Field Description
If FTD=1, no SIGNATURE commands are required. If any SIGNATURE skip commands are present they will
be treated as no-ops. If a final SIGNATURE command is present, it will be treated as the end of the descriptor.
7 DECO_SELECT field is valid.
DSELECT |If DSELECTVALID=0 : Any DECO can run the job. The DECO_SELECT field is ignored.
VALID If DSELECTVALID=1 : The job must be run in the DECO specified in the DECO_SELECT field. If the number
specifies an unimplemented DECO, DECO error 026h will be generated.
6-4 Reserved
3 Reserved
2-0 DECO Select
DECO_SEL |If DSELECTVALID = 1, the job is run in the DECO specified in the DECO_SELECT field. If the number
ECT specifies an unimplemented DECO, an error will be generated. Note that for programming consistency, a one-

DECO version of SEC has a one-bit DECO_SELECT field.

NOTE: DECO-specific jobs have the possibility to create a deadlock in SEC when they are used as part of a
flow. Therefore, it is strongly recommended that DECO-specific jobs either not be part of a flow or all
the jobs in the flow be assigned to the same DECO.

Table 7-11. Shared descriptor header format

header fields

31-27 26 25 24 23 22 21-16
CTYPE =10111 Reser| RIF | DNR | ONE | Reser START INDEX
ved ved
15 14 13 12 11 10 9-8 7-6 5-0
ZRO | Reser| CIF SC PD | Reser SHARE Reserved DESCLEN
ved ved
Table 7-12. Shared descriptor header field descriptions
Shared Description
descriptor

31-27 Command type
CTYPE 10111b Shared descriptor
26 Reserved
25 Read Input Frame
RIF As soon as possible, DECO should read the entire input frame as defined in a SEQ IN PTR command in the

Job Descriptor. The length of the input frame is placed in the VSIL Register. The data is read into the input
data FIFO. This is the equivalent of a SEQ FIFO LOAD of the entire input frame without an NFIFO entry or
any data size registers being written.

This bit is intended to allow DECO to issue reads from the SEQ IN PTR as soon as possible, thereby
reducing processing latency. However, there are contraindications to its use:
* If the descriptor contains any LOAD or KEY command that is not immediate.
* If the descriptor contains a KEY command that loads an encrypted key. The Derived Key PROTOCOL
OPERATION command is not included in this restriction.
¢ If the descriptor contains a SEQ IN PTR with RTO (Restore Input Sequence) set
* If the descriptor contains a PROTOCOL OPERATION command specifying SSL / TLS Decapsulation

Table continues on the next page...
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AR
HEADER command

Table 7-12. Shared descriptor header field descriptions (continued)

Shared
descriptor
header fields

Description

¢ [f the descriptor contains a PROTOCOL OPERATION command specifying IPsec ESP Tunnel mode
encapsulation and PDB Options field OIHI=10 (specifying inclusion of an Outer IP Header referenced
by the PDB).

* If the descriptor contains a PROTOCOL OPERATION command specifying LTE Control Plane
encapsulation or LTE Data Plane encapsulation for RN with either SNOW or ZUC for the confidentiality
algorithm and AES for the integrity algorithm.

* [f the descriptor contains a PROTOCOL Operation command specifying either Blob encapsulation or
Blob decapsulation.

There are restrictions with the use of RIF with Public Key Cryptography operations and PRFs: RIF may be
used, but only if all the input FIFO is drained by other descriptor commands before the PROTOCOL
COMMAND is encountered.

24 Do Not Run

DNR 0 Normal execution
1 Do Not Run. There was a problem upstream so this descriptor should not be executed.

NOTE: If this bit is found in a Job Descriptor HEADER, SEC still fetches any associated Shared Descriptor.
If the Shared Descriptor HEADER 's PD bit is set and the DNR bit is not set, SEC updates the
Shared Descriptor header's DNR bit. As a result, future Job Descriptors that use this Shared
Descriptor do not run. Once software clears the DNR bit in the Shared Descriptor, any new Job
Descriptors that use this Shared Descriptor run normally. In addition, when the DNR bit is set and
the input frame buffers were to be released, DECO will release them.

23 One

ONE The ONE bit is always 1. This bit is used in combination with the ZRO bit to verify that the endianness of the
header is correct. This is necessary because SEC is used in chips with both big-endian and little-endian
processors.

22 Reserved

21-16 This is the START INDEX field, which specifies the index of the word in the descriptor buffer where execution
START INDEX of the Shared Descriptor should start. This allows protocol or other information to be jumped over.

15 Zero

ZRO The ZRO bit is always 0. This bit is used in combination with the ONE bit to verify that the endianness of the
header is correct. This is necessary as SEC is used in NXP product lines with both big-endian and little-
endian processors.

14 Reserved

13 Clear Input FIFO (CIF)

CIF If set, the input FIFO and the NFIFO entries are reset between self-Shared Descriptors. That is, these are
reset if the next job to be run within the same DECO has the same Shared Descriptor as the previous job run
in that same DECO. (The Input FIFO and NFIFO are always reset between descriptors that don't share the
same Shared Descriptor.)

12 Save Context (SC)

SC After this descriptor completes, if Serial-Sharing is selected, and if sharing of the Shared Descriptor occurs

within the same DECO (self-sharing):
0 The context registers are cleared.
1 The context registers are maintained and used by the subsequent descriptor.

Save Context is intended to allow multiple subsequent Shared Descriptors to maintain cryptographic context
when a cryptographic operation is split between multiple jobs.

Table continues on the next page...
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Table 7-12. Shared descriptor header field descriptions (continued)

Shared Description
descriptor
header fields
11 Propagate DNR (PD)
PD If the Job Descriptor's DNR bit is set and this bit is set, set the DNR bit of the Shared Descriptor HEADER if it
is not already set.
10 Reserved
9-8 Share State (SHARE)

SHARE This defines if, and when, the Shared Descriptor of this descriptor can be shared with another Job
Descriptor. (See Table 7-1.) Also see Specifying different types of shared descriptor sharing" for further

information.
7-6 Reserved
5-0 Descriptor Length

DESCLEN |This field represents the total length in 4-byte words of the Shared Descriptor. A Shared Descriptor length of
0 is undefined. The header word i