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About This Book

The primary objective of this user’s manual isto describe the functionality of the MPC185
for software and hardware developers.This book is intended as a companion to the
Programming Environments Manual for 32-Bit Implementations of the PowerPC
Architecture (referred to as the Programming Environments Manual).

NOTE: About the Companion Programming Environments Manual

The MPC185 Security Co-ProcessorUser’s Manual, which describes MPC185 features not
defined by the architecture, is to be used with the Programming Environments Manual.

Because the PowerPC architecture definition is flexible to
support a broad range of processors, the Programming
Environments Manual describes generally those features
common to these processors and indicates which features are
optional or may be implemented differently in the design of
each processor.

Note that the Programming Environments Manual describes
features of the PowerPC architecture only for 32-bit
implementations.

Contact your sales representative for a copy of the
Programming Environments Manual.

The Power PC Architecture: A Specification for a New Family of RISC Processors defines
the architecture from the perspective of the three programming environments and remains
the defining document for the PowerPC architecture. For information on ordering Motorola
documentation, see “Related Documentation,” on page Xxi.

Information in this book is subject to change without notice, as described in the disclaimers
on the title page of this book. As with any technical documentation, it is the readers
responsibility to be sure they are using the most recent version of the documentation.

To locate any published errata or updates for this document, refer to the world-wide web at
http://www.motorol a.com/semiconductors.

A list of the mgjor differences between the MPC185 Security Co-ProcessorUser’s Manual
Revision 2 and Revision 2.1 isprovidedin Appendix D, “User’'sManual Revision History.”

About This Book
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Audience

This manual is intended for system software and hardware developers and applications
programmers who want to develop products for the MPC185. It is assumed that the reader
understands operating systems, microprocessor system design, basic principles of RISC
processing, and details of the PowerPC architecture.

Organization

Following is asummary and a brief description of the major sections of this manual:

» Chapter 1, “Overview,” isuseful for readers who want a general understanding of
the features and functions of the PowerPC architecture and the MPC185. This
chapter provides an overview of the MPC185 Security Processor, including a brief
development history, target applications, key features, typical system architecture,
device architectural overview, and a performance summary

» Chapter 2, “Signal Descriptions,” describesthe signalsused by the MPC185, aswell
as the device pinout.

» Chapter 3, “Address Map,” contains the MPC185 address map.
» Chapter 4, “Execution Units,” describes the execution units used on the MPC185.

* Chapter 5, “MPC185 Descriptors,” provides an overview on data packet descriptors
and their structure.

» Chapter 6, “Crypto-Channels,” provides information about crypto-channels and
their structure.

» Chapter 7, “Controller,” summarizesthe functionality provided by the controller of
the MPC185. It also gives detailed informaiton on the controller registers.

» Chapter 8, “60x Bus Interface Module,” provides a description of how the 60x bus
interface module handles the interface between the system and the internal modules
of the MPC185.

* Appendix D, “User’'sManual Revision History,” liststhemajor differences between
Revision 2, and Revision 2.1 of the MPC185 Security Co-ProcessorUser’s Manual.

e Thismanua aso includes an index.

Suggested Reading

This section lists additional reading that provides background for the information in this
manual as well as general information about the PowerPC architecture.

MPC185 Security Co-Processor User’s Manual
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General Information

The following documentation, available through Morgan-Kaufmann Publishers, 340 Pine
Street, Sixth Floor, San Francisco, CA, provides useful information about the PowerPC
architecture and computer architecture in general:

The Power PC Architecture: A Specification for a New Family of RISC Processors,
Second Edition, by International Business Machines, Inc.

For updates to the specification, see http://www.austin.ibm.com/tech/ppc-chg.html.

Power PC Microprocessor Common Hardware Reference Platform: A System
Architecture, by Apple Computer, Inc., International Business Machines, Inc., and
Motorola, Inc.

Computer Architecture: A Quantitative Approach, Second Edition, by
John L. Hennessy and David A. Patterson

Computer Organization and Design: The Hardware/Software Interface, Second
Edition, David A. Patterson and John L. Hennessy

Related Documentation

Motorola documentation is available from the sources listed on the back cover of this
manual; the document order numbers are included in parentheses for ease in ordering:

Programming Environments Manual for 32-Bit Implementations of the Power PC
Architecture (MPCFPE32B/AD)—Describes resources defined by the PowerPC
architecture.

User’smanuals—These books provide detail sabout individual implementationsand
are intended for use with the Programming Environments Manual.

Addenda/errata to user’s manual s—Because some processors have follow-on parts
an addendum is provided that describes the additional features and functionality
changes. These addendaareintended for use with the corresponding user’s manuals.

Hardware specifications—Hardware specifications provide specific data regarding
bus timing, signal behavior, and AC, DC, and thermal characteristics, aswell as
other design considerations. Separate hardware specifications are provided for the
part described in this book (MPC185 Security Co-ProcessorUser’s Manual).

Technical summaries—This device has atechnical summary that provides an
overview of itsfeatures. This document is roughly the equivalent to the overview
(Chapter 1) of the user’s manual.

Application notes—These short documents address specific design issues useful to
programmers and engineers working with Motorola processors.

Additional literature is published as new processors become available. For a current list of
documentation, refer to http://www.motorola.com/semiconductors.

About This Book
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This document uses the following notational conventions:

cleared/set

mnemonics
italics

0x0

0Ob0

rA, rB

rD

frA, frB, frC
frD
REG[FIELD]

S5 X

d

0000

@

When abit takesthe value zero, it issaid to be cleared; when it takes
avalue of one, it is said to be set.

Instruction mnemonics are shown in lowercase bold.

Italics indicate variable command parameters, for example, becetr x.
Book titlesin text are set in italics

Internal signals are set in italics, for example, qual BG

Prefix to denote hexadecimal number

Prefix to denote binary number

Instruction syntax used to identify a source GPR

Instruction syntax used to identify a destination GPR

Instruction syntax used to identify a source FPR

Instruction syntax used to identify a destination FPR

Abbreviationsfor registersare shown in uppercasetext. Specific bits,
fields, or ranges appear in brackets. For example, MSR[LE] refersto
the little-endian mode enable bit in the machine state register.

In some contexts, such as signal encodings, an unitalicized x
indicates adon’t care.

An italicized x indicates an aphanumeric variable.
An italicized n indicates an numeric variable.
NOT logical operator

AND logical operator

OR logical operator

Indicates reserved bits or bit fieldsin aregister. Although these bits
can be written to as ones or zeros, they are always read as zeros.

Indicates functionality defined by the AltiVec technol ogy.

Acronyms and Abbreviations

Tablei contains acronyms and abbreviations that are used in this document.

MPC185 Security Co-Processor User’s Manual
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Tablei.. Acronyms and Abbreviated Terms

Term Meaning
ALU Arithmetic logic unit
BAT Block address translation
BHT Branch history table
BIST Built-in self test
BIU Bus interface unit
BPU Branch processing unit
BSDL Boundary-scan description language
BTIC Branch target instruction cache
CMOS |Complementary metal-oxide semiconductor
COoP Common on-chip processor
CQ Completion queue
CR Condition register
CTR Count register
DABR |Data address breakpoint register
DAR Data address register
DBAT Data BAT
DCMP |Data TLB compare
DEC Decrementer register
DLL Delay-locked loop
DMISS |Data TLB miss address
DMMU |Data MMU
DPM Dynamic power management
DSISR |Register used for determining the source of a DSI exception
DTLB Data translation lookaside buffer
EA Effective address
EAR External access register
ECC Error checking and correction
FIFO First-in-first-out
FIQ Floating-point register issue queue
FPR Floating-point register
FPSCR |Floating-point status and control register
FPU Floating-point unit
GIQ General-purpose register issue queue
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Tablei. . Acronyms and Abbreviated Terms (continued)

Term Meaning

GPR General-purpose register

HIDn Hardware implementation-dependent register

IABR Instruction address breakpoint register

IBAT Instruction BAT

ICTC Instruction cache throttling control register

IEEE Institute for Electrical and Electronics Engineers

IMMU Instruction MMU

1Q Instruction queue
ITLB Instruction translation lookaside buffer
U Integer unit

JTAG Joint Test Action Group

L2 Secondary cache (level 2 cache)

L2CR L2 cache control register

L3 Level 3 cache

LIFO Last-in-first-out

LR Link register

LRU Least recently used

LSB Least-significant byte

Isb Least-significant bit

LSQ Least-significant quad word

Isq Least-significant quad word

LSU Load/store unit

MESI Modified/exclusive/shared/invalid—cache coherency protocol

MMCRn |Monitor mode control registers

MMU Memory management unit

MSB Most-significant byte

msb Most-significant bit

MSQ Most-significant quad word

msq Most-significant quad word

MSR Machine state register

NaN Not a number

No-op No operation

OEA Operating environment architecture
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Tablei. . Acronyms and Abbreviated Terms (continued)

Term Meaning
PEM The Programming Environments Manual
PID Processor identification tag
PIM The Programming Interface Manual
PLL Phase-locked loop
PLRU Pseudo least recently used
PMCn |Performance monitor counter registers
POR Power-on reset
POWER |Performance Optimized with Enhanced RISC architecture
PTE Page table entry
PTEG Page table entry group
PVR Processor version register
RAW Read-after-write
RISC Reduced instruction set computing
RTL Register transfer language
RWITM |Read with intent to modify
RWNITM |Read with no intent to modify
SDA Sampled data address register
SDR1 Register that specifies the page table base address for virtual-to-physical address translation
SIA Sampled instruction address register
SPR Special-purpose register
SRn Segment register
SRRO Machine status save/restore register O
SRR1 Machine status save/restore register 1
SRU System register unit
B Time base facility
TBL Time base lower register
TBU Time base upper register
TLB Translation lookaside buffer
TTL Transistor-to-transistor logic
UIMM Unsigned immediate value
UISA User instruction set architecture
UMMCRnN [User monitor mode control registers
UPMCn |User performance monitor counter registers
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Tablei. . Acronyms and Abbreviated Terms (continued)

Term Meaning

USIA User sampled instruction address register

VEA Virtual environment architecture
VFPU  |Vector floating-point unit

VIQ Vector issue queue

ViUl Vector instruction unit 1

VIU2 Vector instruction unit 2

VPN Virtual page number

VPU Vector permute unit

VSID Virtual segment identification

VTQ Vector touch queue

WAR Write-after-read

WAW Write-after-write
WIMG  |Write-through/caching-inhibited/memory-coherency enforced/guarded bits
XATC Extended address transfer code

XER Register used for indicating conditions such as carries and overflows for integer operations
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Chapter 1
Overview

This chapter provides an overview of the MPC185 Security Processor, including a brief
development history, target applications, key features, typical system architecture, device
architectura overview, and a performance summary.

1.1 Development History

The MPC185 belongs to the Smart Networks platform’s S1 family of security processors
developed for the commercial networking market. This product family is derived from
security technologies Motorola has developed over the last 30 years, primarily for
government applications. The fifth-generation execution units (EU) have been proven in
Motorola semi-custom ICs and in the MPC180 and MPC190, two products in Motorola's
security processor line.

1.2 Typical Applications

The MPC185 is suited for applications such as the following:
* Edgerouters
» Broadband access equipment
* eCommerce servers
*  Wireless base stations
WAP gateways

1.3 Features

The MPC185 is a flexible and powerful addition to any networking or computing system
using the Motorola PowerQUICC Il line of integrated communications processors, or any
system supporting the 60x bus protocol. The MPC185 is designed to offload
computationally intensive security functions, such as key generation and exchange,
authentication, and bulk encryption from the host processor with PowerPC architecture.

The MPC185 is optimized to process all the algorithms associated with 1PSec, IKE,
WTLS/WAP, SSL/TLS and 3GPP. In addition, the Motorola family of security
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—eatures

co-processors are the only devices on the market capable of executing elliptic curve
cryptography which is especially important for secure wireless communications.

MPC185 features include the following:

PKEU—2 Public Key Execution Units that support the following:
— RSA and Diffie-Hellman
— Programmable field size up to 2048-bits
— Elliptic curve cryptography
— Fom and F(p) modes
— Programmable field size up to 511-bits
DEU—2 Data Encryption Standard Execution Units
— DES, 3DES
— Two key (K1, K2, K1) or Three Key (K1, K2, K3)
— ECB and CBC modes for both DES and 3DES
AESU—2 Advanced Encryption Standard Units
— Implements the Rinjdagl symmetric key cipher
— ECB, CBC, and counter modes
— 128, 192, 256 bit key lengths
AFEU—1 ARC Four Execution Unit
— Implements a stream cipher compatible with the RC4 algorithm
— 40- to 128-bit programmable key
MDEU—2 Message Digest Execution Units
— SHA with 160-bit or 256-bit message digest
— MD5 with 128-bit message digest
— HMAC with either algorithm
KEU—1 Kasumi Execution Unit for 3GPP systems
— Implements F8 algorithm for encryption and F9 algorithm for authentication
RNG—1 Random number generator
60x compliant external bus interface, with master/slave logic
— 32-bit address/64 -bit data
— Up to 100 MHz operation
4 Crypto-channels, each supporting multi-command descriptor chains

— Static and/or dynamic assignment of crypto-execution units via an integrated
controller

— Buffer size of 512 bytesfor each execution unit, with flow control for large data
sizes

MPC185 Security Co-Processor User’s Manual
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Typical System Architecture

» 32KB of internal scratchpad memory for key, 1V and context storage
* 1.5V supply, 3.3V and 2.5V 1/0O

256 MAPBGA, 17 x 17mm package body size

* 1.5W power dissipation

1.4 Typical System Architecture

The MPC185 is designed to integrate easily into any system using the 60x bus protocol. It
isideal in any system using a Motorola PowerQUICC Il communications processor (as
shown in Figure 1-1) or a PowerPC-architectured processor and memory controller. The
ability of the MPC185 to be a master on the 60x bus allows the co-processor to offload the
data movement bottleneck normally associated with slave devices.

The host processor accesses the MPC185 through its device drivers using system memory
for data storage. The MPC185 residesin the memory map of the processor, therefore when
an application requires cryptographic functions, it simply creates descriptors for the
MPC185 which define the cryptographic function to be performed and the location of the
data. The MPC185's 60x-mastering capability permits the host processor to set up a
crypto-channel with afew short register writes, leaving the MPC185 to perform reads and
writes on system memory to complete the required task.

EEPROM MPC185

\ A

60x Bus v PCI or Local Bus

MPC82xx

A
Y

[

Main
Memory Y

1/0 or Network
Interface

Figure 1-1. MPC185 Connected to PowerQuicc Il 60xBus

Figure 1-2 showsa configuration with the MPC185 communi cating with the host processor
viaa PCI bridge, such asthe MPC107.
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Architectural Overview

MPC7xx, MPC74xx

MPC185
)
60x Bus A
- Y
MPC107 | Main
PCI Bridge | | Memory
A
PCI Local Bus
-
Y Y Y
Network PCI Network
Interface Card Application Interface Card

Figure 1-2. MPC185 Connected to host CPU via a Bridge

1.5 Architectural Overview

A block diagram of the MPC185 internal architecture is shown in Figure 1-3. The 60x bus
interface (60x/IF) module is designed to transfer 64-bit words between the 60x bus and any

register inside the MPC185.

An operation beginswith awrite of apointer to acrypto-channel fetch register which points
to a data packet descriptor. The channel requests the descriptor and decodes the operation
to be performed. The channel then requests the controller to assign crypto execution units
and fetch the keys, IV’s and data needed to perform the given operation. The controller
satisfies the requests by assigning execution unitsto the channel and by making requeststo
the master interface per the programmable priority scheme. As data is processed, it is
written to the individual execution units output buffer and then back to system memory via

the 60x/IF module.
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Data Packet Descriptors

32KB
gpRAM

Y

crypto-
channel
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|

1
LII"FIFO

|

FIFO

|

]
FIFO

FIFO FIFO Y
6ox ' PKEU
— | Master/Slave crypto- | o
Interface channel | Control | DEU Aesu|| [MPEY | [ areu | |keu || RNG
channel FIFO FIFO FIFO FIFO |[_FIFO
crypto-
channel
<Y _ \ y y Y
<>
Figure 1-3. MPC185 Functional Blocks

1.6 Data Packet Descriptors

As a crypto accelerator, the MPC185 controller has been designed for easy use and
integration with existing systems and software. All cryptographic functions are accessible
through data packet descriptors, some of which have been defined as multifunction to

facilitate |PSec applications. A data

packet descriptor is diagrammed in Table 1-1.

Table 1-1. Example Data Packet Descriptor

Field Name Value/Type Description
DPD_DES_CTX_CRYPT Thd Representative header for DES using Context to Encrypt
LEN_CTXIN Length Number of bytes to be written
PTR_CTXIN Pointer Pointer to Context (1V) to be written into DES engine
LEN_KEY Length Number of bytes in key
PTR_KEY Pointer Pointer to block cipher key
LEN_DATAIN Length Number of bytes of data to be ciphered
PTR_DATAIN Pointer Pointer to data to perform cipher upon
LEN_DATAOUT Length Number of bytes of data after ciphering
PTR_DATAOUT Pointer Pointer to location where cipher output is to be written
LEN_CTXOUT Length Length of output Context (IV)
PTR_CTXOUT Pointer Pointer to location where altered Context is to be written
Nul length Length Zeroes for fixed length descriptor filter
Nul pointer Pointer Zeroes for fixed length descriptor filter
Nul length Length Zeroes for fixed length descriptor filter
Nul pointer Pointer Zeroes for fixed length descriptor filter
PTR_NEXT Pointer Pointer to next data packet descriptor
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Each data packet descriptor contains the following:

» Header—The header describes the required services and encodes information that
indicates which EUs to use and which modesto set.

» Seven datalength/data pointer pairs—The data length indicates the number of
contiguous bytes of datato be transferred. The data pointer indicates the starting
address of the data, key, or context in system memory.

» Next descriptor pointer

A data packet descriptor ends with a pointer to the next data packet descriptor. Upon
completion of the current descriptor, this field is checked and, if non-zero, the channel is
instructed to request a burst read of the next descriptor.

Processing of the next descriptor (and whether or not a done signa is generated) is
determined by the programming of crypto-channel’s configuration register. Two modes of
operation are supported:

» Signal done at end of descriptor
» Signal done at end of descriptor chain

The crypto-channel can signal done via an interrupt or by a write-back of the descriptor
header after processing a data packet descriptor. The value written back isidentical to that
of the header, with the exception that a DONE field is set.

Occasionally, a descriptor field may not be applicable to the requested service. For
example, if using DESin ECB mode, the contents of the IV field do not affect the result of
the DES computation. Therefore, when processing data packet descriptors, the
crypto-channel skips any pointer that has an associated length of zero.

1.6.1 60x Interface

The 60x interface manages communication between the MPC185 internal execution units
and the 60x bus. The interface uses the 60x bus master/slave protocols. All on-chip
resources are memory mapped, and the target accesses and initiator writes from the
MPC185 must be addressed on word boundaries. The MPC185 will perform initiator reads
on byte boundaries and will adjust the data to place on word boundaries as appropriate.
Access to system memory is a critical factor in co-processor performance, and the native
60x interface of the MPC185 allows it to achieve performance unattainable on secondary
busses.

1.6.2 The MPC185 Controller

The MPC185 controller manages on-chip resources, including the individual execution
units (EUs), FIFOs, the 60x Interface, and the internal buses that connect all the various
modules. The controller receives service requests from the 60x interface and various
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crypto-channels, and schedules the required activities. The controller can configure each of
the on-chip resources in three modes:

» Host-controlled mode—The host is directly responsible for al data movement into
and out of the resource.

» Static mode—The user can reserve a specific execution unit to a specific
crypto-channel.

» Dynamic mode—A crypto channel can request a particular service from any
available execution unit.

1.6.3 Host-Managed Register Access

All EUs can be used entirely through register read/write access. It is strongly recommended
that read/write access only be performed on a EU that is statically assigned to an idle
crypto-channel. Such an assignment isthe only method for the host to inform the controller
that aparticular EU isin use.

1.6.4 Static EU Access

The controller can be configured to reserve one or more EUsto aparticular crypto-channel.
Doing so permits locking the EU to a particular context. When in this mode, the
crypto-channel can be used by multiple descriptors representing the same context without
unloading and reloading the context at the end of each descriptor. This mode presents
considerable performance improvement over dynamic access, but only when the MPC185
IS supporting few (or one) contexts.

Static EU access can aso be used to reserve one particular Public Key Execution Unit
(PKEU) for one type of computation. For example, one PKEU could be reserved for all
private key RSA operations using prime P, and the other could be reserved for all
computations using prime Q. Again, this presents a performance improvement because all
fixed parameters can remain within the reserved PKEUSs. This reduces the overhead of
loading and unloading contexts and therefore improves performance. However, thisisonly
a performance improvement if the lack of dynamically available PK EUs does not become
a bottleneck in key agreement protocols.

1.6.5 Dynamic EU Access

Processing begins when a data packet descriptor pointer is written to the Next Descriptor
Pointer Register of one of the crypto-channels. Prior to fetching the data referred to by the
descriptor and based on the services requested by the descriptor header in the descriptor
buffer, the controller dynamically reserves usage of an EU to the crypto-channel. If all
appropriate EUs are adready dynamically reserved by other crypto-channels, the
crypto-channel stalls and waits to fetch data until an appropriate EU is available.
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If multiple crypto-channels simultaneously request the same EU, the EU is assigned on a
weighted priority or round-robin basis. Once the required EU has been reserved, the
crypto-channel fetches and loads the appropriate data packets, operates the EU, unloads
data to system memory, and releases the EU for use by another crypto-channel. If a
crypto-channel attempts to reserve a statically-assigned EU (and no appropriate EUs are
available for dynamic assignment), an interrupt is generated and status indicates illegal
access. When dynamic assignment is used, each encryption/decryption packet must contain
context that is particular to the context being supported.

1.6.6 Crypto-Channels

The MPC185 includes four crypto-channels that manage data and EU function. Each
crypto-channel consists of the following:

» Control registers containing information about the transaction in process

» A statusregister containing an indication of the last unfulfilled bus request

» A pointer register indicating the location of a new descriptor to fetch

» Buffer memory used to store the active data packet descriptor

Crypto-channels analyze the data packet descriptor header and requests the first required
cryptographic service from the controller. The controller implements a programmable
prioritization scheme that allows the user to dictate the order in which the four
crypto-channels are serviced. After the controller grants access to the required EU, the
crypto-channel and the controller perform the following steps:

1. Set the appropriate mode bits available in the EU for the required service.

2. Fetch context and other parameters as indicated in the data packet descriptor buffer
and use these to program the EU.

3. Fetch data asindicated and place in either the EU input FIFO or the EU itself (as
appropriate).

4. Wait for EU to complete processing.

5. Upon completion, unload results and context and write them to external memory as
indicated by the data packet descriptor buffer.

6. If multiple services requested, go back to step 2.

7. Reset the appropriate EU if it isdynamically assigned. Note that if statically
assigned, a EU isreset only upon direct command written to the MPC185.

8. Perform descriptor completion notification as appropriate. This notification comes
in one of two forms—interrupt or header writeback modification—and can occur at
the end of every descriptor, at the end of a descriptor chain, or at the end of
specially designated descriptors within a chain.
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1.7 Execution Units (EUS)

‘Execution unit’ is the generic term for a functional block that performs the mathematical
permutations required by protocols used in cryptographic processing. The EUs are
compatible with I1Psec, WAP/WTLS, IKE, SSL/TLS and 3GPP processing, and can work
together to perform high level cryptographic tasks. The MPC185 execution units are as
follows:

* PKEU for computing asymmetric key operations, including Modular
Exponentiation (and other Modular Arithmetic functions) or ECC Point Arithmetic

» DEU for performing block cipher, symmetric key cryptography using DES and
3DES

* AFEU for performing RC-4 compatible stream cipher symmetric key cryptography
* AESU for performing the Advanced Encryption Standard algorithm

» KEU for performing F8 and F9 encryption and authentication

» MDEU for performing security hashing using MD-3, SHA-1, or SHA-256

* RNG for random number generation

1.7.1 Public Key Execution Unit (PKEU)

The PKEU is capable of performing many advanced mathematical functions to support
both RSA and ECC public key cryptographic algorithms. ECC is supported in both F(2)m
(polynomial-basis) and F(p) modes. This EU supports all levels of functions to assist the
host microprocessor to perform its desired cryptographic function. For example, at the
highest level, the accelerator performs modular exponentiations to support RSA and
performs point multiplies to support ECC. At the lower levels, the PKEU can perform
simple operations such as modular multiplies.

1.7.1.1 Elliptic Curve Operations

The PKEU has its own data and control units, including a general-purpose register file in
the programmable-size arithmetic unit. The field or modulus size can be programmed to
any value between 160 bits and 512 bits in programmable increments of 8, with each
programmable value i supporting all actual field sizes from i*8 -7 to i*8. The result is
hardware supporting a wide range of cryptographic security. Larger field / modulus sizes
result in greater security but lower performance; processing time is determined by field or
modulus size. For example, afield size of 160 isroughly equivalent to the security provided
by 1024 bit RSA. A field size set to 208 roughly equates to 2048 bits of RSA security.

The PKEU contains routines implementing the atomic functions for elliptic curve
processing—point arithmetic and finite field arithmetic. The point operations
(multiplication, addition and doubling) involve one or morefinitefield operationswhich are
addition, multiplication, inverse, and squaring. Point add and double each use of all four
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finite field operations. Similarly, point multiplication uses al EC point operations as well
as the finite field operations. All these functions are supported both in modular arithmetic
aswell as polynomial basisfinite fields.

1.7.1.2 Modular Exponentiation Operations

The PKEU is aso capable of performing ordinary integer modulo arithmetic. This
arithmetic is an integral part of the RSA public key algorithm; however, it can also play a
role in the generation of ECC digital signatures and Diffie-Hellman key exchanges.
Modular arithmetic functions supported by the MPC185’'s PK EU include the following:

* R2modN
A Emod N
(A xB)R1modN
(A xB) R2mod N
(A +B)modN

* (A—-B)modN
Where the following variable definitions: A = AR mod N, N is the modulus vector, A and

B areinput vectors, E isthe exponent vector, Ris2 S, wheresisthebit length of the N vector
rounded up to the nearest multiple of 32.

The PKEU can perform modular arithmetic on operands up to 2048 bits in length. The
modulus must be larger than or equal to 129 bits. The PKEU usesthe Montgomery modular
multiplication algorithm to perform core functions. The addition and subtraction functions
exist to help support known methods of the Chinese Remainder Theorem (CRT) for
efficient exponentiation.

1.7.2 Data Encryption Standard Execution Unit (DEU)

The DES Execution Unit (DEU) performs bulk data encryption/decryption, in compliance
with the Data Encryption Standard algorithm (ANSI x3.92). The DEU can also compute
3DES and extension of the DES algorithm in which each 64-bit input block is processed
three times. The MPC185 supports 2 key (K1=K3) or 3 key 3DES.

The DEU operates by permuting 64-bit data blocks with a shared 56-bit key and an
initialization vector (I1V). The MPC185 supports two modes of |V operation: Electronic
Code Book (ECB) and Cipher Clock Chaining (CBC).

1.7.3 Arc Four Execution Unit (AFEU)

The AFEU accelerates abulk encryption algorithm compatible with the RC4 stream cipher
from RSA Security, Inc. The algorithm is byte-oriented, meaning a byte of plain text is
encrypted with a key to produce a byte of ciphertext. The key is variable length and the
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AFEU supports key lengths from 40 to 128 bits (in byte increments), providing a wide
range of security strengths. RC4 is a symmetric algorithm, meaning each of the two
communicating parties share the same key.

1.7.4 Advanced Encryption Standard Execution Unit (AESU)

The AESU is used to accelerate bulk data encryption/decryption in compliance with the
Advanced Encryption Standard algorithm Rinjdael. The AESU executes on 128 bit blocks
with achoice of key sizes: 128, 192, or 256 bits.

AESA is a symmetric key algorithm, the sender and receiver use the same key for both
encryption and decryption. The session key and 1V(CBC mode) are supplied to the AESU
module prior to encryption. The processor supplies datato the module that is processed as
128 bit input. The AESU operatesin ECB, CBC, and counter modes.

1.7.5 Kasumi Execution Unit (KEU)

The KEU is used to accelerate two algorithms defined in the 3GPP architecture, a
confidentiality algorithm (f8) and an integrity algorithm (f9). Each of these algorithms is
based on the Kasumi algorithm. Kasumi isablock cipher that produces a 64-bit output from
a64-hit input under the control of a128-bit key. The confidentiality algorithmf8isastream
cipher that is used to encrypt/decrypt blocks of data under a confidentiality key. The block
of data may be between 1 and 5114 bits long. The algorithm uses Kasumi in a form of
output-feedback mode as a keystream generator. The integrity algorithm f9 computes a
32-bit message authentication code (MAC) of agiven input message using an integrity key.
The approach adopted uses Kasumi in aform of CBC-MAC mode.

1.7.6 Message Digest Execution Unit (MDEU)

The MDEU computes a single message digest (or hash or integrity check) value of al the
data presented on the input bus, using either the MD5, SHA-1 or SHA-256 agorithms for
bulk data hashing. With any hash algorithm, the larger message is mapped onto a smaller
output space, therefore collisions are potential, albeit not probable. The 160-bit hash value
isasufficiently large space such that collisions are extremely rare. The security of the hash
function is based on the difficulty of locating collisions. That is, it iscomputation infeasible
to construct two distinct but similar messages that produce the same hash outpui.

* The MDS5 generates a 128-bit hash, and the algorithm is specified in RFC 1321.

» SHA-1lisa160-bit hash function, specified by the ANSI X9.30-2 and FIPS 180-1
standards.

» SHA-256 is a 256-bit hash function that provides 256 bits of security against
collision attacks.

» The MDEU also supports HMAC computations, as specified in RFC 2104.
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1.7.7 Random Number Generator (RNG)

The RNG isadigital integrated circuit capable of generating 32-bit random numbers. It is
designed to comply with FIPS 140-1 standards for randomness and non-determinism.

Because many cryptographic algorithms use random numbers as a source for generating a
secret value (a nonce), it is desirable to have a private RNG for use by the MPC185. The
anonymity of each random number must be maintained, as well as the unpredictability of
the next random number. The FIPS-140 ‘common criteria compliant private RNG allows
the system to develop random challenges or random secret keys. The secret key can thus
remain hidden from even the high-level application code, providing an added measure of
physical security.

1.7.8 32KB General Purpose RAM (gpRAM)

The MPC185 contains 32KB of internal general purpose RAM that can be used to store
keys, IVsand data. Theinternal scratchpad allows the user to store frequently used context
on chip which increases system performance by minimizing setup time. This feature is
especially important when dealing with small packets and in systems where bus bandwidth
islimited.

1.8 Performance Estimates

Bulk encryption/authentication performance estimates shown in Table1-2 include
datalkey/context reads (from memory to MPCI185), security processing (internal to
MPC185), and writes of completed data/context to memory by MPC185, using typical 60x
system overhead.

Table 1-2. Estimated Bulk Data Encryption Performance (Mbps)

ggg ?E:DBECS AES 128 | AES 256 | ARC4 MD5 SHA-1 | Kasumi I?Ihaii/
SHA-1(Rx)
64 byte 204 168 180 153 102 177 162 93 138
128 byte 355 260 281 239 176 311 279 154 237
256 byte 562 358 391 332 279 472 411 230 350
512 byte 815 449 489 415 404 636 540 316 459
1024 byte 1051 513 557 473 521 770 639 391 544
1536 byte 1164 538 585 497 595 828 681 426 579

The MPC185 supports single pass processing of encryption/message authentication. All
performance measurements assume standard memory latency, and unconstrained use of an
83Mhz, 64bit bus utilizing the 60x bus protocoal.
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Chapter 2
Signal Descriptions

This chapter describes the signals used by the MPC185, as well asthe device pinout.A bar
over asignal name indicate that the signal is active low—for example, AACK and ABB.
Active low signals are referred to as asserted (active) when they are low and negated when
they are high. Signalsthat are not active low are referred to as asserted when they are high
and negated when they are low.

2.1 Signal Descriptions

Table 2-1 shows groups pins by functionality.
Table 2-1. Signal Descriptions

Signal i
nzgme Pin locations S:?;:I Description
60X Signals
A[0:31] | A6, A5, A4, B6, I/O 60x address bus - When the MPC185 is a master, these signals function
B5, B4, C5, C4, as the 60x address bus to the system memory controller. When the
A3, A2, Al, B3, MPC185 is a slave, these address signals are decoded internally to
B2, B1, C3, C2, address the individual modules.
D2, D1, E3, E2,
E1, F3, F2, F1,
G2, G1, H3, H2,
H1,J3,J2,J1
AACK B10 110 60x address acknowledge - A 60x bus slave asserts this signal to
indicate that it identified the address tenure. Assertion of this signal
terminates the address tenure.

ABB C10 (0] 60x address bus busy - The MPC185 asserts this signal for the duration
of the address bus tenure. Following an AACK, which terminates the
address bus tenure, the MPC185 negates ABB for a fraction of a bus
cycle and then stops driving this signal.

AP[0:3] |[C6, C1, D3, G3 1/0 Address parity - The 60x master that drives the address bus also drives
the address parity signals. The value driven on address parity signal
should give odd parity (odd number of 1's) on the group of signals that it
represents.

ARTRY |P9 I 60x address retry - Assertion of this signal indicates that the bus
transaction should be retried by the 60x bus master.
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Table 2-1. Signal Descriptions (continued)

?zgr:zl Pin locations ‘i')?;:l Description
BASE[0:4] | C15, C14, C13, | Base Address Select - These 5 bits set the initial Base Address for the
Al4, C12 MPC185 and address the upper 5 bits of the 32-bit address range. After
reset the Base Address may be reprogrammed anywhere in the address
space via software. As an example, if BASE[0:4] = 00001, the initial
Base Address for Talos is 0800_0000.
BG T10 | 60x bus grant - The external arbiter asserts this signal to grant 60x bus
ownership to the MPC185.
BR B12 (0] 60x bus request - The MPC185 asserts this signal to request ownership
of the 60x bus.
cl B13 (0] Cache inhibit - Programmable signal which indicates if the transaction
should be cached or not. Assertion of the ClI signal indicates that the
transaction should not be cached.
D[0:63] |H16, H15, J16, I/O 60x data bus - In write transactions the 60x bus master drives the valid
J15, J14, K16, data on this bus. In read transactions the 60x slave drives the valid data
K15, K14, L16, on this bus.
L15, M16, M15,
M14, N16, N15,
N14, P16, P15,
R16, R15, R14,
T16, T15, T14,
P13, P12, R13,
R12, R11, T13,
T12, T11, T8,
T7,T6, R8, R7,
R6, P7, P6, T5,
T4, T3, R5, R4,
R3, P4, P3, T2,
T1, R2, R1, P2,
P1, N2, N1, M3,
M2, M1, L3, L2,
L1, K2, K1
DBB F14 (0] 60x data bus busy - The MPC185 asserts this signal for the duration of
the data bus tenure. Following a TA, which terminates the data bus
tenure, the MPC185 negates DBB for a fraction of a bus cycle and then
stops driving this signal.
DP[0:7] |H14,L14, P14, 1/0 60x data parity - The 60x agent that drives the data bus also drives the
P11, P8, P5, N3, data parity signals. The value driven on data parity signal should give
K3 odd parity (odd number of 1's) on the group of signals that it represents.
GBL B14 (0] Global - Assertion of this signal by the 60x master indicates that the
transfer is global and it should be snooped by caches in the system.
IRQ Al15 (0] Interrupt request - Interrupt signal that indicates that one of the modules
has asserted its hardware interrupt to indicate that service is needed by
the system.
LBCLAIM |B11 (0] Local bus claim - Indicates that the slave claims the transaction and is
responsible for driving TA during the data tenure.
MDBG R10 | 60x data bus grant - The system arbiter asserts this signal to grant 60x
data bus ownership to the MPC185.
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Table 2-1. Signal Descriptions (continued)

Signal ;

nzgme Pin locations ‘i')?;:l Description

RESET |B15 I Asynchronous reset - All registers are reset immediately. Upon release
of reset, the MPC185 will automatically clear all locations in the internal
general purpose RAM.

SDBG R9 Slave data bus grant - Indicates that the MPC107 has granted a 60x
slave the data bus and that the slave can use the data bus to transfer
data to the 60x processor.

TA T9 I/O Transfer acknowledge - Indicates that a 60x data beat is valid on the
data bus. For 60x single beat transfers, assertion of this signal indicates
the termination of the transfer. For 60x burst transfers TA is asserted
four times to indicate the transfer of four data beats with the last
assertion indicating the termination of the burst transfer.

TBST A10 I/O 60x bus transfer burst - The 60x bus master asserts this signal to
indicate that the current transaction is a burst transaction (transfers 4
double words).

TEA Al2 I/O Transfer error acknowledge - Assertion of this signal indicates a bus
error.

TS All I/O 60x bus transfer start - Assertion of this signal indicates the beginning of

a new address bus tenure. The arbiter asserts this signal to a slave to
begin an address tenure. When the arbiter senses this pin being
asserted by an external 60x bus master, it will respond to the address
bus tenure as required.

TSIZ[0:3] |A9, BY, C9, C8

/O 60x transfer size - The 60x bus master drives these pins with a value
indicating the quantity of bytes transferred in the current transaction.

TT[0-4] |AS8, B8, A7,B7, |1/O 60x bus transfer type - The 60x bus master drives these pins during the
C7 address tenure to specify the type of the transaction.
wT Al3 0] Write through - The state of this pin indicates if the transaction should be

cached using write-through or copy-back mode. Assertion of WT
indicates that the transaction should be cached using the write-through
mode.

Miscellaneous Signals

XLBCLKM | D14 60X local bus clock mode - This input should be tied high if the external
ODE CPU has a core clock to system clock ratio of 2:1 or higher. It should be
tied low if the ratio is 1:1 or 1.5:1.
XLBMODE | D15 60X local bus mode - This input should be tied high when the MPC185
is connected to a MPC8260 or Harrier and low when connected to an
MPC107.
SE E15 SE - Scan Enable - For manufacturing test only.

This input should always be tied low.

PLL Range |F15 PLL Range

0 (OVSS) = 66-100 MHz PLL band

1 (OVDD) = 33-66 MHz PLL band

If operating slower than 33MHz, the PLL must be disabled using the PLL
Bypass pin (D11)
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Table 2-1. Signal Descriptions (continued)

Signal ;
nzgme Pin locations ‘i')?;:l Description
PLL Bypass | D11 I PLL Bypass
0 (OVSS) = PLL Disabled
1 (OVDD) = PLL Enabled
CLK F16 I System clock
TPA G15 (0] Test Pad Analog
This pin MUST have No Connection
TCK Al6 Test Clock
If JITAG is NOT used, this pin should be tied to VSS.
TRST |B16 [ Test Reset
If JITAG is NOT used, this pin should be tied to VSS.
TMS C16 Test Mode Select
If JITAG is NOT used, this pin should be tied to OVDD.
TDI D16 Test Input
If JTAG is NOT used, this pin should be tied to OVDD.
TDO E16 0] Test output
If JTAG is NOT used, this pin should be NC.
NC C11, E14, P10 No Connection
Powers and Grounds
OvDD D4, E4, F4, G4, || I/0O supply voltage
3.3V, 2.5V |H4, J4, K4, L4,
M4, N4, N5, N6,
N7, N8, N9,
N10, N11, N12,
N13, M13, L13,
K13, J13, H13,
G13, F13, E13,
D13, D12, D10,
D9, D8, D7, D6,
D5
IVDD E5, F5, G5, H5, || Core voltage
1.5V J5, K5, L5, M5,
M6, M7, M8, M9,
M10, M11, M12,
L12, K12, J12,
H12, G12, F12,
E12, E11, E10,
E9, E8, E7, E6
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Table 2-1. Signal Descriptions (continued)

Signal Descriptions

Signal
name

Pin locations

Signal
type

Description

VSS
GND

F6, F7, F8, F9,
F10, F11, G6,
G7, G8, G9,
G10, G11, He6,
H7, H8, HY,
H10, H11, J6,
J7, 38, J9, J10,
J11, K6, K7, K8,
K9, K10, K11,
L6, L7, L8, L9,
L10, L11

Ground

AVDD

G16

Analog PLL supply voltage (+1.5V)

AVSS

G14

Analog PLL ground

Figure 2-1 shows the MPC185 pinoui.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
A10 | A9 A8 A2 Al AO | TT2 | TTO |TSIZO|TBST| TS | TEA | WT |BASE| IRQ | TCK
3
Al3 | A12 | A1l | A5 A4 A3 | TT3 | TT1 |TSIz1|AACK % BR Cl | GBL |RESET | TRST
AP1 | Al5 | Al4 | A7 | A6 | APO | TT4 |TSIZ3|TSIZ2| ABB | NC |BASE | BASE | BASE | BASE | TMS
4 2 1 0
A17 | A16 | AP2 | 33V | 33V | 33V | 33V | 33V | 33V | 33V | PLL | 33V | 3.3V |XBCLK| XxLB | TDI
Bypass MODE | MODE
A20 | A19 | A18 | 33V | 15V [ 15V [ 15V | 15V | 15V | 15V | 15V | 15V | 33V | NC | SE | TDO
A23 | A22 | A21 | 33V | 1.5V | VSS | VSS |VSSV | VSS | VSS | VSS | 1.5V | 3.3V | DBB RZh;e CLK
A25 | A24 | AP3 | 33V | 1.5V | VSS | VSS | VSS | VSS | VSS | VSS | 1.5V | 3.3V | AVSS | TPA | AVDD
A28 | A27 | A26 | 33V | 15V | VSS | VSS | VSS | VSS | VSS | VSS | 1.5V | 33V | DPO | D1 DO
A31 | A30 | A29 | 33V | 1.5V | VSS | VSS | VSS | VSS |VSSV| VSS | 1.5V | 33V | D4 D3 D2
D63 | D62 | DP7 | 33V | 1.5V | VSS | VSS | VSS | VSS | VSS | VSS | 15V | 33V | D7 D6 D5
D61 | D60 | D59 | 3.3V | 1.5V | VSS | VSS | VSS | VSS | VSS | VSS | 1.5V | 33V | DP1 | D9 D8
D58 | D57 | D56 | 3.3V | 1.5V | 1.5V | 1.5V | 1.5V | 1.5V | 1.5V | 1.5V | 15V | 33V | D12 | D11 | D10
D55 | D54 | DP6 | 3.3V | 33V | 33V | 33V | 33V | 33V | 33V | 33V | 33V | 33V | D15 | D14 | D13

Figure 2-1. MPC185 Pinout
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JTAG (IEEE 1149.1) Test Interface

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
D53 D52 D47 D46 | DP5 | D39 D38 | DP4 | ARTRY | NC DP3 | D25 D24 | DP2 | D17 D16
D51 D50 | D45 D44 | D43 D37 D36 D35 |S_DBG | M_DBG| D28 D27 D26 D20 | D19 D18
D49 D48 D42 D41 D40 | D34 | D33 D32 TA BG D31 D30 | D29 D23 D22 D21

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

2.2 JTAG (IEEE 1149.1) Test Interface

Figure 2-1. MPC185 Pinout

The MPC185 implements a serial test interface compatible with |EEE 1149.1. Because the
MPC185 implements full-scan for al non-RAM memory devicesin the design, protection
mechanisms prevent use of the JTAG test interface from gaining access to internal state. In
particular, to protect internal state, the JTAG controller will not allow entering any of the
scan access types unless pin RESET_B is active low.
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JTAG (IEEE 1149.1) Test Interface
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Chapter 3
Address Map

This chapter contains the M PC185 address map. All registers are 64-bit aligned, but can be
addressed on 32-bit boundaries.

The MPC185 internal memory resources are within a contiguous block of memory. The
size of theinternal spaceis 128 Kbytes. Thelocation of this block within the global 4 Gbyte
real memory spaceisinitially mapped to 32 possible address ranges by the setting of 5 base
address pins (see Chapter 2, “Signal Descriptions’). The initial base address value
established by the base address pins, BASE[0:4], can be over-written with a refined base
address by awrite to the base address register (see Section 3.2, “Base Address Register”).

3.1 Address Map

Table 3-1 shows the base address map, while Table 3-2 provides the precise address map,
including all registers in the execution units. The 17-bit MPC185 address bus vaue is
shown. Notethat these tables show modul e addresses; the threeleast significant address bits
that are used to select bytes within 64-bit-words are not shown.

Table 3-1. Module Base Address Map

'\?E;(l)iiéi%reg)s MPC185 Module Description Type
00000-000FF Configuration MPC185 Configuration Set-up Configuration
01000-01FFF Controller Arbiter/Controller Control register space resource control
02000-02FFF Channel_1 Crypto-channel 1 data control
03000-03FFF Channel_2 Crypto-channel 2 data control
04000-04FFF Channel_3 Crypto-Channel_3 data control
05000-05FFF Channel_4 Crypto-Channel_4 data control
06000-06FFF Reserved Reserved Reserved
08000-08FFF AFEU ArcFour Execution Unit Crypto EU
OAO000-O0AFFF DEU_1 DES Execution Unit 1 Crypto EU
0B0O00-0BFFF DEU_2 DES Execution Unit 2 Crypto EU
0CO000-0CFFF MDEU_1 Message Digest Execution Unit 1 Crypto EU
0D000-ODFFF MDEU_2 Message Digest Execution Unit 2 Crypto EU
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Address Map

Table 3-1. Module Base Address Map (continued)

'\?E;(l)iiéi%reg)s MPC185 Module Description Type
OEO000-OEFFF RNG Random Number Generator Crypto EU
10000-10FFF PKEU_1 Public Key Execution Unit 1 Crypto EU
11000-11FFF PKEU_1 Public Key Execution Unit 2 Crypto EU
12000-12FFF AESU_1 AES Execution Unit 1 Crypto EU
13000-13FFF AESU_1 AES Execution Unit 2 Crypto EU
14000-14FFF KEU_1 Kasumi Execution Unit Crypto EU
18000-1FFFF gpRAM 32KB General Purpose Memory Memory

Table 3-2 shows a the system address map showing all functional registers.
Table 3-2. Preliminary System Address Map Showing CHA Registers

'\?E;(ﬁiéi%reg)s MPC185 Module Description Type
00F00 Configuration Base Address R/W
00800 Configuration Slave PERR Address R
01000 Controller EU Assignment Control R/W
01008 Controller Interrupt Mask R/W
01010 Controller Interrupt Status R
01018 Controller Interrupt Clear W
01020 Controller Identification R
01028 Controller EU Assignment Status
01030 Controller Master Control R/W
01038 Controller Master TEA Address R
02008 Channel_1 Config register R/W
02010 Channel_1 Pointer status R
02040 Channel_1 Current descriptor pointer
02048 Channel_1 Fetch register R/W

02080-020BF Channel_1 Descriptor buffer[16] R/W
03008 Channel_2 Config register R/W
03010 Channel_2 Pointer status R
03040 Channel_2 Current descriptor pointer
03048 Channel_2 Fetch register R/W

03080-030BF Channel_2 Descriptor buffer[16] R/W
04008 Channel_3 Config register R/W
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Address Map

Table 3-2. Preliminary System Address Map Showing CHA Registers (continued)

“?E;Siiéi%reg)s MPC185 Module Description Type
04010 Channel_3 Pointer status R
04040 Channel_3 Current descriptor pointer
04048 Channel_3 Fetch register R/W

04080-040BF Channel_3 Descriptor buffer[16] R/W
05008 Channel_4 Config register R/W
05010 Channel_4 Pointer status R
05040 Channel_4 Current descriptor pointer
05048 Channel_4 Fetch register R/W

05080-050BF Channel_4 Descriptor buffer[16] R/W
06000 Reserved Reserved R/W
08000 AFEU Mode Register R/W
08008 AFEU Key Size Register R/W
08010 AFEU Data Size Register R/W
08018 AFEU Reset Control Register R/W
08028 AFEU Status Register R
08030 AFEU Interrupt Status Register R
08038 AFEU Interrupt Control Register R/W
08050 AFEU End of Message Register W

08100-081FF AFEU Context Memory R/W
08200 AFEU Context Memory Pointers R/W
08400 AFEU Key Register 0 W
08408 AFEU Key Register 1 W

08800-08FFF AFEU FIFO R/W
0A000 DEU_1 Mode Register R/W
0A008 DEU_1 Key Size Register R/W
0A010 DEU_1 Data Size Register R/W
0A018 DEU_1 Reset Control Register R/W
0A028 DEU_1 Status Register R
0A030 DEU_1 Interrupt Status Register R
0A038 DEU_1 Interrupt Control Register R/W
0A050 DEU_1 EU-Go W
0A100 DEU_1 IV Register R/W
0A400 DEU_1 Key 1 Register W
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Address Map

Table 3-2. Preliminary System Address Map Showing CHA Registers (continued)

“?E;Siiéi%reg)s MPC185 Module Description Type
0A408 DEU_1 Key 2 Register W
0A410 DEU_1 Key 3 Register W

OA800-0AFFF DEU_1 FIFO R/W
0B000O DEU_2 Mode Register R/W
0B008 DEU_2 Key Size Register R/W
0B010 DEU_2 Data Size Register R/W
0B018 DEU_2 Reset Control Register R/W
0B028 DEU_2 Status Register R
0B030 DEU_2 Interrupt Status Register R
0B038 DEU_2 Interrupt Control Register R/W
0B050 DEU_2 EU-Go W
0B100 DEU_2 IV Register R/W
0B400 DEU_2 Key 1 Register W
0B408 DEU_2 Key 2 Register W
0B410 DEU_2 Key 3 Register W

0B800-0BFFF DEU_2 FIFO R/W
OCO000 MDEU_1 Mode Register R/W
0C008 MDEU_1 Key Size Register R/W
0CO010 MDEU_1 Data Size Register R/W
0C018 MDEU_1 Reset Control Register R/W
0C028 MDEU_1 Status Register R
0C030 MDEU_1 Interrupt Status Register R
0C038 MDEU_1 Interrupt Control Register R/W
0C050 MDEU_1 EU_GO W

0C100-0C120 MDEU_1 Context Memory R/W

0C400-0C47F MDEU_1 Key Memory W

0C800-0CFFF MDEU_1 FIFO W
0D000 MDEU_2 Mode Register R/W
0D008 MDEU_2 Key Size Register R/W
0D010 MDEU_2 Data Size Register R/W
0D018 MDEU_2 Reset Control Register R/W
0D028 MDEU_2 Status Register R
0DO030 MDEU_2 Interrupt Status Register
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Address Map

Table 3-2. Preliminary System Address Map Showing CHA Registers (continued)

“?E;Siiéi%reg)s MPC185 Module Description Type
0D038 MDEU_2 Interrupt Control Register R/W
0DO050 MDEU_2 EU_GO W

0D100-0D120 MDEU_2 Context Memory R/W
0D400-0D47F MDEU_2 Key Memory W
0D800-0DFFF MDEU_2 FIFO AW
OE000 RNG Mode Register R/W
OEO10 RNG Data Size Register R/W
OE018 RNG Reset Control Register R/W
0E028 RNG Status Register R
OEO030 RNG Interrupt Status Register
OE038 RNG Interrupt Control Register R/W
OEO050 RNG EU_GO W
OE800-0EFFF RNG FIFO R
10000 PKEU_1 Mode Register R/W
10008 PKEU_1 Key Size Register R/W
10010 PKEU_1 Data Size Register R/W
10018 PKEU_1 Reset Control Register R/W
10028 PKEU_1 Status Register R
10030 PKEU_1 Interrupt Status Register R
10038 PKEU_1 Interrupt Control Register R/W
10050 PKEU_1 EU_GO w
10200-1023F PKEU_1 Parameter Memory AO R/W
10240-1027F PKEU_1 Parameter Memory Al R/W
10280-102BF PKEU_1 Parameter Memory A2 R/W
102C0-102FF PKEU_1 Parameter Memory A3 R/W
10300-1033F PKEU_1 Parameter Memory BO R/W
10340-1037F PKEU_1 Parameter Memory B1 R/W
10380-103BF PKEU_1 Parameter Memory B2 R/W
103C0-103FF PKEU_1 Parameter Memory B3 R/W
10400-104FF PKEU_1 Parameter Memory E W
10800-108FF PKEU_1 Parameter Memory N R/W
11000 PKEU_2 Mode Register R/W
11008 PKEU_2 Key Size Register R/W
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Address Map

Table 3-2. Preliminary System Address Map Showing CHA Registers (continued)

“?E;Siiéi%reg)s MPC185 Module Description Type
11010 PKEU_2 Data Size Register R/W
11018 PKEU_2 Reset Control Register R/W
11028 PKEU_2 Status Register R
11030 PKEU_2 Interrupt Status Register R
11038 PKEU_2 Interrupt Control Register R/W
11050 PKEU_2 EU_GO W

11200-1123F PKEU_2 Parameter Memory AO R/W
11240-1127F PKEU_2 Parameter Memory Al R/W
11280-112BF PKEU_2 Parameter Memory A2 R/W
112C0-112FF PKEU_2 Parameter Memory A3 R/W
11300-1133F PKEU_2 Parameter Memory BO R/W
11340-1137F PKEU_2 Parameter Memory B1 R/W
11380-113BF PKEU_2 Parameter Memory B2 R/W
113C0-113FF PKEU_2 Parameter Memory B3 R/W
11400-114FF PKEU_2 Parameter Memory E W
11800-118FF PKEU_2 Parameter Memory N R/W
12000 AESU_1 Mode Register R/W
12008 AESU_1 Key Size Register R/W
12010 AESU_1 Data Size Register R/W
12018 AESU_1 Reset Control Register R/W
12028 AESU_1 Status Register R
12030 AESU_1 Interrupt Status Register R
12038 AESU_1 Interrupt Control Register R/W
12050 AESU_1 End of Message Register w
12100 AESU_1 IV Register R/W
12400-12408 AESU_1 Key Memory R/W
12800-12FFF AESU_1 FIFO R/W
13000 AESU_2 Mode Register R/W
13008 AESU_2 Key Size Register R/W
13010 AESU_2 Data Size Register R/W
13018 AESU_2 Reset Control Register R/W
13028 AESU_2 Status Register R
13030 AESU_2 Interrupt Status Register R
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Table 3-2. Preliminary System Address Map Showing CHA Registers (continued)

“?E;Siiéi%reg)s MPC185 Module Description Type
13038 AESU_2 Interrupt Control Register R/W
13050 AESU_2 End of Message Register w
13100 AESU_2 IV Register R/W

13400-13408 AESU_2 Key Memory R/W

13800-13FFF AESU_2 FIFO R/W
14000 KEU Mode Register R/W
14008 KEU Key Size Register R/W
14010 KEU Data Size Register R/W
14018 KEU Reset Control Register R/W
14028 KEU Status Register R
14030 KEU Interrupt Status Register R
14038 KEU Interrupt Control Register R/W
14048 KEU Data Out R
14050 KEU End of Message Register W
14100 KEU IV Register #1(Frame Count) R/W
14108 KEU IV Register #2 (Bearer) R/W
14110 KEU IV Register #3 (Fresh) R/W

14118-14140 KEU Context Register R/W
14400 KEU Key Memory #1(CK Low) R/W
14408 KEU Key Memory #2(CK High) R/W
14410 KEU Key Memory #3(IK Low) R/W
14418 KEU Key Memory #4(IK High) R/W

14800-14FFF KEU FIFO R/W

18000-1FFFF gpRAM 32KB General Purpose Memory

Memory

3.2 Base Address Register

This register, shown in Figure 3-1 contains the base address for all MPC185 registers and
memory. It is initially set via the BASE[0:4] input pins. The initial setting can be
overwritten by writing to this register. It is recommended that the user program the ACAE
bit (see Table 3-3) for proper interaction with the 60x bus controller prior to existing the
MPC185 initialization routine. See Appendix A for recommended settings with common
60x Bus Controllers.)
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Slave Parity Address Register

0 1 31
Field | AOAE Reserved
Reset| O 0
R/W R/W
Addr Ox 00F00
32 36 37 46 47 63
Field Base Address
Definition Base Program Fixed
Reset Base Pins 0 0
R/W R/W
Addr Ox O0F04
Figure 3-1. Base Address Register
Table 3-3. Base Address Register Definition
Bits Name Reset Value Description
0 AOAE 0 Address Only AACK Enable:
0 The MPC185 will not drive aack_b for any 60x Address Only transaction.
1 The MPC185 will drive aack_b for all 60x Address Only transactions, when
the address on the bus falls within the MPC185’s address range.
Note: The MPC185 is not normally a target for address only transactions,
however such transactions are possible under 60x protocol. Some 60x
arbiters automatically drive AACK for all address only transactions, other 60x
bus arbiters expect the target device to drive AACK, regardless of target
behavior in response to an address only transaction. This bit allows the
MPC185 to operate in either environment.
1:31 Reserved 0 Reserved, set to zero.
32:36 Base Variable | Atreset, bits [32::36] are loaded with the value on input pins BASE[0::4]. This
value is overwritten upon a write to this register.
37:46 Program 0 At reset, these bits are set to zero. This value is overwritten upon a write to
this register.
47:63 Fixed 0 These bits are used within the MPC185 address space. The base address for
these bits is always zero. They can not be written.

3.3 Slave Parity Address Register

This register, displayed in Figure 3-2, stores the current address whenever there is a slave
address or data parity error. The addressisonly stored when SAPE or SDPE is programmed
active high in Figure 7-7 on page 7-8. Once an address is stored, it will not be overwritten
until the MPC185 isreset. The fields are described in Table 3-4.
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0 31
Field ADDRESS
Reset 0
R/W R
Addr 0x 00800
32 33 34 63
Field| APE | DPE Reserved
Reset| O 0 0
R/W R
Addr 0x 00804

Figure 3-2. Slave Parity Error Register

Table 3-4. Slave Parity Error Register Definition

Bits Name Reset Value Description
0:31 Address 0 Address in use when the Slave Parity Error was detected.
32 APE 0 Slave Address Parity Error

0 Slave Address Parity Error Not Detected
1 Slave Address Parity Error Detected

33 DPE 0 Slave Data Parity Error
0 Slave Data Parity Error Not Detected
1 Slave Data Parity Error Detected

34:63 Reserved 0 Reserved
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Chapter 4
Execution Units

“Execution unit” isthe generic term for a functional block that performs the mathematical
permutations required by protocols used in cryptographic processing. The EUs are
compatible with IPsec, WAP/WTLS, IKE, SSL/TLS and 3GPP processing, and can work
together to perform high level cryptographic tasks.

The following execution units are used on the MPC185:

Two Public Key Execution Units (PKEUS) supporting:

— RSA and Diffie-Hellman

— Elliptic curve operationsin either Fom or F,

Two Data Encryption Standard Execution Units (DEUS) supporting:
— DES

— 3DES

— Two key (K1, K2, K1) or Three Key (K1, K2, K3)

— ECB and CBC for both DES and 3DES

Two Advanced Encryption Standard Execution Units (AESUs) implementing the
Rinjdael symmetric key cipher. The AESU supports:

— ECB, CBC, and counter modes

— 128, 192, or 256 bit keys for all modes

One ARC Four Execution Unit (AFEU)

— Implements a stream cipher compatible with the RC-4 algorithm

— 8- to 128-hit programmable key

Two Message Digest Execution Units (MDEUS) supporting:

— The MD5 generates a 128 bit hash, and the algorithm is specified in RFC 1321.

— SHA-1, a160 bit hash function, specified by the ANSI X9.30-2 and FIPS 180-1
standards.

— SHA-256, a 256-bit hash function that provides 256 bits of security against
collision attacks.

— The MDEU also supports HMAC computations, as specified in RFC 2104.
One Kasumi Execution Unit (KEU)
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— Implementsthe F8 confidentiality algorithm, and the F9 MA C a gorithm for data
integrity.
— 128-hit f8/f9 keys
* One private on-chip Random Number Generator (RNG)
Working together, the EUs can perform high-level cryptographic tasks, such as IPSec
Encapsulating Security Protocol (ESP) and digital signature. The remainder of this chapter
provides details about the execution units themselves.
NOTE

The execution units used in the MPC185 are identical to those
used in previous security processors, and are natively little
endian. Register values are shown in a big endian format to
assist in debug in a60x (big endian) environment. Much of the
following detail isrequired only for debug and operation of the
MPC185 in target mode. When operating as an initiator, the
device drivers abstract register-level operations, and the
crypto-channels and controller operate the execution units.

4.1 Public Key Execution Units (PKEU)

This section contains details about the Public Key Execution Units (PKEU), including
detailed register map, modes of operation, status and control registers, and the parameter
RAMs.

4.1.1 PKEU Register Map

Each of the two instances of PKEU contains the following registers and parameter
memories, which are explained in detail in the following sections.

* PKEU Mode Register

* Key Size Register

» DataSize Register

* Reset Control Register

o Status Register

* Interrupt Status Register

* Interrupt Control Register
* “G0" Register

Parameter Memory A
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* Parameter Memory B
* Parameter Memory E
e Parameter Memory N

4.1.2 PKEU Mode Register

This register specifies the internal PKEU routine to be executed. For the root arithmetic
routines, PKEU has the capability to perform arithmetic operations on subsegments of the
entire memory. This is particularly useful for operations such as ECDH (élliptic curve
Diffie-Hellman) key agreement computation. By using regAsel and regBsel, for example,
parameter memory A subsegment 2 can be multiplied into Parameter Memory B
subsegment 1. Figure 4-1 and Figure 4-2 detail two definitions.

0 1 7 8 63
Field| — MODE Reserved

Reset| 0O 0 0
R/IW R/IW
Addr PKEU_1 0x10000, PKEU_2 0x11000

Figure 4-1. PKEU Mode Register: Definition 1

0 1 3 4 7 8 63
Field| — MODE RegSEL Reserved

Reset| 0 0 0 0
R/W R/W
Addr PKEU_1 0x10000, PKEU_2 0x11000

Figure 4-2. PKEU Mode Register: Definition 2

Table 4-1 lists mode register routine definitions. Parameter memories arereferred to for the
base address, as show.

Table 4-1. Mode Register Routine Definitions

Routine Mode [1:3] Mode [4:5] Mode [6:7]
Reserved 000 00 00
Clear memory 000 0 01
Modular exponentiation 000 00 10
R? mod N 000 00 1
RnRp mod N 000 01 00
Fo affine point multiplication 000 01 01
Fom affine point multiplication 000 01 10
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~ublic Key Execution Units (PKEU)

Table 4-1. Mode Register Routine Definitions (continued)

Routine Mode [1:3] Mode [4:5] Mode [6:7]
Fp projective point multiplication 000 01 11
F,m projective point multiplication 000 10 00
Fp point addition 000 10 01
Fp point doubling 000 10 10
F,m point addition 000 10 11
F,m point doubling 000 11 00
Fom R2CMD 000 1 01
Fom INV CMD 000 11 10
MOD INV CMD 000 11 11
Modular addition 001 regAsel 1 regBsell
Modular subtraction 010 00 = AO 00 = BO
Modular multiplication with single reduction 011 01=Al1 01=Bl1
10 =A2 10=B2
Modular multiplication with double reduction 100 11 = A3 11 = B3
Polynomial addition 101
Polynomial multiplication with single reduction 110
Polynomial multiplication with double reduction 111

1 regAsel and regBsel here refer to the specific segment of parameter memory A and B.

4.1.3 PKEU Key Size Register

The key size register reflects the number of significant bytes to be used from PKEU
Parameter Memory E in performing modular exponentiation or elliptic curve point
multiplication. The minimum value for this register, when performing either modular
exponentiation or elliptic curve point multiplication, is 1 byte. (0:15= 0x0100). The
maximum legal value is 256 bytes. (0:15= 0x0001). To avoid a key size error, 12:14 must
be set to zero, and the value of [0:7, 15] must not be greater than 256.

0 7 8 14 15 16 63
Field Key Size Reserved Key Reserved
Size
<----Isb msb
Reset 0
R/W R/W
Addr PKEU_1 0x10008, PKEU_2 0x11008

Figure 4-3. PKEU Key Size Register
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4.1.4 PKEU Data Size Register

The PKEU Data Size Register, Figure 4-4, specifies, in bits, the size of the significant
portion of the modulus or irreducible polynomial. Any value written to this register that is
amultiple of 32 bits (i.e. 128 hits, 160 hits,...), will be represented internally as the same
value (128 bits, 160 bits,...). Any value written that is not amultiple of 32 bits (i.e. 132bits,
161bits,...), will be represented internally as the next larger 32 bit multiple (160 bits, 196
bits,...). Thisinternal rounding up to the next 32-bit multiple is described for information
only. The minimum size valid for all routines to operate properly is 97 bits (internally 128
bits). (0:15= 0x6100) The maximum size to operate properly is 2048 bits (0:15= 0x0008).

A value in bits larger than 2048 will result in a data size error.

0 7 8 1 12 15 16 63
Field Data Size Reserved Data Size Reserved
<----Ish msb<-----
Reset 0
R/W R/W
Addr PKEU_1 0x10010, PKEU_2 0x11010

Figure 4-4. PKEU Data Size Register

4.1.5 PKEU Reset Control Register
This register, Figure 4-5, contains three reset options specific to the PK EU.

0 4 5 6 7 8 63
Field Reserved RI MI SR Reserved
Reset 0 0 0 0 0
R/IW R/IW
Addr PKEU_1 0x10018, PKEU_2 0x11018

Figure 4-5. PKEU Reset Control Register

Table 4-2 describes the PKEU Reset Control Register’'s signals.
Table 4-2. PKEU Reset Control Register Signals

Bits Name Description

0:4 - Reserved

5 Reset Interrupt | Writing this bit active high causes PKEU interrupts signalling DONE and ERROR to be

reset. It further resets the state of the PKEU interrupt status register.
0 Don't reset
1 Reset interrupt logic
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Table 4-2. PKEU Reset Control Register Signals (continued)

Bits Name Description

6 Module_Init | Module initialization is nearly the same as Software Reset, except that the interrupt control
register remains unchanged. This module initialization includes execution of an
initialization routine, completion of which is indicated by the RESET_DONE bitin the PKEU
status register (Section 4.1.6, “PKEU Status Register”).

0 Don'’t reset

1 Reset most of PKEU

7 SW_RESET | Software reset is functionally equivalent to hardware reset (the RESET# pin), but only for
the PKEU. All registers and internal state are returned to their defined reset state. Upon
negation of SW_RESET, the PKEU will enter a routine to perform proper initialization of the
parameter memories. The RESET_DONE bitin the PKEU status register will indicate when
this initialization routine is complete (Section 4.1.6, “PKEU Status Register”).

0 Don't reset

1 Full PKEU reset

8:63 — Reserved

4.1.6 PKEU Status Register
This status register contains 5 bits which reflect the state of PKEU internal signals.

The PKEU Status Register is read-only. Writing to this location will result in address error
being reflected in the PKEU Interrupt Status Register.

0 2 3 4 5 6 7 8 63
Field| — Z | Halt — IE ID | RD Reserved
Reset| 0 0 0 0 0 0 0 0
R/W R
Addr PKEU_1 0x10028, PKEU_2 0x11028

Figure 4-6. PKEU Status Register

Table 4-3 describes the PKEU Status Register’s signals.
Table 4-3. PKEU Status Register Signals

Bits Name Description
0 — Reserved
1 z Zero: this bit reflects the state of the PKEU zero detect bit when last sampled. Only

particular instructions within routines cause zero to be modified, so this bit should be used
with great care.

2 Halt Halt indicates that the PKEU has halted due to an error.

0 PKEU not halted

1 PKEU halted

Note: Because the error causing the PKEU to stop operating may be masked to the
Interrupt Status Register, the Status Register is used to provide a second source of
information regarding errors preventing normal operation.
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Table 4-3. PKEU Status Register Signals (continued)

Bits Name Description
34 — Reserved
5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the controller

interrupt status register (Section 7.1.4, “Interrupt Status Register”).
0 PKEU is not signaling error
1 PKEU is signaling error

6 Interrupt_Done | This status bit reflects the state of the DONE interrupt signal, as sampled by the Controller
Interrupt Status Register (Section 7.1.4, “Interrupt Status Register”).

0 PKEU is not signaling done

1 PKEU is signaling done

7 Reset_Done | This status bit, when high, indicates that PKEU has completed its reset sequence, as
reflected in the signal sampled by the appropriate crypto-channel.

0 Reset in progress

1 Reset done

8:63 Reserved

Note: Some bits in the upper portion of this register are used as state tables for internal
PKEU routines. In order to avoid confusion should the user read this register during normal
operation, the user is advised that these bits exist, but their specific definition is reserved.

4.1.7 PKEU Interrupt Status Register

The interrupt status register tracks the state of possible errors, if those errors are not
masked, via the PKEU interrupt control register. The definition of each bit in the PKEU
Interrupt Status Register is shown in Figure 4-7.

0 1 2 9 10 1 12 13 14 15 16 63
Field| ME | AE Reserved Inv IE -- CE | KSE | DSE Reserved
Reset| 0 0 0 0 0 0 0
R/W R
Addr PKEU_1 0x10030, PKEU_2 0x11030

Figure 4-7. PKEU Interrupt Status Register

Table 4-4 describes PKEU Interrupt Status Register signals.
Table 4-4. PKEU Interrupt Status Register Signals

Bits Name Description

0 Mode Error An illegal value was detected in the mode register.

0 No error detected

1 Mode error

Note: Writing to reserved bits in mode register is likely source of error.

1 Address Error lllegal read or write address was detected within the PKEU address space.
0 No error detected
1 Address error
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Table 4-4. PKEU Interrupt Status Register Signals (continued)

Bits

Name

Description

2-9

Reserved

10

Inversion Error

Indicates that the inversion routine has a zero operand.
0 No inversion error detected
1 Inversion error detected

11

Internal Error

An internal processing error was detected while the PKEU was operating.

0 No error detected

1 Internal error

Note: This bit will be asserted any time an enabled error condition occurs and can only
be cleared by setting the corresponding bit in the Interrupt Control Register or by
resetting the PKEU.

12

Reserved

13

Context Error

A PKEU key register, the key size register, the data size register, or mode register was
modified while the PKEU was operating.

0 No error detected

1 Context error

14

Key Size Error

Value outside the bounds of 1 - 256 bytes was written to the PKEU key size register
0 No error detected
1 Key size error detected

15

Data Size Error

Value outside the bounds 97- 2048 bits was written to the PKEU data size register
0 No error detected
1 Data size error detected

16-63

Reserved

4.1.8 PKEU Interrupt Control Register

The PKEU Interrupt Control Register controls the result of detected errors. For a given
error (as defined in Section 4.1.7, “PKEU Interrupt Status Register”), if the corresponding
bitinthisregister is set, then the error isdisabled; no error interrupt occurs and the interrupt
statusregister isnot updated to reflect the error. If the corresponding bit isnot set, then upon
detection of an error, the PKEU Interrupt Status Register is updated to reflect the error,
causing assertion of the error interrupt signal, and causing the module to halt processing.

0 1 2 9 10 1 12 13 14 15 16 63
Field| ME | AE Reserved Inv IE -- CE | KSE | DSE Reserved
Reset| 0O 0 0 0 0 0 0
R/W R/W
Addr PKEU_1 0x10038, PKEU_2 0x11038

Figure 4-8. PKEU Interrupt Control Register

Table 4-5 describes PKEU Interrupt Control Register signals.
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Table 4-5. PKEU Interrupt Control Register Signals

Bits

Name

Description

Mode Error

Mode error
0 Mode error enabled
1 Mode error disabled

Address Error

Address error
0 Address error enabled
1 Address error disabled

2-9

Reserved

10

Inversion Error

Inversion error
0 Inversion error enabled
1 Inversion error disabled

11

Internal Error

Internal error
0 Internal error enabled
1 Internal error disabled

12

Reserved

13

Context Error

Context error
0 Context error enabled
1 Context error disabled

14

Key Size Error

Key size error
0 Key size error enabled
1 Key size error disabled

15

Data Size Error

Data size error
0 Data size error enabled
1 Data size error disabled

16-63

Reserved

4.1.9 PKEU EU_GO Register

The EU_GO Register in the PKEU is used to indicate the start of a hew computation.
Writing to this register causes the PKEU to execute the function requested by the mode
register, per the contents of the parameter memories listed below. Note that thisregister has
no data size, and during the write operation, the host data bus is not read. Hence, any data
value is accepted. Normally, a write operation with a zero data value is performed.
Moreover, no read operation from this register is meaningful, but no error is generated, and
a zero value is aways returned. The PKEU EU_GO Register is only used when the
MPC185 isoperated as atarget. The descriptors and crypto-channel activate the PKEU (via
aninternally generated writeto the EU_GO Register) whenthe MPC185 actsasaninitiator.
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0 63
Field PKEU EU_GO
Reset 0
R/W w
Addr PKEU_1 0x10050, PKEU_2 0x11050

Figure 4-9. PKEU EU_GO Register

4.1.10 PKEU Parameter Memories

The PKEU uses four 2048-bit memories to receive and store operands for the arithmetic
operations the PKEU will be asked to perform. In addition, results are stored in one
particular parameter memory.

All these memories store data in the same format: least significant data byte in the least
significantly addressed byte, both data significance and addressing significance increasing
identically and simultaneously.

4.1.10.1 PKEU Parameter Memory A

This 2048 bit memory is used typically as an input parameter memory space. For modul ar
arithmetic routines, this memory operates as one of the operands of the desired function.
For elliptic curve routines, this memory is segmented into four 512 bit memories, and is
used to specify particular curve parameters and input val ues.

4.1.10.2 PKEU Parameter Memory B

This 2048 bit memory isused typically as an input parameter memory space, aswell asthe
result memory space. For modular arithmetic routines, this memory operates as one of the
operands of the desired function, as well as the result memory space. For dlliptic curve
routines, this memory is segmented in to four 512 bit memories, and is used to specify
particular curve parameters and input values, as well asto store result values.

4.1.10.3 PKEU Parameter Memory E

This 2048 bit memory is non-segmentable, and stores the exponent for modular
exponentiation, or the multiplier k for eliptic curve point multiplication. This memory
space iswrite only; aread of this memory space will cause address error to be reflected in
the PKEU Interrupt Status Register.
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4.1.10.4 PKEU Parameter Memory N

This 2048 bit memory is non-segmentable, and stores the modulus for modular arithmetic
and F, elliptic curve routines. For F,m elliptic curve routines, this memory stores the
irreducible polynomial.

4.2 Data Encryption Standard Execution Units (DEU)

This section contains details about the Data Encryption Standard Execution Units (DEU),
including detailed register map, modes of operation, status and control registers, and
FIFOs.

4.2.1 DEU Register Map

The registers used in the DEU are documented primarily for debug and target mode
operations. If the MPC185 requires the use of the DEU when acting as an initiator,
accessing these registers directly is unnecessary. The device drivers and the on-chip
controller will abstract register level accessfrom the user. Each of the two instances of DEU
contains the following registers:

* DEU Mode Register

* Key Size Register

» DataSize Register

* Reset Control Register

o Status Register

* Interrupt Status Register

* Interrupt Control Register
 “G0" Register

* |V Register
» Key Registers
* FIFO

4.2.2 DEU Mode Register

The DEU Mode Register contains 3 bitswhich are used to program the DEU. It also reflects
the value of burst size, which isloaded by the crypto-channel during normal operation with
the MPC185 as an initiator. Burst size is not relevant to target mode operations, where an
external host pushes and pulls data from the execution units.

The mode register is cleared when the DEU is reset or re-initialized. Setting a reserved
mode bit will generate a data error. If the mode register is modified during processing, a
context error will be generated.
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0 4 5 6 7 8 12 13 15 16 63
Field Reserved CE | Ts ED Reserved Burst Size Reserved
Reset 0 0 0 0 0 0 0
R/IW R/IW
Addr DEU_1 0x0A000, DEU_2 0x0B0O00

Figure 4-10. DEU Mode Register

Table 4-6 describes DEU Mode Register signals.
Table 4-6. DEU Mode Register Signals

Bits Signal Description

0-4 — Reserved

5 CBC/ECB If set, DEU operates in cipher-block-chaining mode. If not set, DEU operates in electronic
codebook mode.

0 ECB mode

1 CBC mode

6 Triple/Single | If set, DEU operates the Triple DES algorithm; if not set, DEU operates the single DES
DES algorithm.

0 Single DES

1 Triple DES

7 Encrypt/decrypt | If set, DEU operates the encryption algorithm; if not set, DEU operates the decryption
algorithm.

0 Perform decryption

1 Perform encryption

8-12 — Reserved

13-15 Burst Size The MPC185 implements flow control to allow larger than FIFO sized blocks of data to be
processed with a single key/lV. The DEU signals to the crypto-channel that a “Burst Size”
amount of data is available to be pushed to or pulled from the FIFO.

Note: The inclusion of this field in the DEU mode register is to avoid confusing a user who
may read this register in debug mode. Burst size should not be written directly to the DEU.

16-63 — Reserved

4.2.3 DEU Key Size Register

This value indicates the number of bytes of key memory that should be used in encrypting
or decrypting. If the DEU Mode Register is set for single DES, any value other than 8 bytes
will automatically generate a key size error in the DEU Interrupt Status Register. If the
mode bit is set for triple DES, any value other than 16 bytes (112 bits for 2-key triple DES
(K1=K3) or 24 bytes (168 bhits for 3-key triple DES) will generate an error. Triple DES
aways uses K1 to encrypt, Key2 to decrypt, K3 to encrypt.

NOTE
Reserved fields must be set to zero to ensure proper operation.
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0 1 2 7 8 63
Field| Reserved Key Size Reserved
msb<----Isb
Reset 0 0 0
R/IW R/IW
Addr DEU_1 0x0A008, DEU_2 0x0B008

Figure 4-11. DEU Key Size Register

Table 4-7 shows the legal valuesfor DEU key size.
Table 4-7. DEU Key Size Register

Bits Signal Description

0-7 Key Size 8 bytes = 0x08 (only legal value if mode is single DES.)
16 bytes= 0x10 (for 2 key 3DES, K1 = K3)
24 bytes= 0x18 (for 3 key 3DES)

7-63 Reserved

4.2.4 DEU Data Size Register

Thisregister, shown in Figure 4-12, is used to verify that the datato be processed by the DEU is
divisible by the DES algorithm block size of 64-bits. The DEU does not automatically pad
messages out to 64-hit blocks, therefore any message processed by the DEU must be divisible by
64-bits or adata size error will occur.

In normal operation, the full message length (data size) to be encrypted or decrypted by the
DEU is copied from the descriptor to the DEU Data Size Register, however only bits 2:7
are checked to determine if there is a data size error. If 2:7 are al zeroes, the message is
evenly divisible into 64-bit blocks. In target mode, the user must write the data size to the
data size register. If the data size written is not divisible by 64-bits (2:7 non-zero), a data
size error will occur.

0 1 2 7 8 63
Field| Reserved Data Size Reserved
msb<----Ish
Reset 0
RIW R/IW
Addr DEU_1 0x0A010, DEU_2 0x0B010

Figure 4-12. DEU Data Size Register
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4.2.5 DEU Reset Control Register

This register, shown in Figure 4-13, allows 3 levelsreset of just DEU, as defined by the 3
self-clearing bits:

0 4 5 6 7 8 63
Field Reserved RI MI SR Reserved
Reset 0 0 0 0 0
R/IW R/IW
Addr DEU_1 0x0A018, DEU_2 0x0B018

Figure 4-13. DEU Reset Control Register

Table 4-8 describes DEU Reset Control Register signals.
Table 4-8. DEU Reset Control Register Signals

Bits Signals Description

0:4 — Reserved

5 Reset Interrupt | Writing this bit active high causes DEU interrupts signalling DONE and ERROR to be
reset. It further resets the state of the DEU interrupt status register.

0 Don't reset

1 Reset interrupt logic

6 Module_Init | Module initialization is nearly the same as software reset, except that the interrupt control
register remains unchanged. this module initialization includes execution of an initialization
routine, completion of which is indicated by the RESET_DONE bit in the DEU status
register

0 Don't reset

1 Reset most of DEU

7 SW_RESET | Software Reset is functionally equivalent to hardware reset (the RESET# pin), but only for
DEU. All registers and internal state are returned to their defined reset state. Upon
negation of SW_RESET, the DEU will enter a routine to perform proper initialization of the
parameter memories. The RESET_DONE bit in the DEU status register will indicate when
this initialization routine is complete

0 Don't reset

1 Full DEU reset

8:63 — Reserved

4.2.6 DEU Status Register

This status register, displayed in Figure 4-14, contains 6 bits which reflect the state of DEU
internal signals.

The DEU Status Register is read-only. Writing to this location will result in address error
being reflected in the DEU interrupt status register.
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R/W
Addr
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0 1 2 3 4 5 6 7 8 63
Halt | IFW | OFR | IE ID RD Reserved
0 0 0 0 0 0 0 0
R

DEU_1 0x0A028, DEU_2 0x0B028

Figure 4-14. DEU Status Register

Table 4-3 describes the DEU Status Register’s signals.

Table 4-9. DEU Status Register Signals

Bits Name Description
0-1 -—-- Reserved
2 Halt Halt. Indicates that the DEU has halted due to an error.
0 DEU not halted
1 DEU halted
Note: Because the error causing the DEU to stop operating may be masked to the interrupt
status register, the status register is used to provide a second source of information
regarding errors preventing normal operation.
3 IFW Input FIFO Writable. The controller uses this signal to determine if the DEU can accept the
next burst size block of data.
0 DEU Input FIFO not ready
1 DEU Input FIFO ready
Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The DEU signals to the crypto-channel that a “burst
size” amount of space is available in the FIFO. The documentation of this bit in the DEU
status register is to avoid confusing a user who may read this register in debug mode.
4 OFR Output FIFO Readable. The controller uses this signal to determine if the DEU can source
the next burst size block of data.
0 DEU Output FIFO not ready
1 DEU Output FIFO ready
Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The DEU signals to the crypto-channel that a “burst
size” amount of data is available in the FIFO. The documentation of this bit in the DEU status
register is to avoid confusing a user who may read this register in debug mode.
5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the controller
interrupt status register (Section 7.1.4, “Interrupt Status Register”).
0 DEU is not signaling error
1 DEU is signaling error
6 Interrupt_Done | This status bit reflects the state of the DONE interrupt signal, as sampled by the controller
interrupt status register (Section 7.1.4, “Interrupt Status Register”).
0 DEU is not signaling done
1 DEU is signaling done
7 Reset_Done | This status bit, when high, indicates that DEU has completed its reset sequence, as reflected
in the signal sampled by the appropriate crypto-channel.
0 Reset in progress
1 Reset done
8:63 Reserved
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4.2.7 DEU Interrupt Status Register

The DEU Interrupt Status Register, shown in Figure 4-15, tracksthe state of possible errors,
if those errors are not masked, viathe DEU interrupt control register. The definition of each
bit in the interrupt status register is.

0o 1 2 3 4 5 6 7 9 10 1 12 13 14 15 16 63
Field| ME | AE |OFE | IFE | -- |IFO|OFU — KPE | IE |ERE| CE |KSE |DSE Reserved
Reset 0

R/W R

Addr DEU_1 0x0A030, DEU_2 0x0B030

Figure 4-15. DEU Interrupt Status Register

Table 4-10 describes DEU Interrupt Register signals.
Table 4-10. DEU Interrupt Status Register Signals

Bits Signal Description

0 Mode Error | An illegal value was detected in the mode register. Note: writing to reserved bits in mode
register is likely source of error.

0 No error detected

1 Mode error

1 Address Error | Anillegal read or write address was detected within the DEU address space.
0 No error detected
1 Address error

2 Output FIFO | The DEU output FIFO was detected non-empty upon write of DEU data size register.
Error 0 No error detected
1 Output FIFO non-empty error

3 Input FIFO Error | The DEU input FIFO was detected non-empty upon generation of DONE interrupt.
0 No error detected
1 Input FIFO non-empty error

4 — Reserved
5 Input FIFO The DEU input FIFO has been pushed while full.
Overflow 0 No error detected

1 Input FIFO has overflowed

Note: When operating as a master, the MPC185 implements flow-control, and FIFO size
is not a limit to data input. When operated as a target, the MPC185 cannot accept FIFO
inputs larger than 512 bytes without overflowing.

6 Output FIFO | The DEU output FIFO has been read while empty.
Underflow 0 No error detected
1 Output FIFO has underflow error

7-9 — Reserved
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Table 4-10. DEU Interrupt Status Register Signals (continued)

Bits Signal Description

10 Key Parity Error | Defined parity bits in the keys written to the key registers did not reflect odd parity correctly.
(Note that key register 2 and key register 3 are checked for parity only if the appropriate
DEU mode register bit indicates triple DES. Also, key register 3 is checked only if key size
reg = 24. Key register 2 is checked only if key size reg = 16 or 24.)
0 No error detected
1 Key parity error

11 Internal Error | An internal processing error was detected while performing encryption.
0 No error detected
1 Internal error
Note: This bit will be asserted any time an enabled error condition occurs and can only be
cleared by setting the corresponding bit in the Interrupt Control Register or by resetting the
DEU.

12 Early Read Error | The DEU IV register was read while the DEU was performing encryption.
0 No error detected
1 Early read error

13 Context Error | A DEU Key Register, the Key Size Register, Data Size Register, Mode Register, or IV
Register was modified while DEU was performing encryption.
0 No error detected
1 Context error

14 Key Size Error | An inappropriate value (8 being appropriate for single DES, and 16 and 24 being
appropriate for triple DES) was written to the DEU key size register
0 No error detected
1 Key size error

15 Data Size Error | Data Size Error (DSE): A value was written to the DEU Data Size Register that is not a
multiple of 64 bits.
0 No error detected
1 Data size error

16-63 — Reserved

4.2.8 DEU Interrupt Control Register

The interrupt control register controls the result of detected errors. For a given error (as
defined in Section 4.2.7, “DEU Interrupt Status Register”), if the corresponding bit in this
register is set, then the error is ignored; no error interrupt occurs and the interrupt status
register is not updated to reflect the error. If the corresponding bit is not set, then upon
detection of an error, the interrupt status register is updated to reflect the error, causing
assertion of the error interrupt signal, and causing the modul e to halt processing.

Field
Reset
RIW
Addr

0 1 3 4 5 6 7 9 10 11 12 13 14 15 16 63
ME | AE |OFE| IFE | -- | IFO [OFU — KPE | IE |ERE| CE |[KSE |DSE| Reserved
0
R/W
DEU_1 0x0A038, DEU_2 0x0B038

Figure 4-16. DEU Interrupt Control Register
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Table 4-11. DEU Interrupt Control Register Signals

Bits

Signal

Description

Mode Error

An illegal value was detected in the mode register.
0 Mode error enabled
1 Mode error disabled

Address Error

An illegal read or write address was detected within the DEU address space.
0 Address error enabled
1 Address error disabled

Output FIFO Error

The DEU output FIFO was detected non-empty upon write of DEU data size
register

0 Output FIFO non-empty error enabled

1 Output FIFO non-empty error disabled

Input FIFO Error

The DEU input FIFO was detected non-empty upon generation of done interrupt
0 Input FIFO non-empty error enabled
1 Input FIFO non-empty error disabled

Reserved

Input FIFO Overflow

The DEU input FIFO has been pushed while full.

0 Input FIFO overflow error enabled

1 Input FIFO overflow error disabled

Note: When operating as a master, the MPC185 implements flow-control, and
FIFO size is not a limit to data input. When operated as a target, the MPC185
cannot accept FIFO inputs larger than 512 bytes without overflowing.

Output FIFO Underflow

The DEU output FIFO has been read while empty.
0 Output FIFO underflow error enabled
1 Output FIFO underflow error disabled

7-9

Reserved

10

Key Parity Error

The defined parity bits in the keys written to the key registers did not reflect odd
parity correctly. (Note that key register 2 and key register 3 are only checked for
parity if the appropriate DEU mode register bit indicates triple DES.

0 Key parity enabled

1 Key parity error disabled

11

Internal Error

An internal processing error was detected while performing encryption.
0 Internal error enabled
1 Internal error disabled

12

Early Read Error

The DEU IV Register was read while the DEU was performing encryption.
0 Early read error enabled
1 Early read error disabled

13

Context Error

A DEU Key Register, the Key Size Register, the Data Size Register, the Mode
Register, or IV Register was modified while DEU was performing encryption.
0 Context error enabled

1 Context error disabled

14

Key Size Error

An inappropriate value (8 being appropriate for single DES, and 16 and 24 being
appropriate for Triple DES) was written to the DEU key size register

0 Key size error enabled

1 Key size error disabled
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Table 4-11. DEU Interrupt Control Register Signals (continued)

Bits Signal Description

15 Data Size Error Data Size Error (DSE): A value was written to the DEU Data Size Register that is
not a multiple of 8 bytes.

0 Data size error enabled

1 Data size error disabled

16-63 — Reserved

4.2.9 DEU EU_GO Register

The EU_GO register in the DEU is used to indicate a DES operation may be completed.
After the fina message block is written to the input FIFO, the EU-GO register must be
written. The value in the data size register will be used to determine how many bits of the
final message block (always 64) will be processed. Note that this register has no data size,
and during the write operation, the host data bus is not read. Hence, any data value is
accepted. Normally, a write operation with a zero data value is performed. Moreover, no
read operation from this register is meaningful, but no error is generated, and a zero value
is always returned. Writing to this register is merely atrigger causing the DEU to process
the final block of a message, allowing it to signal DONE.

The DEU EU_GO Register is only used when the MPC185 is operated as a target. The
descriptors and crypto-channel activate the DEU (via an internally generated write to the
EU_Go register) when the MPC185 acts as an initiator.

0 63
Field DEU EU_GO

Reset 0
R/W w
Addr DEU_1 0x0A050, DEU_2 0x0B050

Figure 4-17. DEU EU_GO Register

4.2.10 DEU IV Register

For CBC mode, the initialization vector is written to and read from the DEU 1V Register.
The value of this register changes as a result of the encryption process and reflects the
context of DEU. Reading this memory location while the module is processing data
generates an error interrupt.

4.2.11 DEU Key Registers

The DEU uses three write-only key registers to perform encryption and decryption. In
Single DES mode, only key register 1 may be written. The value written to key register 1is
simultaneously written to key register 3, auto-enabling the DEU for 112-bit Triple DES if
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the key size register indicates 2 key 3DES is to be performed (key size = 16 bytes). To
operatein 168-bit Triple DES, key register 1 must be written first, followed by the write of
key register 2, the key register 3.

Reading any of these memory locations will generate an address error interrupt.

4.2.12 DEU FIFOs

DEU uses an input FIFO/output FIFO pair to hold data before and after the encryption
process. These FIFOs are multiply addressable, but those multiple addresses point only to
the appropriate end of the appropriate FIFO. A write to anywherein the DEU FIFO address
space causes the 64-bit-word to be pushed onto the DEU input FIFO, and a read from
anywhere in the DEU FIFO Address space causes a 64-bit-word to be popped off of the
DEU output FIFO. Overflows and underflows caused by reading or writing the DEU FIFOs
are reflected in the DEU interrupt status register.

4.3 ARC Four Execution Unit (AFEU)

This section contains details about the ARC Four Execution Unit (AFEU), including
detailed register map, modes of operation, status and control registers, S-box memory, and
FIFOs.

4.3.1 AFEU Register Map

The registers used in the AFEU are documented primarily for debug and target mode
operations. If the MPC185 requires the use of the AFEU when acting as an initiator,
accessing these registers directly is unnecessary. The device drivers and the on-chip
controller will abstract register level accessfrom the user. The AFEU containsthefollowing
registers:

* AFEU Mode Register

* Key Size Register

» DataSize Register

* Reset Control Register

o Status Register

* Interrupt Status Register

* Interrupt Control Register

* End Of Message Register

* Context Memory

» Context Pointer Register

» Key Registers

* FIFO
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4.3.2 AFEU Mode Register

Shown in Figure 4-18, the AFEU Mode Register contains three bits which are used to
program the AFEU. It also reflects the value of burst size, which is loaded by the
crypto-channel during normal operation with the MPC185 as an initiator. Burst size is not
relevant to target mode operations, where an external host pushes and pulls data from the
execution units.

The mode register is cleared when the AFEU is reset or re-initialized. Setting a reserved
mode bit will generate a data error. If the mode register is modified during processing, a
context error will be generated.

4.3.2.1 Host-provided Context via Prevent Permute

In the default mode of operation, the host provides the key and key size to the AFEU. The
initial memory valuesin the S-Box are permuted with the key to create new S-Box values,
which are used to encrypt the plaintext.

If the * Prevent Permute’ mode bit is set, the AFEU will not require a key. Rather, the host
will write the context to the AFEU and message processing will occur using the provided
context. This mode is used to resume processing of a message using the already permuted
S-Box. The context may bewritten through the FIFO if the * context source’ mode bit is set.

4.3.2.2 Dump Context

This mode may be independently specified in addition to host-provided context mode. In
this mode, once message processing is complete and the output datais read, the AFEU will
make the current context data available for reads via the output FIFO.

NOTE

After theinitial key permute to generate acontext for an AFEU
encrypted session, all subsequent messages will re-use that
context, such that it is loaded, modified during the encryption,
and unloaded, similar to the use of a CBC initialization vector
in DES operations. A new context is generated (via key
permute) according to a rekeying interval specified by the
security protocol. Context should never be loaded to encrypt a
message if akey isloaded and permuted at the same time.
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Field
Reset
R/IW
Addr

0 4 5 6 7 8 12 13 15 16 63
Reserved CS | dc pp Reserved Burst Size Reserved
0 0 0 0 0 0 0
R/IW
AFEU 0x08000

Figure 4-18. AFEU Mode Register

Table 4-12 describes AFEU Mode Register signals.

Table 4-12. AFEU Mode Register Signals

Bits Signal Description
0-4 — Reserved
5 Context Source | If set, this causes the context to be moved from the input FIFO into the S-box prior to
starting encryption/decryption. Otherwise, context should be directly written to the
context registers. Context Source is only checked if the prevent permute bit is set.
0 Context not from FIFO
1 Context from input FIFO
6 Dump Context If set, this causes the context to be moved from the S-box to the output FIFO following
assertion AFEU’s done interrupt.
0 Do not dump context
1 After cipher, dump context
7 Prevent Permute | Normally, AFEU receives a key and uses that information to randomize the S-box. If
reusing a context from a previous descriptor or if in static assignment mode, this bit
should be set to prevent AFEU from reperforming this permutation step.
0 Perform S-Box permutation
1 Do not permute
8-12 — Reserved
13-15 Burst Size The MPC185 implements flow control to allow larger than FIFO sized blocks of data to
be processed with a single key/context. The AFEU signals to the crypto-channel that a
‘burst size’ amount of data is available to be pushed to or pulled from the FIFO.
Note: The inclusion of this field in the AFEU Mode Register is to avoid confusing a user
who may read this register in debug mode. Burst size should not be written directly to
the AFEU.
16-63 — Reserved

4.3.3 AFEU Key Size Register

Asdisplayed in Figure 4-19, thisvalue (1-16) indicates the number of bytes of key memory
that should be used in performing S-box permutation. Any key data beyond the number of
bytesinthekey sizeregister will beignored. Thisregister iscleared whenthe AFEU isreset
or re-initialized. If thekey sizeis<1 or > 16 isspecified, an key size error will be generated.
If the Key Size Register is modified during processing, a context error will be generated.
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0 2 3 7 8 63
Field| Reserved Key Size Reserved
msb<-----Isb
Reset 0
RIW R/IW
Addr AFEU 0x08008

Figure 4-19. AFEU Key Size Register

NOTE

Thedevicedriver will create properly formatted descriptorsfor
situations requiring an key permute prior to ciphering. When
operating the MPC185 as a target (typically debug mode), the
user must set the AFEU Mode Register to perform ‘ permute
with key’, then write the key datato AFEU Key Registers, then
write the key size to the key size register. The AFEU will start
permuting the memory with the contents of the key registers
immediately after the key size iswritten.

4.3.4 AFEU Context/Data Size Register

The AFEU Context/Data Size Register, shown in Figure 4-20, stores the number of bitsin
the final message block. This register is cleared when the AFEU is reset or re-initialized.
The last message block can be between 8 to 64 bits. If adata size that isnot a multiple of 8
bitsiswritten, a data size error will be generated.

The context/data size register is also used to specify the context size. The context size is
fixed at 2072 bits (259 bytes). When loading context through the FIFO, all context data
must be written prior to writing the context datasize. The message data size must bewritten

Separately.
NOTE

In target mode, when reloading an existing context, the user
must write the context to the input FIFO, then write the context
size (always 2072 bits, 0:15 = 0x1808). The write of the context
size indicates to the MPC185 that all context has been |oaded.
The user then writes the message data size to the context/data
Size register. After this write, the user may begin writing
message data to the FIFO.

Writing to this register signals the AFEU to start processing data from the input FIFO as
soon asitisavailable. If thevalue of datasizeis modified during processing, acontext error
will be generated.
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0 7 8 1 12 15 16 63
Field Data Size Reserved Data Size Reserved
<----Isb msb<-----
Reset 0
R/W R/W
Addr AFEU 0x08010

Figure 4-20. AFEU Data Size Register

4.3.5 AFEU Reset Control Register

This register, as shown in Figure 4-21, allows 3 levels reset that effect the AFEU only, as
defined by 3 self-clearing bits. It should be noted that the AFEU executes an internal reset
sequence for hardware reset, SW_RESET, or Module Init, which performs proper
initialization of the S-Box. To determine when this is complete, observe the
RESET_DONE bit in the AFEU Status Register.

0 4 5 6 7 8 63
Field Reserved RI MI SR Reserved
Reset 0 0 0 0 0
R/IW R/IW
Addr AFEU 0x08018

Figure 4-21. AFEU Reset Control Register

Table 4-13 describes AFEU Reset Control Register signals.
Table 4-13. AFEU Reset Control Register Signals

Bits Signal Description

0-4 — Reserved

5 Reset Interrupt | Writing this bit active high causes AFEU interrupts signalling DONE and ERROR to be
reset. It further resets the state of the AFEU interrupt status register.

0 Do not reset

1 Reset interrupt logic

6 Module Init Module initialization is nearly the same as software reset, except that the interrupt control
register remains unchanged.

0 Do not reset

1 Reset most of AFEU

7 SW_Reset Software reset is functionally equivalent to hardware reset (the RESET# pin), but only for
AFEU. All registers and internal state are returned to their defined reset state. On negation
of SW_RESET, the AFEU will enter a routine to perform proper initialization of the S-Box.
0 Do not reset

1 Full AFEU reset

8-63 — Reserved
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4.3.6 AFEU Status Register

This status register, shown in Figure 4-22, contains 6 bits which reflect the state of the
AFEU internal signals.

The AFEU Status Register is read-only. Writing to thislocation will result in address error
being reflected in the AFEU interrupt status register.

0 1 2 3 4 5 6 7 8 63
Field Halt | IFW | OFR | IE ID RD Reserved
Reset 0
R/W R
Addr AFEU 0x08028

Figure 4-22. AFEU Status Register

Table 4-14 describes AFEU Status Register signals.
Table 4-14. AFEU Status Register Signals

Bits Signal Description

0-1 — Reserved

2 Halt Halt. Indicates that the AFEU has halted due to an error.

0 AFEU not halted

1 AFEU halted

Note: Because the error causing the AFEU to stop operating may be masked to the
interrupt status register, the status register is used to provide a second source of
information regarding errors preventing normal operation.

3 IFW Input FIFO Writable. The Controller uses this signal to determine if the AFEU can accept
the next BURST SIZE block of data.

0 AFEU Input FIFO not ready

1 AFEU Input FIFO ready

Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The AFEU signals to the crypto-channel that a ‘burst
size’ amount of space is available in the FIFO. The documentation of this bit in the AFEU
status register is to avoid confusing a user who may read this register in debug mode.

4 OFR Output FIFO Readable. The Controller uses this signal to determine if the AFEU can
source the next burst size block of data.

0 AFEU Output FIFO not ready

1 AFEU Output FIFO ready

Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The AFEU signals to the crypto-channel that a “Burst
Size” amount of data is available in the FIFO. The documentation of this bit in the AFEU
Status Register is to avoid confusing a user who may read this register in debug mode.

5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the controller
interrupt status register (Section 7.1.4, “Interrupt Status Register”).

0 AFEU is not signaling error

1 AFEU is signaling error
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Table 4-14. AFEU Status Register Signals (continued)

Bits Signal Description

6 Interrupt_Done | This status bit reflects the state of the DONE interrupt signal, as sampled by the Controller
Interrupt Status Register (Section 7.1.4, “Interrupt Status Register”).

0 AFEU is not signaling done

1 AFEU is signaling done

7 Reset_Done | This status bit, when high, indicates that AFEU has completed its reset sequence, as
reflected in the signal sampled by the appropriate crypto-channel.

0 Reset in progress

1 Reset done

8-63 — Reserved

4.3.7 AFEU Interrupt Status Register

Theinterrupt status register, seen in Figure 4-23, tracks the state of possible errors, if those
errors are not masked, viathe AFEU Interrupt Control Register. The definition of each bit
in the interrupt status register is:

0 1 2 3 4 5 6 7 10 1 12 13 14 15 16 63
Field| ME | AE |OFE|IFE | -- |IFO |OFU — IE |ERE| CE |KSE|DSE Reserved
Reset 0
R/W R
Addr AFEU 0x08030

Figure 4-23. AFEU Interrupt Status Register

Table 4-15 describes AFEU Interrupt Status Register signals.
Table 4-15. AFEU Interrupt Status Register

Bits Signals Description

0 Mode Error An illegal value was detected in the mode register. Note: writing to reserved bits in
mode register is likely source of error.

0 No error detected

1 Mode error

1 Address Error An illegal read or write address was detected within the AFEU address space.
0 No error detected
1 Address error

2 Output FIFO Error | The AFEU output FIFO was detected non-empty upon write of AFEU data size register.
0 No error detected
1 Output FIFO non-empty error

3 Input FIFO Error | The AFEU Input FIFO was detected non-empty upon generation of done interrupt
0 Input FIFO non-empty error enabled
1 Input FIFO non-empty error disabled

4 — Reserved
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15. AFEU Interrupt Status Register (continued)

Bits

Signals

Description

Input FIFO Overflow

The AFEU input FIFO has been pushed while full.

1 Input FIFO has overflowed

0 No error detected

Note: When operating as a master, the MPC185 implements flow-control, and FIFO
size is not a limit to data input. When operated as a target, the MPC185 cannot accept
FIFO inputs larger than 512 Bytes without overflowing.

Output FIFO
Underflow

The AFEU output FIFO has been read while empty.
0 No error detected
1 Output FIFO has underflow error

7-10

Reserved

11

Internal Error

An internal processing error was detected while performing encryption.
0 No error detected
1 Internal error

12

Early Read Error

Early Read Error. The AFEU Context Memory or Control was read while the AFEU was
performing encryption.

0 No error detected

1 Early read error

13

Context Error

The AFEU Mode Register, Key Register, Key Size Register, Data Size Register, or
context memory is modified while AFEU processes data.

0 No error detected

1 Context error

14

Key Size Error

A value outside the bounds 1 - 16 bytes was written to the AFEU key size register
0 No error detected
1 Key size error

15

Data Size Error

An inconsistent value (not a multiple of 8 bits, or larger than 64 bits) was written to the
AFEU Data Size Register:

0 No error detected

1 Data size error

16-63

Reserved

4.3.8 AFEU Interrupt Control Register

The interrupt control register, shown in Figure 4-24, controls the result of detected errors.
For a given error (as defined in Section 4.3.7, “AFEU Interrupt Status Register”), if the
corresponding bit in this register is set, the error is disabled; no error interrupt occurs and
theinterrupt status register is not updated to reflect the error. If the corresponding bit is not
set, then upon detection of an error, the interrupt status register is updated to reflect the
error, causing assertion of the error interrupt signal, and causing the module to halt
processing.
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0 1 2 3 4 5 6 7 10 1 12 13 14 15 16 63
Field| ME | AE |OFE| IFE | --- | IFO |OFU — IE |ERE| CE |KSE|DSE Reserved
Reset 0
R/W R/W
Addr AFEU 0x08038
Figure 4-24. AFEU Interrupt Control Register
Table 4-16 describes AFEU Interrupt Control Register signals.
Table 4-16. AFEU Interrupt Control Register
Bits Signals Description
0 Mode Error An illegal value was detected in the mode register.
0 Mode error enabled
1 Mode error disabled
1 Address Error An illegal read or write address was detected within the AFEU address space.

0 Address error enabled
1 Address error disabled

2 Output FIFO Error | The AFEU Output FIFO was detected non-empty upon write of AFEU data size register

0 Output FIFO non-empty error enabled
1 Output FIFO non-empty error disabled

3 Input FIFO Error | The AFEU Input FIFO was detected non-empty upon generation of done interrupt.

0 Input FIFO non-empty error enabled
1 Input FIFO non-empty error disabled

4 — Reserved

5 Input FIFO Overflow | The AFEU Input FIFO has been pushed while full.
0 Input FIFO overflow error enabled
1 Input FIFO overflow error disabled

6 Output FIFO The AFEU Output FIFO has been read while empty.
Underflow 0 Output FIFO underflow error enabled
1 Output FIFO underflow error disabled
7-10 — Reserved
11 Internal Error An internal processing error was detected while performing encryption.

0 Internal error enabled
1 Internal error disabled

12 Early Read Error | The AFEU Register was read while the AFEU was performing encryption.

0 Early read error enabled
1 Early read error disabled

13 Context Error An AFEU Key Register, the Key Size Register, Data Size Register, Mode Register, or

0 Context error enabled
1 Context error disabled

context memory was modified while AFEU was performing encryption.

14 Key Size Error A value outside the bounds 1 - 16 bytes was written to the AFEU key size register

0 Key size error enabled
1 Key size error disabled
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Table 4-16. AFEU Interrupt Control Register (continued)

Bits Signals Description

15 Data Size Error | An inconsistent value was written to the AFEU Data Size Register:
0 Data Size error enabled
1 Data size error disabled

16-63 — Reserved

4.3.9 AFEU End of Message Register

The end of message register in the AFEU, displayed in Figure 4-25, is used to indicate an
ARC-4 operation may be completed. After the final message block is written to the input
FIFO, the end of message register must be written. The value in the data size register will
be used to determine how many bits of the final message block (8-64, in multiples of 8) will
be processed. Writing to this register causes the AFEU to process the final block of a
message, allowing it to signal DONE. If the ‘dump context’ bitinthe AFEU Mode Register
IS set, the context will be written to the output FIFO following the last message word. A
read of thisregister will aways return a zero value.

The AFEU End Of Message Register isonly used when the MPC185 is operated as atarget.
The descriptors and crypto-channel activate the AFEU (viaan internally generated write to
the end of message register) when the MPC185 acts as an initiator.

0 63
Field AFEU End of Message
Reset 0
R/W w
Addr AFEU 0x08050

Figure 4-25. AFEU End of Message Register

4.3.10 AFEU Context

This section provides additional information about the AFEU context memory and its
related pointer register.

4.3.10.1 AFEU Context Memory

The S-Box memory consists of 32 64-bit words, each readable and writable. The S-Box
contents should not be written with data unless it was previously read from the S-Box.
Context data may only be written if the ‘prevent permutation’ mode bit is set (see
Figure 4-18 on page 4-22) and the context data must be written prior to the message data.
If the context registers are written during message processing or the ‘ prevent permutation’
bit is not set, a context error will be generated. Reading this memory while the module is
not done will generate an error interrupt.
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4.3.10.2 AFEU Context Memory Pointer Register

The context memory pointer register holds the internal context pointers that are updated
with each byte of message processed. These pointers correspond to the values of |1, J, and
Sbox[I1+1] in the ARC-4 agorithm. If this register is written during message processing, a
context error will be generated.

When performing ARC-4 operations, the user has the option of performing a new S-Box
permutation per packet, or unloading the contents of the S-box (context) and reloading this
context prior to processing of the next packet. The S-Box contents (256bytes) plus the 3
bytes of the context memory pointets are unloaded and reloaded viathe AFEU FIFOs.

AFEU Context consists of the contents of the S-Box, aswell as three counter values, which
indicate the next values to be used from the S-Box. Context must be loaded in the same
order in which it was unloaded.

4.3.11 AFEU Key Registers

AFEU uses two write-only key registersto guide initial permutation of the AFEU S-Box,
in conjunction with the AFEU key sizeregister. AFEU performs permutation starting with
the first byte of key register O, and uses as many bytes from the two key registers as
necessary to complete the permutation. Reading either of these memory locations will
generate an address error interrupt.

4.3.12 AFEU FIFOs

AFEU uses an input FIFO/output FIFO pair to hold data before and after the encryption
process. These FIFOs are multiply addressable, but those multiple addresses point only to
the appropriate end of the appropriate FIFO. A write to anywhere in the AFEU FIFO
address space causes the 64-bit-word to be pushed onto the AFEU input FIFO, and aread
from anywherein the AFEU FIFO Address space causes a 64-bit-word to be popped off of
the AFEU output FIFO. Overflows and underflows caused by reading or writing the AFEU
FIFOs are reflected in the AFEU interrupt status register.

4.4 Message Digest Execution Units (MDEU)

This section contains details about the Message Digest Execution Units (MDEU),
including detailed register map, modes of operation, status and control registers, and
FIFOs.

4.4.1 MDEU Register Map

The registers used in the MDEU are documented primarily for debug and target mode
operations. If the MPC185 requires the use of the MDEU when acting as an initiator,
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accessing these registers directly is unnecessary. The device drivers and the on-chip
controller will abstract register level access from the user.
Each of the 2 instances of MDEU contains the following registers:
« MDEU Mode Register
» Key Size Register
» Data Size Register
* Reset Control Register
» Status Register
* Interrupt Status Register
* Interrupt Control Register
* “G0" Register
» Context Registers
» Key Registers
 MDEU Input FIFO

4.4.2 MDEU Mode Register

The MDEU Mode Register, shown in Figure 4-26, contains 8 bits which are used to
program the MDEU. It also reflects the value of burst size, which is loaded by the
crypto-channel during normal operation with the MPC185 as an initiator. Burst size is not
relevant to target mode operations, where an external host pushes and pulls data from the
execution units.

The mode register is cleared when the MDEU is reset or re-initialized. Setting a reserved
mode bit will generate a data error. If the mode register is modified during processing, a
context error will be generated.

0 1 2 3 4 5 6 7 8 12 13 15 16 63

Field| Cont -- INT |HMAC| PD ALG — BURST SIZE —
Reset 0

R/W R/W

Addr MDEU_1 0x0C000, MDEU_2 0x0D000

Figure 4-26. MDEU Mode Register

Table 4-17 describes MDEU Mode Register signals.
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Table 4-17. MDEU Mode Register

Bits Signal Description

0 Cont Continue (Cont): Used during HMAC/HASH processing when the data to be hashed is
spread across multiple descriptors.

0 = Don'’t Continue- operate the MDEU in auto completion mode.

1 = Preserve context to operate the MDEU in Continuation mode.

1-2 — Reserved

3 INT Initialization Bit (INT): Cause an algorithm-specific initialization of the digest registers.
Most operations will require this bit to be set. Only static operations that are continuing from
a know intermediate hash value would not initialize the registers.

0 Do not initialize

1 Initialize the selected algorithm’s starting registers

4 HMAC Identifies the hash operation to execute:
0 Perform standard hash
1 Perform HMAC operation. This requires a key and key length information.

5 PD If set, configures the MDEU to automatically pad partial message blocks.

0 Do not autopad

1 Perform automatic message padding whenever an incomplete message block is
detected.

67 ALG Message Digest algorithm selection

00 = SHA-160 algorithm (full name for SHA-1)
01 = SHA-256 algorithm

10 = MD5 algorithm

11 = Reserved

8-12 — Reserved

13-15 | BURST SIZE | The implements flow control to allow larger than FIFO sized blocks of data to be processed
with a single key/context. The MDEU signals to the crypto-channel that a “Burst Size”
amount of data is available to be pushed to the FIFO.

Note: The inclusion of this field in the MDEU Mode Register is to avoid confusing a user
who may read this register in debug mode. Burst size should not be written directly to the
MDEU.

16-63 — Reserved

4.4.2.1 Recommended settings for MDEU Mode Register

The most common task likely to be executed viathe MDEU isHMAC generation. HMACs
are used to provide message integrity within a number of security protocols, including
IPSec, and SSL/TLS. When the HMAC is being generated by a single dynamic descriptor
(the MDEU acting as sole or secondary EU), the following Mode Register bit settings
should be used:

Continue-Off, Initialize-On, HMAC-On, Autopad-On

When the HMAC is being generated for a message that is spread across a chain of static
descriptors, the following Mode Register bit settings should be used:

First Descriptor:
Continue-On, Initialize-On, HMAC-On, Autopad-Off

Middle Descriptor(s):
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Continue-On, Initiaize-Off, HMAC-Off, Autopad-Off

Final Descriptor
Continue-Off, Initialize-Off, HMAC-On, Autopad-On

Additional information on descriptors can be found in Chapter 5.

4.4.3 MDEU Key Size Register

Displayed in Figure 4-27, this value indicates the number of bits of key memory that should
be used in HMAC generation. MDEU supports at most 512 bits of key. MDEU will
generate akey sizeerror if the value written to thisregister exceeds 512 bits, or if anon-zero
value is written when the MDEU M ode Register indicates no HMAC.

0 1 7 8 63
Field| -- Key Size Reserved
msb<----Isb
Reset 0
RIW R/IW
Addr MDEU_1 0x0C008, MDEU_2 0x0D008

Figure 4-27. MDEU Key Size Register

4.4.4 MDEU Data Size Register

The MDEU Data Size Register, shown in Figure 4-28, stores the size of the last block of
data (in bits) to be processed. Thefirst three bits are used to check for abit offset in the last
byte of the message. Since the engine does not support bit offsets, any value other than ‘O’
in these positions will cause a data size error. The next three bits are used to identify the
ending byte location in the last 8-byte dword. This is used to add the data padding when
auto padding isselected. Thisregister iscleared whenthe MDEU isreset, re-initialized, and
at the end of processing the complete message.

NOTE

Writing to the data size register will allow the MDEU to enter
auto-start mode. Therefore, the required context data should be
written prior to writing the data size.
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0 1 2 7 8 63
Field| Reserved Data Size Reserved
msb<----Ish
Reset 0
RIW R/IW
Addr MDEU_1 0x0C010, MDEU_2 0x0D010

Figure 4-28. MDEU Data Size Register

4.4.5 MDEU Reset Control Register

This register, shown in Figure 4-29, allows 3 levels reset of just the MDEU, as defined by
the 3 self-clearing bits:

0 4 5 6 7 8 63
Field Reserved RI Ml | SR Reserved
Reset 0 0 0 0 0
R/W R/W
Addr MDEU_1 0x0C018, MDEU_2 0x0D018

Figure 4-29. MDEU Reset Control Register

Table 4-18 describes MDEU Reset Control Register signals.
Table 4-18. MDEU Reset Control Register Signal

Bits Signal Description

0-4 — Reserved

5 Reset Interrupt | Writing this bit active high causes MDEU interrupts signalling DONE and ERROR to be
reset. It further resets the state of the MDEU interrupt status register.

0 No reset

1 Reset interrupt logic

6 Module Init Module initialization is nearly the same as software reset, except that the MDEU Interrupt
control register remains unchanged.

0 No reset

1 Reset most of MDEU

7 SW_RESET | Software reset is functionally equivalent to hardware reset (the RESET# pin), but only for
the MDEU. All registers and internal state are returned to their defined reset state.

0 No reset

1 Full MDEU reset

8-63 — Reserved
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4.4.6 MDEU Status Register

This status register, as seen in Figure 4-30, contains 5 bits which reflect the state of the
MDEU internal signals.

The MDEU Status Register isread-only. Writing to thislocation will result in address error
being reflected in the MDEU Interrupt Status Register.

0 1 2 3 4 5 6 7 8 63
Field — Halt | IFW | — IE ID RD Reserved
Reset 0
R/W R
Addr MDEU_1 0x0C028, MDEU_2 0x0D028

Figure 4-30. MDEU Status Register

Table 4-14 describes MDEU Status Register signals.
Table 4-19. MDEU Status Register Signals

Bits Signal Description

0-1 — Reserved

2 Halt Halt- Indicates that the MDEU has halted due to an error.

0 MDEU not halted

1 MDEU halted

Note: Because the error causing the MDEU to stop operating may be masked to the
interrupt status register, the status register is used to provide a second source of
information regarding errors preventing normal operation.

3 IFW Input FIFO Writable- The Controller uses this signal to determine if the MDEU can accept
the next BURST SIZE block of data.

0 MDEU Input FIFO not ready

1 MDEU Input FIFO ready

Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The MDEU signals to the crypto-channel that a ‘burst
size’ amount of space is available in the FIFO. The documentation of this bit in the MDEU
status register is to avoid confusing a user who may read this register in debug mode.

4 — Reserved

5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the
Controller Interrupt Status Register (Section 7.1.4, “Interrupt Status Register”).

0 MDEU is not signaling error

1 MDEU is signaling error

6 Interrupt_Done | This status bit reflects the state of the DONE interrupt signal, as sampled by the Controller
Interrupt Status Register (Section 7.1.4, “Interrupt Status Register”).

0 MDEU is not signaling done

1 MDEU is signaling done
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Table 4-19. MDEU Status Register Signals

Bits Signal Description

7 Reset_Done | This status bit, when high, indicates that MDEU has completed its reset sequence, as
reflected in the signal sampled by the appropriate crypto-channel.

0 Reset in progress

1 Reset done

8-63 — Reserved

4.4.7 MDEU Interrupt Status Register

The interrupt status register tracks the state of possible errors, if those errors are not
masked, viathe MDEU Interrupt Control Register. Thedefinition of each bit intheinterrupt
status register is shown in Figure 4-31.

0 1 2 4 5 6 0 11 12 13 14 15 16 63
Field| ME | AE Reserved IFO Reserved IE |ERE| CE |KSE|DSE Reserved
Reset 0
R/W R
Addr MDEU_1 0x0C030, MDEU_1 0x0D030

Figure 4-31. MDEU Interrupt Status Register

Table 4-20 describes MDEU Interrupt Status Register signals.
Table 4-20. MDEU Interrupt Status Register Signals

Bits Signal Description

0 Mode Error An illegal value was detected in the mode register. Note: writing to reserved bits in
mode register is likely source of error.

0 No error detected

1 Mode error

1 Address Error An illegal read or write address was detected within the MDEU address space.
0 No error detected
1 Address Error

2-4 — Reserved

5 Input FIFO Overflow | The MDEU Input FIFO has been pushed while full.

0 No overflow detected

1 Input FIFO has overflowed

Note: When operating as a master, the MPC185 implements flow-control, and FIFO
size is not a limit to data input. When operated as a target, the MPC185 cannot accept
FIFO inputs larger than 512 Bytes without overflowing.

6-10 — Reserved
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Table 4-20. MDEU Interrupt Status Register Signals (continued)

Bits Signal Description

11 Internal Error Indicates the MDEU has been locked up and requires a reset before use.

0 No internal error detected

1 Internal error detected

Note: This bit will be asserted any time an enabled error condition occurs and can only
be cleared by setting the corresponding bit in the Error Interrupt Control Register or by
resetting the MDEU.

12 Early Read Error | The MDEU context was read before the MDEU completed the hashing operation.
0 No error detected
1 Early read error

13 Context Error The MDEU Key Register, Key Size Register, or Data Size Register was modified while
MDEU was hashing.

0 No error detected

1 Context error

14 Key Size Error A value greater than 512 bits was written to the MDEU key size register.
0 No error detected
1 Key size error

15 Data Size Error | A value not a multiple of 512 bits while the MDEU mode register autopad bit is negated.
0 No error detected
1 Data size error

16-63 — Reserved

4.4.8 MDEU Interrupt Control Register

The MDEU Interrupt Control Register, shownin Figure 4-32, controlstheresult of detected
errors. For agiven error (as defined in Section 4.4.7, “MDEU Interrupt Status Register”),
if the corresponding bit in this register is set, then the error is disabled; no error interrupt
occurs and the interrupt status register is not updated to reflect the error. If the
corresponding bit is not set, then upon detection of an error, the interrupt status register is
updated to reflect the error, causing assertion of the error interrupt signal, and causing the
module to halt processing.

0 1 2 4 5 6 0 11 12 13 14 15 16 63
Field| DE | AE Reserved IFO Reserved IE |ERE| CE |KSE|DSE Reserved
Reset 0
RIW R/IW
Addr MDEU_1 0x0C038, MDEU_1 0x0D038

Figure 4-32. MDEU Interrupt Control Register

Table 4-20 describes MDEU Interrupt Status Register signals.
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Table 4-21. MDEU Interrupt Control Register Signals

Bits Signal Description

0 Mode Error An illegal value was detected in the mode register.
0 Mode error enabled
1 Mode error disabled

1 Address Error An illegal read or write address was detected within the MDEU address space.
0 Address error enabled
1 Address error disabled

2-4 — Reserved

5 Input FIFO Overflow | The MDEU input FIFO has been pushed while full.
0 Input FIFO overflow error enabled
1 Input FIFO overflow error disabled

6-10 — Reserved

11 Internal Error An internal processing error was detected while performing hashing.
0 Internal error enabled
1 Internal error disabled

12 Early Read Error | The MDEU register was read while the MDEU was performing hashing.
0 Early read error enabled
1 Early read error disabled

13 Context Error The MDEU key register, the key size register, the data size register, or the mode
register, was modified while the MDEU was performing hashing.

0 Context error enabled

1 Context error disabled

14 Key Size Error A value outside the bounds 512 bits was written to the MDEU key size register
0 Key size error enabled
1 Key size error disabled

15 Data Size Error | An inconsistent value was written to the MDEU data size register:
0 Data size error enabled
1 Data size error disabled

16-63 — Reserved

449 MDEU EU_GO Register

The EU_GO Register in the MDEU, see Figure 4-33, is used to indicate an authentication
operation may be completed. After the final message block iswritten to the input FIFO, the
EU-GO Register must be written. The value in the data size register will be used to
determine how many bits of the final message block (always 512) will be processed. Note
that this register has no data size, and during the write operation, the host data bus is not
read. Hence, any data value is accepted. Normally, awrite operation with azero data value
Is performed. Moreover, no read operation from this register is meaningful, but no error is
generated, and a zero value is always returned. Writing to this register is merely atrigger
causing the MDEU to process the final block of a message, allowing it to signal DONE.

The MDEU EU_GO Register is only used when the MPC185 is operated as a target. The
descriptors and crypto-channel activate the MDEU (viaan internally generated write to the
EU_Go register) when the MPC185 acts as an initiator.
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0 63
Field MDEU EU_GO
Reset 0
R/W w
Addr MDEU_1 0x0C050, MDEU_2 0x0D050

Figure 4-33. MDEU EU_GO Register

4.4.10 MDEU Context Registers

For MDEU, context consists of the hash plus the message length count. Write accessto this
register block allows continuation of a previous hash. Reading these registers provide the
resulting message digest or HMAC, along with an aggregate bitcount.

NOTE

SHA-1and SHA-256 are big endian. MD5 islittle endian. The
MDEU module internally reverses the endianness of the five
registers A, B, C, D, and E upon writing to or reading from the
MDEU context if the MDEU mode register indicates MD5 is
the hash of choice. Most other endian considerations are
performed as 8 byte swaps. In this case, 4-byte endianness
swapping is performed within the A, B, C, D, and E fields as
individual registers. Reading this memory location while the
module is not done will generate an error interrupt.
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63

Name A B Context
offset$100
Reset (MD5, 0x01234567 0x89abcdef
SHA-1)
Reset 0x67e6096a 0x85ae67bb
(SHA-256)
Name C D Context
offset$108
Reset (MD5, Oxfedcha98 0x76543210
SHA-1)
Reset 0x72f36e3c 0x3af54fab
(SHA-256)
Name E F Context
offset$110
Reset (MD5, 0xfOeld2c3 0x00000000
SHA-1)
Reset 0x7f520e51 0x8c68059b
(SHA-256)
Name G H Context
offset$118
Reset (MD5, 0x00000000 0x00000000
SHA-1)
Reset Oxabd9831f 0x19cde05b
(SHA-256)
Name Message Length Count Context
offset$120
Reset 0

Figure 4-34. MDEU Context Register

4.4.11 MDEU Key Registers

The MDEU maintains eight 64-bit registers for writing an HMAC key. The IPAD and
OPAD operations are performed automatically on the key datawhen required. Reading any
of these memory locations will generate an address error interrupt.

NOTE

SHA-1 and SHA-256 are big endian. MD5 islittle endian. The
MDEU module internally reverses the endianness of the key
upon writing to or reading from the MDEU key registersif the
MDEU mode register indicates MD5 is the hash of choice.

4.4.12 MDEU FIFOs

MDEU uses an input FIFO to hold data to be hashed. The input FIFO is multiply
addressable, but those multiple addresses point only to the write (push) end of the FIFO. A
write to anywhere in the MDEU FIFO address space causes the 64-bit-words to be pushed
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onto the MDEU input FIFO, and aread from anywhere in the MDEU FIFO address space
causes the address error bit of the interrupt status register to be set.

NOTE

SHA-1 and SHA-256 are big endian. MD5 islittle endian. The
MDEU module internally reverses the endianness of the key
upon writing to or reading from the MDEU key registersif the
MDEU mode register indicates MD5 is the hash of choice.

4.5 Random Number Generator (RNG)

This section contains details about the Random Number Generator (RNG), including
detailed register map, modes of operation, status and control registers, and FIFOs.

45.1 Overview

The RNG is an execution unit capable of generating 64-bit random numbers. It is designed
to comply with the FIPS-140 standard for randomness and non-determinism. A linear
feedback shift register (LSFR) and cellular automata shift register (CASR) are operated in
parallel to generate pseudo-random data.

4.5.2 Functional Description

The RNG consists of six mgjor functional blocks:

* Businterface unit (BIU)

» Linear feedback shift register (LFSR)

o Cdlular automata shift register (CASR)

» Clock controller

» Tworing oscillators
The states of the LFSR and CASR are advanced at unknown frequencies determined by the
two ring oscillator clocks and the clock control. When aread is performed, the oscillator

clocks are halted and a collection of bitsfrom the LFSR and CASR are XORed together to
obtain the 64-bit random outpui.

4.5.3 RNG Register Map

The registers used in the MDEU are documented primarily for debug and target mode
operations. If the MPC185 requires the use of the MDEU when acting as an initiator,
accessing these registers directly is unnecessary. The device drivers and the on-chip
controller will abstract register level access from the user.
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The single RNG contains the following registers:

RNG mode register
Datasizeregister
Reset control register

Status register

Interrupt status register
Interrupt control register
RNG output FIFO

4.5.4 RNG Mode Register

The RNG Mode Register is used to control the RNG. One operational mode, randomizing,
Is defined. Writing any other value than 0 to 0:12 results in a data error interrupt that’s
reflected in the RNG Interrupt Status Register. The mode register also reflects the value of
burst size, which is loaded by the crypto-channel during normal operation with the
MPC185 as an initiator. Burst size is not relevant to target mode operations, where an

external host pushes and pulls data from the execution units.

The mode register is cleared when the RNG is reset or re-initialized. The RNG mode
register is shown in Figure 4-35.

0 12 13 15 16 63
Field Reserved Burst Count Reserved
Reset 0
R/W R/W
Addr 0x0EO000
Figure 4-35. RNG Mode Register
Table 4-22. RNG Mode Register Definitions
Bits Signal Description
0:12 o Reserved, must be set to zero.
13:15 Burst Count | The MPC185 implements flow control to allow larger than FIFO sized blocks of data to be
processed with a single key/context. The RNG signals to the crypto-channel that a “Burst
Size” amount of data is available to be pulled from the FIFO.
Note: The inclusion of this field in the RNG Mode Register is to avoid confusing a user
who may read this register in debug mode. Burst Size should not be written directly to the
RNG.
16:63 Reserved
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4.5.5 RNG Data Size Register

The RNG Data Size Register is used to tell the RNG to begin generating random data. The
actual contents of the data size register does not affect the operation of the RNGA. After a
reset and prior to the first write of data size, the RNG builds entropy without pushing data
onto the FIFO. Once the data size register iswritten, the RNG will begin pushing data onto
the FIFO. Data will be pushed onto the FIFO every 256 cycles until the FIFO isfull. The
RNG will then attempt to keep the FIFO full.

Field
Reset
R/IW
Addr

0

63

RNG Data Size

0

R/W

O0xOEO010

Figure 4-36. RNG Data Size Register

45.6 RNG Reset Control Register
This register, shown in Figure 4-37, contains three reset options specific to the RNG

Field
Reset
RIW
Addr

o 4 5 6 7 8 63
Reserved RI Ml | SR Reserved
0 0 0 0 0
R/W
Ox0EO018

Figure 4-37. RNG Reset Control Register

Table 4-23 describes RNG reset control register signals.
Table 4-23. RNG Reset Control Register Signals

Bits Signal Description
0-4 — Reserved
5 Reset Interrupt | Writing this bit active high causes RNG interrupts signalling DONE and ERROR to be
reset. It further resets the state of the RNG interrupt status register.
0 No reset
1 Reset interrupt logic
6 Module Init This reset value performs enough of a reset to prepare the RNG for another request,

without forcing the internal control machines and the output FIFO to be reset, thereby
invalidating stored random numbers or requiring reinvocation of a warm-up period. Module
initialization is nearly the same as software reset, except that the interrupt control register
remains unchanged.

0 No reset

1 Reset most of RNG
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Table 4-23. RNG Reset Control Register Signals (continued)

Bits Signal Description
7 SW_RESET | Software reset is functionally equivalent to hardware reset (the RESET# pin), but only for
the RNG. All registers and internal state are returned to their defined reset state.
0 No reset

1 Full RNG reset

8-63 — Reserved

4.5.7 RNG Status Register

This RNG Status Register, Figure 4-38, contains 4 bits which reflect the state of the RNG
internal signals.

The RNG Status Register isread-only. Writing to thislocation will result in an address error
being reflected in the RNG interrupt status register.

0 1 2 3 4 5 6 7 8 63
Field Halt | -- |OFR| IE - RD Reserved
Reset 0003_0000_0000_0000
R/W R
Addr RNG 0x0E028

Figure 4-38. RNG Status Register

Table 4-14 describes RNG Status Register signals.
Table 4-24. RNG Status Register Signals

Bits Signal Description
0-1 — Reserved
2 Halt Halt. Indicates that the RNG has halted due to an error.
0 RNG not halted
1 RNG halted

Note: Because the error causing the RNG to stop operating may be masked to the interrupt
status register, the status register is used to provide a second source of information
regarding errors preventing normal operation.

3 — Reserved

4 OFR Output FIFO Readable. The Controller uses this signal to determine if the RNG can source
the next burst size block of data.

0 RNG output FIFO not ready

1 RNG output FIFO ready

5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the
Controller Interrupt Status Register (Section 7.1.4, “Interrupt Status Register”).

0 RNG is not signaling error

1 RNG is signaling error

6 --- Reserved

MPC185 Security Co-Processor User’s Manual

PRI e RIS halon B TR BHRIEAOTICE
Go to: www.freescale.com



Freescale Semiconductor, Inc.
Random Number Generator (RNG)

Table 4-24. RNG Status Register Signals (continued)

Bits Signal Description

7 RESET_DONE | This status bit, when high, indicates that the RNG has completed its reset sequence.
0 Reset in progress
1 Reset done

8-63 — Reserved

4.5.8 RNG Interrupt Status Register

The RNG Interrupt Status Register tracks the state of possible errors, if those errors are not
masked, via the RNG interrupt control register. The definition of each bit in the interrupt
status register is shown in Figure 4-39.

0 1 2 5 6 7 0 1 12 63
Field| ME | AE Reserved OFU Reserved IE Reserved
Reset 0
R/W R
Addr RNG 0xO0E030

Figure 4-39. RNG Interrupt Status Register

Table 4-25 describes RNG interrupt status register signals.
Table 4-25. RNG Interrupt Status Register Signals

Bits Signal Description

0 Mode Error Indicates that the host has attempted to write an illegal value to the mode register
0 = Valid data
1 = Invalid data error

1 Address Error An illegal read or write address was detected within the RNG address space.
0 No error detected
1 Address error

2-5 Reserved

6 Output FIFO Underflow | The RNG Output FIFO has been read while empty.
0 No overflow detected
1 Output FIFO has underflowed

7-10 -—- Reserved

11 Internal Error 0 No internal error detected
1 Internal error

12-63 Reserved
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4.5.9 RNG Interrupt Control Register

The RNG Interrupt Control Register controlsthe result of detected errors. For agiven error
(as defined in Section 4.5.8, “RNG Interrupt Status Register”), if the corresponding bit in
this register is set, then the error is disabled; no error interrupt occurs and the interrupt
statusregister isnot updated to reflect the error. If the corresponding bit is not set, then upon
detection of an error, the interrupt status register is updated to reflect the error, causing
assertion of the error interrupt signal, and causing the modul e to halt processing.

Field
Reset
R/W
Addr

0 1 2

5 6 7 10 11 12 63

ME | AE

Reserved OFU Reserved IE Reserved

0

R/W

RNG OxO0E038

Figure 4-40. RNG Interrupt Control Register

Table 4-26 describes RNG interrupt status register signals.
Table 4-26. RNG Interrupt Control Register Signals

Bits Signal Description
0 Mode Error | Anillegal value was detected in the mode register.
0 Mode error enabled
1 Mode error disabled
1 Address Error | An illegal read or write address was detected within the MDEU address space.
0 Address error enabled
1 Address error disabled
2-5 - Reserved
6 Output FIFO | RNG Output FIFO has been read while empty.
Underflow 0 Output FIFO underflow error enabled
1 Output FIFO underflow error disabled
7-10 — Reserved
11 Internal Error | An internal processing error was detected while generating random numbers.
0 Internal error enabled
1 Internal error disabled
12-63 - Reserved

4.5.10 RNG EU_GO Register

TheRNG EU_Go isawritable location but serves no functionin the RNG. It is documented
for the sake of consistency with the other EU’s.
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0 63
Field RNG EU_GO

Reset 0
R/W w
Addr RNG 0xOE050

Figure 4-41. RNG EU_GO Register

4.5.11 RNG FIFO

RNG uses an output FIFO to collect periodically sampled random 64-bit-words, with the
intent that random data always be available for reading. The FIFO is multiply addressed,
but those multiple addresses point only to the appropriate end of the output FIFO. A read
from anywhere in the RNG FIFO address space causes a 64-bit-word to be popped off of
the RNG output FIFO. Underflows caused by reading or writing the RNG output FIFO are
reflected in the RNG interrupt status register. Also, awrite to the RNG output FIFO space
will be reflected as an addressing error in the RNG interrupt status register.

4.6 Advanced Encryption Standard Execution Units
(AESU)

This section contains details about the Advanced Encryption Standard Execution Units
(AESV), including detailed register map, modes of operation, status and control registers,
and FIFOs.

4.6.1 AESU Register Map

The registers used in the AESU are documented primarily for debug and target mode
operations. If the MPC185 requires the use of the AESU when acting as an initiator,
accessing these registers directly is unnecessary. The device drivers and the on-chip
controller will abstract register level access from the user.
Each of the 2 instances of AESU contains the following registers:

* AESU Mode Register

* Key Size Register

» DataSize Register

* Reset Control Register

o Status Register

* Interrupt Status Register

* Interrupt Control Register

* End Of Message Register
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* |V Registers
» Key Registers
* AESU FIFOs

4.6.2 AESU Mode Register

The AESU Mode Register, shown in Figure 4-42, contains 4 bitswhich are used to program
the AESU. It aso reflects the value of burst size, which is loaded by the crypto-channel

during normal operati

onwith the MPC185 as an initiator. Burst sizeisnot relevant to target

mode operations, where an external host pushes and pulls data from the execution units.

The mode register is

cleared when the AESU is reset or re-initialized. Setting a reserved

mode bit will generate a data error. If the mode register is modified during processing, a
context error will be generated.

o 3 4 5 6 7 8 12 13 15 16 63
Field| Reserved | RDK CM ED Reserved Burst Size Reserved

Reset 0
R/W R/W
Addr AESU_1 0x12000, AESU_2 0x13000

Figure 4-42. AESU Mode Register

Table 4-6 describes AESU mode register signals.

Table 4-27. AESU Mode Register Signals

Bits Signal Description
0-3 — Reserved
4 RDK Restore Decrypt Key (RDK): Specifies that key data write will contain pre-expanded key
(decrypt mode only). See Note on use of RDK bit.
0 Expand the user key prior to decrypting the first block
1 Do not expand the key. The expanded decryption key will be written following the context
switch.
5-6 CM Cipher Mode: Controls which cipher mode the AESU will use in processing:

00 ECB -Electronic Codebook mode.
01 CBC- Cipher Block Chaining mode.
10 Reserved

11 CTR- Counter Mode.

7 Encrypt/Decrypt

If set, AESU operates the encryption algorithm; if not set, AESU operates the decryption
algorithm. Note: This bit is ignored if CM is set to “11” - CTR Mode.

0 Perform decryption

1 Perform encryption

8-12 —

Reserved

PR
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Table 4-27. AESU Mode Register Signals (continued)

Bits Signal Description

13-15 Burst Size The MPC185 implements flow control to allow larger than FIFO sized blocks of data to be
processed with a single key/context. The AESU signals to the crypto-channel that a “burst
size” amount of data is available to be pushed to or pulled from the FIFO.

Note: The inclusion of this field in the AESU mode register is to avoid confusing a user
who may read this register in debug mode. Burst size should not be written directly to the
AESU.

8-12 — Reserved

NOTE: Restore Decrypt Key

In most networking applications, the decryption of an AES protected packet will be
performed as a single operation. However, if circumstances dictate that the decryption of a
message should be split across multiple descriptors, the AESU allows the user to save the
decrypt key, and the active AES context, to memory for later re-use. This savestheinternal
AESU processing overhead associated with regenerating the decryption key schedule (~12
AESU clock cyclesfor thefirst block of datato be decrypted.)

The use of RDK is completely optional, asthe Input time of the preserved decrypt key may
exceed the ~12 cycles required to restore the decrypt key for processing the first block.

To use RDK, the following procedure is recommended:

The descriptor type used in decryption of the first portion of the message is “0100- AESU
Key Expand Output”. The description mode must be “Decrypt”. See Chapter 4
“Descriptors’ for more information. The descriptor will cause the Talitos core to write the
contents of the Context registers and the key registers (containing the expanded decrypt
key) to memory.

To process the remainder of the message, use a“normal” descriptor type (descriptor type
selected based on need for simultaneous HMAC generation, etc), and set the "restore
decyrpt key" mode bit. Load the context registers and the expanded decrypt key with
previously saved key and context data from the first message. The key size is written as
before (16, 24, or 32 bytes).

4.6.3 AESU Key Size Register

The AESU Key Size Register storesthe number of bytesinthekey (16,24,32). Any key data
beyond the number of bytesin the key size register will beignored. Thisregister is cleared
when the AESU is reset or re-initialized. If a key size other than 16, 24, or 32 bytes is
specified, an illegal key size error will be generated. If the key size register is modified
during processing, a context error will be generated.
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0 1 2 7 8 63
Field| Reserved Key Size Reserved
msb<----- Isb
Reset 0
RIW R/IW
Addr AESU_1 0x12008, AESU_2 0x13008

Figure 4-43. AESU Key Size Register

4.6.4 AESU Data Size Register

This AESU Data Size Register is used to verify that the data to be processed by the AESU is
divisible by the AES agorithm block size of 128-bits. The AESU does not automatically pad
messages out to 128-bit blocks, therefore any message processed by the AESU must be divisible
by 128-hits or a data size error will occur.

In normal operation, the full message length to be encrypted or decrypted with the AESU
Is copied from the descriptor to the AESU data size register, however only bits 1:7 are
checked to determineif thereisadatasize error. If 1:7 are all zeroes, the messageisevenly
divisible into 128-bit blocks.

This register is cleared when the AESU is reset or re-initialized. If a data size other than
128-bits is specified, an illegal data size error will be generated. Writing to this register
signals the AESU to start processing data from the input FIFO as soon asit is available. If
the value of data size is modified during processing, a context error will be generated.

0 1 7 8 63
Field| --- Data Size Reserved
msbh<----- Isb
Reset 0
RIW R/IW
Addr AESU_1 0x12010, AESU_2 0x13010

Figure 4-44. AESU Data Size Register

4.6.5 AESU Reset Control Register
Thisregister allows 3 levelsreset of just AESU, as defined by the 3 self-clearing bits:
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Reset
R/IW
Addr
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Advanced Encryption Standard Execution Units (AESU)

0 4 5 6 7 8 63
Reserved RI MI SR Reserved
0 0 0 0 0
R/IW
AESU_1 0x12018, AESU_2 0x13018

Figure 4-45. AESU Reset Control Register

Table 4-8 describes AESU reset control register signals.
Table 4-28. AESU Reset Control Register Signals

Bits Signals Description
0:4 — Reserved
5 Reset Interrupt | Writing this bit active high causes AESU interrupts signalling DONE and ERROR to be
reset. It further resets the state of the AESU interrupt status register.
0 Don't reset
1 Reset interrupt logic
6 Module_Init | Module initialization is nearly the same as software reset, except that the interrupt control
register remains unchanged. This module initialization includes execution of an
initialization routine, completion of which is indicated by the RESET_DONE bitin the AESU
status register
0 Don't reset
1 Reset most of AESU
7 SW_RESET | Software reset is functionally equivalent to hardware reset (the RESET# pin), but only for
AESU. All registers and internal state are returned to their defined reset state. Upon
negation of SW_RESET, the AESU will enter a routine to perform proper initialization of the
parameter memories. The RESET_DONE bitin the AESU status register will indicate when
this initialization routine is complete
0 Don't reset
1 Full AESU reset
8:63 — Reserved

4.6.6 AESU Status Register

AESU status register is a read-only register that reflects the state of six status outputs.
Writing to thislocation will result in an address error being reflected in the AESU interrupt

status register.
o 1 2 3 4 5 6 7 8 63
Field Halt | IFW | OFR | IE ID RD Reserved
Reset 0
R/W w
Addr AESU_1 0x12028, AESU_2 0x13028

Figure 4-46. AESU Status Register
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Table 4-14 describes AESU status register signals.

Table 4-29. AESU Status Register Signals

Bits Signal Description
0-1 — Reserved
2 Halt Halt- Indicates that the AESU has halted due to an error.
0 AESU not halted
1 AESU halted
Note: Because the error causing the AESU to stop operating may be masked to the
interrupt status register, the status register is used to provide a second source of
information regarding errors preventing normal operation.
3 IFW Input FIFO Writable- The Controller uses this signal to determine if the AESU can accept
the next BURST SIZE block of data.
0 AESU Input FIFO not ready
1 AESU Input FIFO ready
Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The AESU signals to the crypto-channel that a ‘burst
size’ amount of space is available in the FIFO. The documentation of this bit in the AESU
status register is to avoid confusing a user who may read this register in debug mode.
4 OFR Output FIFO Readable- The controller uses this signal to determine if the AESU can
source the next burst size block of data.
0 AESU Output FIFO not ready
1 AESU Output FIFO ready
Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/lIV. The AESU signals to the crypto-channel that a “Burst
Size” amount of data is available in the FIFO. The documentation of this bit in the AESU
Status Register is to avoid confusing a user who may read this register in debug mode.
5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the controller
interrupt status register (Section 7.1.4, “Interrupt Status Register”).
0 AESU is not signaling error
1 AESU is signaling error
6 Interrupt_Done | This status bit reflects the state of the DONE interrupt signal, as sampled by the Controller
Interrupt Status Register (Section 7.1.4, “Interrupt Status Register”).
0 AESU is not signaling done
1 AESU is signaling done
7 Reset_Done | This status bit, when high, indicates that AESU has completed its reset sequence, as
reflected in the signal sampled by the appropriate crypto-channel.
0 Reset in progress
1 Reset done
8-63 — Reserved

4.6.7 AESU Interrupt Status Register

The AESU interrupt status register tracks the state of possible errors, if those errors are not
masked, viathe AESU interrupt control register. The definition of each bit in the interrupt
status register is shown in Figure 4-47.
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Field
Reset
R/IW
Addr

Freescale Semiconductor, Inc.
Advanced Encryption Standard Execution Units (AESU)

0 1 2 3 4 5 6 7 10 11 12 13 14 15 16 63
ME | AE |OFE| IFE |RSV|IFO | OFU --- IE |[ERE| CE |KSE|DSE Reserved

0

R

AESU_1 0x12030, AESU_2 0x13030

Figure 4-47. AESU Interrupt Status Register

Table 4-10 describes AESU interrupt register signals.
Table 4-30. AESU Interrupt Status Register Signals

Bits

Signal

Description

Mode Error

Mode Error. Indicates that invalid data was written to a register or a reserved mode bit was
set.

0 = Valid Data

1 = Reserved or invalid mode selected

Address Error

An illegal read or write address was detected within the AESU address space.
0 No error detected
1 Address error

Output FIFO
Error

The AESU output FIFO was detected non-empty upon write of AESU data size register.
0 No error detected
1 Output FIFO non-empty error

Input FIFO Error

The AESU input FIFO was detected non-empty upon generation of done interrupt.
0 No error detected
1 Input FIFO non-empty error

Reserved

Input FIFO
Overflow

The AESU Input FIFO has been pushed while full.

0 No error detected

1 Input FIFO has overflowed

Note: When operating as a master, the MPC185 implements flow-control, and FIFO size
is not a limit to data input. When operated as a target, the MPC185 cannot accept FIFO
inputs larger than 512 Bytes without overflowing.

Output FIFO
Underflow

The AESU Output FIFO has been read while empty.
0 No error detected
1 Output FIFO has underflow error

7-10

Reserved

11

Internal Error

An internal processing error was detected while the AESU was processing.

0 No error detected

1 Internal error

Note: This bit will be asserted any time an enabled error condition occurs and can only be
cleared by setting the corresponding bit in the Interrupt Control Register or by resetting the
AESU.

12

Early Read Error

The AESU IV Register was read while the AESU was processing.
0 No error detected
1 Early read error

PRELMPARfG
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Table 4-30. AESU Interrupt Status Register Signals (continued)

Bits Signal Description

13 Context Error | An AESU Key Register, the Key Size Register, Data Size Register, Mode Register, or IV
Register was modified while AESU was processing

0 No error detected

1 Context error

14 Key Size Error | An inappropriate value (not 16, 24 or 32bytes) was written to the AESU Key Size Register
0 No error detected
1 Key size error

15 Data Size Error | Data Size Error (DSE): A value was written to the AESU Data Size Register that is not a
multiple of 128 bits.

0 No error detected

1 Data size error

16-63 — Reserved

4.6.8 AESU Interrupt Control Register

The AESU Interrupt Control Register, shown in Figure 4-48, controls the result of detected
errors. For agiven error (as defined in Section 4.6.7, “AESU Interrupt Status Register”), if
the corresponding bit in this register is set, then the error is ignored; no error interrupt
occurs and the interrupt status register is not updated to reflect the error. If the
corresponding bit is not set, then upon detection of an error, the interrupt status register is
updated to reflect the error, causing assertion of the error interrupt signal, and causing the
module to halt processing.

0 1 2 3 4 5 6 7 0 11 12 13 14 15 16 63
Field| ME | AE |OFE| IFE |[RSV| IFO | OFU RSV IE |ERE| CE |KSE|DSE Reserved
Reset 0
R/W R/W
Addr AESU_1 0x12038, AESU_2 0x13038

Figure 4-48. AESU Interrupt Control Register

Table 4-31 describes the AESU interrupt control register signals.
Table 4-31. AESU Interrupt Control Register Signals

Bits Signal Description

0 ME Mode Error. Indicates that invalid data was written to a register or a reserved mode bit was
set.

0 = Mode error enabled

1 = Mode error disabled

1 AE Address Error. An illegal read or write address was detected within the AESU address
space.

1 Address error disabled

0 Address error enabled
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Table 4-31. AESU Interrupt Control Register Signals (continued)

Bits Signal Description

2 OFE Output FIFO Error. The AESU Output FIFO was detected non-empty upon write of AESU
data size register

0 Output FIFO non-empty error enabled

1 Output FIFO non-empty error disabled

3 IFE Input FIFO Error. The AESU Input FIFO was detected non-empty upon generation of done
interrupt

0 Input FIFO non-empty error enabled

1 Input FIFO non-empty error disabled

4 — Reserved

5 IFO Input FIFO Overflow. The AESU Input FIFO has been pushed while full.
0 Input FIFO overflow error enabled
1 Input FIFO overflow error disabled

6 IFO Output FIFO Underflow

The AESU Output FIFO has been read while empty.
0 Output FIFO underflow error enabled

1 Output FIFO underflow error disabled

7-10 — Reserved

11 IE Internal Error. An internal processing error was detected while the AESU was processing.
0 Internal error enabled
1 Internal error disabled

12 ERE Early Read Error. The AESU IV Register was read while the AESU was processing.
0 Early read error enabled
1 Early read error disabled

13 CE Context Error. An AESU Key Register, the Key Size Register, Data Size Register, Mode
Register, or IV Register was modified while the AESU was processing.

0 Context error enabled

1 Context error disabled

14 KSE Key Size Error. An inappropriate value (non 16, 24 or 32 bytes) was written to the AESU
key size register

0 Key size error enabled

1 Key size error disabled

15 DSE Data Size Error. Indicates that the number of bits to process is out of range.
0 = Data size error enabled
1 = Data size error disabled

16-63 — Reserved

4.6.9 AESU End of Message Register

The AESU End Of Message Register, shown in Figure 4-49, is used to indicate an AES
operation may be completed. After the final message block iswritten to the input FIFO, the
end of message register must be written. The value in the data size register will be used to
determine how many bits of the final message block (always 128) will be processed.
Writing to this register causes the AESU to process the final block of a message, allowing
it to signal DONE. A read of thisregister will always return azero value. The AESU end of
message register isonly used when the MPC185 is operated as atarget. The descriptors and
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crypto-channel activate the AESU (viaan internally generated write to the end of message
register) when the MPC185 acts as an initiator.

o 63
Field AESU End of Message

Reset 0
R/W w
Addr AESU_1 0x12050, AESU_2 0x13050

Figure 4-49. AESU End of Message Register

4.6.9.1 AESU Context Registers

There are 3 64-bit context dataregistersthat alow the host to read/write the contents of the
context used to process the message. The context must be written prior to the key data. If
the context registers are written during message processing, a context error will be
generated. All context registers are cleared when a hard/soft reset or initialization is
performed.

The context registers must be read when changing context and restored to their original
values to resume processing an interrupted message (CBC and CTR modes). Although
there are 7 64-bit context register fields, only those fields containing data must be read and
restored during context switching.

Context should be loaded with the lower bytes in the lowest 64-bit context register. The
Context registers are summarized in Figure 4-50.

Context Register (64-bits each)

Cipher Mode 1 2 3 4 5 6 7
ECB — — — — — — —
CBC Ivil v21 — — — — —
CTR Counter 1 Counter — — — —
Modulus?
(msb<--Isb)

1 Must be written at the start of a new message

Figure 4-50. AESU Context Register

4.6.9.2 Context for CBC Mode

Within the Context register, for usein CBC mode, are two 64-bit context dataregisters that
allow the host to read/write the contents of the initialization vector (I1V):
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IV1 holds the least significant bytes of the initialization vector
(bytes 1-8).

IV 2 holds the most significant bytes of theinitialization vector
(bytes 9-16).

The IV must be written prior to the message data. If the IV registers are written during
message processing, or the CBC mode bit is not set, a context error will be generated.

The IV registers may only be read after processing has completed, as indicated by the
assertion of Interrupt_Done DONE in the AESU status register as shown in Section 4.6.6,
“AESU Status Register”. If the IV registers are read prior to assertion of Interrupt_Done,
an early read error will be generated.

ThelV registers must be read when changing context and restored to resume processing an
interrupted message (CBC mode only).

4.6.9.3 Context for Counter Mode

In counter mode, arandom 128-bit initial counter value isincremented modulo 2rwith each
block processed. The modulus size can be set between 28through 2128, by powers of 8. The
running counter is encrypted and eXclusive-ORed with the plaintext to derive the
ciphertext, or with the ciphertext to recover the plaintext.

In CTR mode, the block counter isincremented modulo 2¥. The value of M is specified by
writing to Context Register 3 as described in Table 4-32
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Table 4-32. Counter Modulus

V?//filltijeen Modulus
8 28
16 216
24 224
32 282
40 240
48 248
56 256
64 264
72 272
80 280
88 288
96 296

104 2104
112 2112
120 2120
128 2128

4.6.9.4 AESU Key Registers

The AESU Key Registers hold from 16, 24, or 32 bytes of key data, with thefirst 8 bytes of
key datawrittento Key 1. Any key datawritten to bytes beyond the value written to the key
size register will beignored. The key data registers are cleared when the AESU is reset or
re-initialized. If these registers are modified during message processing, acontext error will
be generated.

The key data registers may be read when changing context in decrypt mode. To resume
processing, the value read must be written back to the key registers and the “restore decrypt
key” bit must be set in the mode register. Thiseliminatesthe overhead of expanding the key
prior to starting decryption when switching context.

4.6.9.5 AESU FIFOs

The AESU fetches data 128 bits at atime from the input FIFO. During processing, the input
datais encrypted or decrypted with the key and initialization vector (CBC mode only) and
the results are placed in the output FIFO. The output size is the same as the input size.

Writing to the FIFO address space places 64 bits of message datainto the input FIFO. The
input FIFO may be written any time the IFW signal is asserted (as indicated in the AESU
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status register). Thiswill indicate that the number of bytes of available spaceis at or above
the threshold specified in the mode register. There is no limit on the total number of bytes
in a message. The number of bits in the final message block must be set in the data size
register.

Reading from the FIFO address space will pop 64 bits of message data from the output
FIFO. The output FIFO may be read any time the OFR signal is asserted (as indicated in
the AESU statusregister). Thiswill indicate that the number of bytesin the output FIFO is
at or above the threshold specified in the mode register.

4.7 Kasumi Execution Units (KEU)

This section contains details about the Kasumi Execution Unit (KEU), including detailed
register map, modes of operation, status and control registers, and FIFOs.

4.7.1 KEU Register Map

The registers used in the KEU are documented primarily for debug and target mode
operations. If the MPC185 requires the use of the KEU when acting as an initiator,
accessing these registers directly is unnecessary. The device drivers and the on-chip
controller will abstract register level accessfrom the user. The KEU contains the following
registers:

» KEU Mode Register

» Key Size Register

» Data Size Register

* Reset Control Register

» Status Register

* Interrupt Status Register

* Interrupt Control Register

» DataOut Register

 EU_Go Register

* |V Registers

» Context Registers

* Key Registers

* FIFOs

4.7.2 KEU Mode Register

The mode register, shown in Figure 4-51, contains 5 bits which are used to program the
KEU. It aso reflects the value of burst size, which isloaded by the crypto-channel during
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normal operation with the MPC185 as an initiator. Burst size is not relevant to target mode
operations, where an external host pushes and pulls data from the execution units.

The mode register is cleared when the KEU is reset or re-initialized. Setting a reserved
mode bit will generate a data error. If the mode register is modified during processing, a
context error will be generated.

0 2 3 4 5 6 7 8 12 13 15 16 63
Field Reserved PE | INT | CD Alg Reserved Burst Size Reserved
Reset 0
R/W R/W
Addr KEU 0x14000

Figure 4-51. KEU Mode Register

Table 4-33 describes KEU mode register signals.
Table 4-33. KEU Mode Register Signals

Bits Signal Description
0-2 — Reserved
3 PE Process End of Message (PE). Enables final processing of last message block (F9 only).

0 = Prevent final block processing (message incomplete)

1 = Enable final block processing (message complete)

Note: For f9 operations, if the 3G frame (or “message”) is being processed as a whole (not
split across multiple descriptors), the Process End of Message bit should be set. If the
frame is processed across multiple descriptors, this bit should only be set on the descriptor
performing f9 processing on the final message block.

4 INT Initialization (INT). Enables initialization for a new message.

0 = Prevent Initialization

1 = Enable Initialization

Note: For f8 or f9 operations, if the 3G frame (or “message”) is being processed as a whole
(not split across multiple descriptors), the Initialization bit should be set. If the frame is
processed across multiple descriptors, this bit should only be set on the descriptor
processing on the first message block.

5 CD Communication Direction (CD). Determines the direction that the specified algorithm will
be used.

0 = Uplink (Decrypt)

1 = Downlink (Encrypt)

Note: Communication Direction is independent from encrypt/decrypt, however from the
perspective of a Radio Node Controller, frames arriving from a mobile station will have the
Uplink Bit set, and should be decrypted, and frames needing to be sent on a downlink
channel to a mobile station should be encrypted.

6-7 ALG F8/F9 Bits (ALG). Specifies functions to perform.

00 = Perform F8 function only

01 = F8 followed by F9 (hash output of F8 function)

10 = F9 function only

11 = Perform F8 and F9 simultaneously on the same data
Note: Not all combinations are required by 3GPP.

8-12 — Reserved
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Table 4-33. KEU Mode Register Signals (continued)

Bits Signal Description

13-15 Burst Size The MPC185 implements flow control to allow larger than FIFO sized blocks of data to be
processed with a single key/context. The RNG signals to the crypto-channel that a ‘burst
size’ amount of data is available to be pulled from the FIFO.

Note: The inclusion of this field in the KEU Mode Register is to avoid confusing a user who
may read this register in debug mode. Burst size should not be written directly to the KEU.

16-63 — Reserved

4.7.3 KEU Key Size Register

Thekey sizeregister, seenin Figure 4-52, storesthe number of bytesin the key. For F8-only
or F9-only modes, this register should be set to 16 bytes. When using combined F8/F9
modes, thisregister should be set to 32 bytes. Thisregister iscleared when the KEU isreset
or re-initialized. If akey sizeis specified that does not match the selected algorithm(s), an
illegal key size error will be generated.

0 1 2 7 8 63
Field| Reserved Key Size Reserved
msb<-----Isb
Reset 0
R/W R/W
Addr KEU 0x14008

Figure 4-52. KEU Key Size Register

4.7.4 KEU Data Size Register

The data size register stores the number of bits to process in the final message word.
Because Kasumi allows for bit level granularity for encryption/decryption, there are no
illegal data sizes. The proper bit length of the message must be written to notify the KEU
of any padding performed by the host. This register is cleared when the KEU is reset or
re-initialized.

In normal operation, the full message length to be encrypted or decrypted with the KEU is
copied from the descriptor to the KEU Data Size Register. Writing to this register signals
the KEU to start processing datafrom the input FIFO as soon asit isavailable. If the value
of data size is modified during processing, a context error will be generated.
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0 7 8 11 12 15 16 63

Field Data Size Reserved Data Size Reserved
<----Isb msb<-----
Reset 0
R/W R/W
Addr KEU 0x14010

Figure 4-53. KEU Data Size Register

For the F8 Function: Data size is rounded up to the next highest 8 bitsiif it is not an even
multiple of 8 bits.

For example, if the 64-bit F8 keystream is * 0x1234567890abcdef’ and the data size register
contains ‘0Ox0a (10 = 1 byte + 2 bits), the final ten message bits will be eXclusive-ORed
(XORed) with two bytes of keystream ‘0x1234’'. The host may truncate any extra bits of
the result.

For the F9 Function: Thefinal 64 bits of the message will be padded as specified in the F9
algorithm. The ‘process final message’ mode bit must be set.

F9 padding isinternally performed by appending the ‘ communication direction’ bitand ‘1’
to the end of the message. The result is zero-padded to 64 bits.

For example, if the last block is xF81A 000000000000 (big endian) and data size contains
OxOf (15 bits = 1 byte + 7 bits), the word (OxF81A = 1111 1000 0001 1010) the
most-significant 15 bits (underlined) are padded left to right as follows:

1111 1000_0001_101$ 1000 _0000_0000_0000_0000_0000_0000_0000_0000_0000_0
000_0000

where‘$’ isthe value of the ‘communication direction’ bit in the mode register.

4.7.5 KEU Reset Control Register

This register, seen in Figure 4-54, allows 3 levels reset of just KEU, as defined by the 3
self-clearing bits:

0 4 5 6 7 8 63
Field Reserved RI Ml | SR Reserved

Reset 0 0 0 0 0
R/W R/W
Addr KEU 0x14018

Figure 4-54. KEU Reset Control Register
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Table 4-34 describes KEU Reset Control Register signals.
Table 4-34. KEU Reset Control Register Signals

Bits Signals Description

0:4 — Reserved

5 Reset Interrupt | Writing this bit active high causes KEU interrupts signalling DONE and ERROR to be reset.
It further resets the state of the KEU Interrupt Status Register.

0 Don't reset

1 Reset interrupt logic

6 Module_Init | Module initialization is nearly the same as Software Reset, except that the Interrupt Control
register remains unchanged. This module initialization includes execution of an
initialization routine, completion of which is indicated by the RESET_DONE bit in the KEU
Status Register

0 Don't reset

1 Reset most of KEU

7 SW_RESET | Software Reset is functionally equivalent to hardware reset (the RESET# pin), but only for
KEU. All registers and internal state are returned to their defined reset state. Upon
negation of SW_RESET, the KEU will enter a routine to perform proper initialization of the
parameter memories. The RESET_DONE bit in the KEU Status Register will indicate when
this initialization routine is complete

0 Don'’t reset

1 Full KEU reset

8:63 — Reserved

4.7.6 KEU Status Register

The KEU status register, Figure 4-55, is a read-only register that reflects the state of six
status outputs. Writing to this location will result in address error being reflected in the
KEU Interrupt Status Register.

0 1 2 3 4 5 6 7 8 63
Field Halt | IFW | OFR | IE ID RD Reserved
Reset 0
R/W R
Addr KEU 0x14028

Figure 4-55. KEU Status Register

Table 4-35 describes KEU status register signals.
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Table 4-35. KEU Status Register Signals

Bits Signal Description
0-1 — Reserved
2 Halt Halt- Indicates that the KEU has halted due to an error.
0 KEU not halted
1 KEU halted

Note: Because the error causing the KEU to stop operating may be masked to the
Interrupt Status Register, the Status Register is used to provide a second source of
information regarding errors preventing normal operation.

3 IFW Input FIFO Writable- The Controller uses this signal to determine if the KEU can accept the
next burst size block of data.

0 KEU Input FIFO not ready

1 KEU Input FIFO ready

Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The KEU signals to the crypto-channel that a “Burst
Size” amount of space is available in the FIFO. The documentation of this bit in the KEU
Status Register is to avoid confusing a user who may read this register in debug mode.

4 OFR Output FIFO Readable- The Controller uses this signal to determine if the KEU can source
the next burst size block of data.

0 KEU Output FIFO not ready

1 KEU Output FIFO ready

Note: The MPC185 implements flow control to allow larger than FIFO sized blocks of data
to be processed with a single key/IV. The KEU signals to the crypto-channel that a “Burst
Size” amount of data is available in the FIFO. The documentation of this bit in the KEU
Status Register is to avoid confusing a user who may read this register in debug mode.

5 Interrupt_Error | This status bit reflects the state of the ERROR interrupt signal, as sampled by the controller
interrupt status register (Section 7.1.4, “Interrupt Status Register”).

0 KEU is not signaling error

1 KEU is signaling error

6 Interrupt_Done | This status bit reflects the state of the DONE interrupt signal, as sampled by the controller
interrupt status register (Section 7.1.4, “Interrupt Status Register”).

0 KEU is not signaling done

1 KEU is signaling done

7 Reset_Done | This status bit, when high, indicates that KEU has completed its reset sequence, as
reflected in the signal sampled by the appropriate crypto-channel.

0 Reset in progress

1 Reset done

8-63 — Reserved

4.7.7 KEU Interrupt Status Register

The Interrupt Status Register tracks the state of possible errors, if those errors are not
masked, via the KEU interrupt control register. The definition of each bit in the interrupt
status register is shown in Figure 4-56.
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0 1 2 3 4 5 6 7 10 11 12 13 14 15 16 63
ME | AE |OFE| IFE |RSV|IFO | OFU — IE |[ERE| CE |KSE|DSE Reserved

0

R

KEU 0x14030

Figure 4-56. KEU Interrupt Status Register

Table 4-36 describes the KEU Interrupt Status Register signals.
Table 4-36. KEU Interrupt Status Register Signals

Bits

Signal

Description

Mode Error

Mode Error. Indicates that invalid data was written to a register or a reserved mode bit was
set.

0 = Valid data

1 = Reserved or invalid mode selected

Address Error

An illegal read or write address was detected within the KEU address space.
0 No error detected
1 Address error

Output FIFO
Error

The KEU output FIFO was detected non-empty upon write of KEU data size register.
0 No error detected
1 Output FIFO non-empty error

Input FIFO Error

The KEU input FIFO was detected non-empty upon generation of done interrupt.
0 No error detected
1 Input FIFO non-empty error

Reserved

Input FIFO
Overflow

The KEU input FIFO has been pushed while full.
0 No error detected
1 Input FIFO has overflowed

Output FIFO
Underflow

The KEU output FIFO has been read while empty.
0 No error detected
1 Output FIFO has underflow error

7-10

Reserved

11

Internal Error

An internal processing error was detected while the KEU was processing.

0 No error detected

1 Internal error

Note: This bit will be asserted any time an enabled error condition occurs and can only be
cleared by setting the corresponding bit in the Interrupt Control Register or by resetting the
KEU.

12

Early Read Error

A KEU context or IV register was read while the KEU was processing.
0 No error detected
1 Early read error

13

Context Error

A KEU key register, the key size register, the data size register, the mode register, or IV
register was modified while the KEU was processing

0 No error detected

1 Context error
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Table 4-36. KEU Interrupt Status Register Signals (continued)

Bits Signal Description

14 Key Size Error | An inappropriate value (not 16 or 32bytes) was written to the KEU key size register

0 No error detected

1 Key size error

Note: Key size must be 16 bytes if f8 or f9 only mode is selected. Key size must be 32
bytes in combined F8/F9 mode.

15 Data Size Error | Data Size Error (DSE). A value was written to the KEU data size register that is greater
than 64 bits.

0 No error detected

1 Data size error

16-63 — Reserved

4.7.8 KEU Interrupt Control Register

The interrupt control register, in Figure 4-57, controls the result of detected errors. For a
given error (as defined in Section4.7.7, “KEU Interrupt Status Register”), if the
corresponding bit in this register is set, then the error isignored; no error interrupt occurs
and the interrupt status register is not updated to reflect the error. If the corresponding bit is
not set, then upon detection of an error, the interrupt status register is updated to reflect the
error, causing assertion of the error interrupt signal, and causing the module to halt
processing.

0 1 2 3 4 5 6 7 10 1 12 13 14 15 16 63
Field| ME | AE |OFE| IFE |RSV| IFO | OFU - IE |ERE| CE |KSE|DSE Reserved
Reset 0

R/W R/W

Addr KEU 0x14038

Figure 4-57. KEU Interrupt Control Register

Table 4-37 describes the AESU Interrupt Control Register signals.
Table 4-37. KEU Interrupt Control Register Signals

Bits Signal Description

0 Mode Error Mode Error. Indicates that invalid data was written to a register or a reserved mode bit was
set.

0 = Mode error enabled

1 = Mode error disabled

1 Address Error | An illegal read or write address was detected within the KEU address space.
0 Address error enabled
1 Address error disabled

2 Output FIFO | The KEU Output FIFO was detected non-empty upon write of KEU data size register
Error 0 Output FIFO non-empty error enabled
1 Output FIFO non-empty error disabled
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Table 4-37. KEU Interrupt Control Register Signals (continued)

Bits Signal Description

3 Input FIFO Error | The KEU Input FIFO was detected non-empty upon generation of done interrupt
0 Input FIFO non-empty error enabled
1 Input FIFO non-empty error disabled

4 — Reserved
5 Input FIFO The KEU Input FIFO has been pushed while full.
Overflow 0 Input FIFO overflow error enabled

1 Input FIFO overflow error disabled

6 Output FIFO | The KEU Output FIFO has been read while empty.
Underflow 0 Output FIFO underflow error enabled
1 Output FIFO underflow error disabled

7-10 — Reserved

11 Internal Error | An internal processing error was detected while performing encryption.
0 Internal error enabled
1 Internal error disabled

12 Early Read Error | A KEU Context or IV Register was read while the KEU was performing encryption.
0 Early read error enabled
1 Early read error disabled

13 Context Error | A KEU Key Register, the Key Size Register, Data Size Register, Mode Register, or IV
Register was modified while KEU was performing encryption.

0 Context error enabled

1 Context error disabled

14 Key Size Error | An inappropriate value (not 16 or 32 bytes) was written to the KEU Key Size Register
0 Key size error enabled
1 Key size error disabled

15 Data Size Error | Data Size Error: Indicates that the number of bits to process is out of range.
0 = Data size error enabled
1 = Data size error disabled

16-63 Data Error Reserved

4.7.8.1 KEU Data Out (F9 MAC Result) Register

Following a done interrupt, the read-only KEU data out register holds the F9 message
authentication code. A 64-bit value is returned. This value may be truncated to 32-bits for
some applications.

NOTE

According to the ETSI/SAGE 3GPP specification for f9
(version 1.2), only 32 bits of the final MAC are used. This
would be the lower 4 bytes of the KEU Data Out Register.

4.7.8.2 KEU End of Message Register

The KEU End Of Message Register, seen in Figure 4-58, in the KEU is used to indicate a
Kasumi operation may be completed. After the final message block is written to the input
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FIFO, the end of message register must be written. The value in the data size register will
be used to determine how many bits of the final message word (1-64) will be processed.
Writing to this register causes the KEU to process the final block of a message, allowing it
to signal DONE. A read of this register will always return a zero value. The KEU end of
message register isonly used when the MPC185 is operated as atarget. The descriptors and
crypto-channel activate the KEU (via an internally generated write to the end of message
register) when the MPC185 acts as an initiator.

0 63
Field KEU End of Message
Reset 0
R/W W
Addr KEU_1 0x14050

Figure 4-58. KEU End of Message Register

4.7.8.3 KEU IV Register #1 (Frame Count)

The frame count value stored in IV Register #1 is used during the initialization phase of
both F8 and F9 algorithms. The Frame Count value must be written before a new message
Is started. Once the initialization phase has been completed, 1V Register #1 is no longer
used in F8 or F9 modes. IV Register #1 need not be written during context switches.

NOTE

The frame count value in IV Register #1 should not be
confused with the data size register. 1V Register #1 stores an
initialization vector used by F8 and F9 and has nothing to do
with the physical size of the message being processed.

4.7.8.4 KEU IV Register #2 (Bearer)

The bearer value stored in IV Register #2 is used during the initialization phase of the F8
algorithm. This value isignored when the F9 algorithm is selected. The bearer value must
be written before start of encryption (F8) of a new message. Once the initialization phase
has been completed, IV Register #2 is no longer used during message processing. |V
Register #2 need not be written during context switches.

4.7.8.5 KEU IV Register #3 (Fresh)

The fresh value is used during the initialization phase of the F9 algorithm. This value is
ignored when the F8 algorithm is selected. The fresh value must be written before a new
message to be processed with F9 is started. Once the initialization phase has been
completed, IV Register #3 is no longer used during message processing. |V Register #3
need not be written during context switches.
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4.7.8.6 KEU Context Registers

There are 6 64-bit context data registers that allow the host to read/write the contents of the
context used to process the message. The context registers must be read when changing
context and restored to their original values to resume processing an interrupted message.
For 8 and f9 modes, all 6 64-bit context registers must be read to retrieve context, and al
6 must be written back to restore context. The context must be written prior to the key data.
If the context registers are written during message processing, a context error will be
generated. All context registers are cleared when a hard/soft reset or initialization is
performed.

Note: In typical operation, a 3G frame will be received and
processed in it's entirety, with the KEU performing session
gpecific initialization using the contexts of 1V Registers 1-3.
The context registers should only be unloaded/rel oaded when
the processing of a 3G frame is discontinued prior to
completion, then processing is resumed.

4.7.8.7 KEU Key Memory Registers 1 & 2 (Confidentiality Key)

Thefirst two KEU Key Memory Registerstogether hold one 128-bit key that is used for F8
encryption/decryption. CK-low holds the first 8 bytes (1-8). CK-high holds the second 8
bytes (9-16). The key memory registers must be written before message processing begins
and cannot be written while the block is processing data, or a context error will occur. The
key memory registers can be read and written, to support unloading the expanded key when
changing context in decrypt mode.

4.7.8.8 KEU Key Memory Registers 3 & 4 (Integrity Key)

The KEU Key Memory Registers 3 & 4 together hold one 128-bit key that is used for F9
message authentication. IK-low holds the first 8 bytes (1-8). IK-high holds the second 8
bytes (9-16). The key memory registers must be written before message processing begins
and cannot be written while the block is processing data, or a context error will occur. The
Key memory registers can beread and written, to support unloading the expanded key when
changing context in decrypt mode.

If the‘F9 only’ modeis set, theintegrity key data may be optionally written to key registers
1 & 2. Thiseliminates the need for the host to offset from the base key address to write key
memory registers 3 & 4 while using the KEU exclusively for the F9 integrity function.

4.7.8.9 KEU FIFOs

The KEU fetches data 64 bits at a time from the input FIFO. During F8 processing, the
input datais XORed with the generated keystream and the results are placed in the output
FIFO. During F9 processing, theinput datais hashed with theintegrity key and theresulting
MAC is placed in the data out register. The output size is the same as the input size.
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Writing to the FIFO address space places 64 bits of message datainto the input FIFO. The
input FIFO may be written any time the IFW signal is asserted (as indicated in the KEU
Status Register). Thiswill indicate that the number of bytes of available spaceisat or above
the threshold specified in the mode register. There is no limit on the total number of bytes
in a message. The number of bits in the final message block must be set in the data size
register.

Reading from the FIFO address space will pop 64 bits of message data from the output
FIFO. The output FIFO may be read any time the OFR signal is asserted (as indicated in

the KEU Status Register). Thiswill indicate that the number of bytesin the output FIFO is
at or above the threshold specified in the mode register.
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Chapter 5
MPC185 Descriptors

5.1 Data Packet Descriptor Overview

The MPC185 has 60x bus mastering capability to off-load data movement and encryption
operations from the host processor. As the system controller, the host processor maintains
a record of current secure sessions and the corresponding keys and contexts of those
sessions. Once the host has determined a security operationisrequired, it can either directly
write keys, context, and data to the MPC185 (MPC185 in target mode), or the host can
create a‘ data packet descriptor’ to guide the MPC185 through the security operation, with
the MPC185 acting as a bus master. The descriptor can be created in main memory, any
memory local to the MPC185, or written directly to the data packet descriptor buffer in the
MPC185 crypto-channel.

5.2 Descriptor Structure

The MPC185 data packet descriptors are conceptually similar to descriptors used by most
devices with DMA capability. See Figure 5-1 for a conceptual data packet descriptor. The
descriptors are fixed length (64 bytes), and consist of 16 32-hit fields. Descriptors begin
with a header, which describes the security operation to be performed and the mode the
execution unit will be set to while performing the operation.

The header is followed by seven data |ength/data pointer pairs. Data length indicates the
amount of contiguous data to be transferred. This amount cannot exceed 32k bytes. The
data pointer refers to the address of the data which the MPC185 fetches. Data in this case
Is broadly interpreted to mean keys, context, additional pointers, or the actual plain text to
be permuted.

Figure 5-1 shows an example data packet descriptor. Although the descriptor consists of 16
32-bit fields, it would typically be fetched 64-bits at atime, for atotal of two four-beat 60x
bus bursts.
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Descriptor Structure

Bits 0 31 32 4748 63
Name Header DN Reserved Data Field 1 Length Header/Lenl
Reset 0 0 0 0 offset $080
Name Data Field 1 Pointer Reserved Data Field 2 Length Ptri/Len2
Reset 0 0 0 offset $088
Name Data Field 2 Pointer Reserved Data Field 3 Length Ptr2/Len3
Reset 0 0 0 offset $090
Name Data Field 3 Pointer Reserved Data Field 4 Length Pura/Lend
Reset 0 0 0 offset $098
Name Data Field 4 Pointer Reserved Data Field 5 Length Ptr4/Len5
Reset 0 0 0 offset $0A0
Name Data Field 5 Pointer Reserved Data Field 6 Length Ptr5/Len6
Reset 0 0 0 offset $0A8
Name Data Field 6 Pointer Reserved Data Field 7 Length Ptré/Len7
Reset 0 0 0 offset $0BO
Name Data Field 7 Pointer Next Data Packet Descriptor Pointer Ptr7/NxtPtr
Reset 0 0 offset $0B8

Figure 5-1. Example Data Packet Descriptor

5.2.1 Descriptor Header

Descriptors are created by the host to guide the MPC185 through required crypto-graphic
operations. The descriptor header defines the operations to be performed, mode for each
operation, and internal addressing used by the controller and channel for internal data
movement. The MPC185 device drivers allow the host to create proper headers for each
crypto-graphic operation. Figure 5-2 shows the descriptor header.

1 12 23 24 27 28 29 30 3
Field Op_0 Op_1 DESC_TYPE RSVD ST | DN
Reset 0x0000_0000
RIW R/IW
Addr Channel_1 0x02080, Channel_2 0x03080, Channel _3 0x04080, Channel_4 0x05080

Table 5-1 defines the header bits.

Figure 5-2. Descriptor Header
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Table 5-1. Header Bit Definitions

Bits Name Description

0:11 Op_0 Op_0 contains two sub fields, EU_Select and Mode_Data. Figure 5-3 shows the sub field
detail.

EU_SELECT][0:3] - Programs the channel to select a primary EU of a given type. Table 5-2
lists the possible EU_SELECT values.

MODE_DATA[4:11] - Programs the primary EU mode data.

The mode data is specific to the chosen EU. This data is passed directly to bits 0:7 of the
specified EU mode register.

12:23 Op_1 Op_1 contains two sub fields, EU_Select and Mode_Data. Figure 5-3 shows the sub field
detail.

EU_SELECT[12:15] — Programs the channel to select a secondary EU of a given type.
Table 5-2 lists the possible EU_SELECT values.

MODE_DATA[16:23] —Programs the secondary EU mode data.

The mode data is specific to the chosen EU. This data is passed directly to bits 0:7 of the
specified EU mode register.

Note: The MDEU is the only valid secondary EU. Values for Opl EU_SELECT other than
‘MDEU’ or ‘No secondary EU selected’ will result in an ‘Unrecognized Header’ error
condition. Selecting MDEU for both primary and secondary EU will also create an error
condition.

24:27 Desc_Type Descriptor Type —Each type of descriptor determines the following attributes for the
corresponding data length/pointer pairs: the direction of the data flow; which EU is
associated with the data; and which internal EU address is used.

Table 5-3 lists the valid types of descriptors.

28:29 Reserved- set to zero
30 ST Snoop type — Selects which of the two types of available snoop modes applies to the
descriptor.

0 Snoop output data mode.
1 Snoop input data mode.

Note: In snoop input data mode, while the bus transaction to write data into the input FIFO
of the primary EU is in progress, the secondary EU (always MDEU) will snoop the same
data into its input FIFO.

In snoop output data mode, the secondary EU (always MDEU) will snoop data into its input
FIFO during the bus transaction to read data out of the output FIFO of the primary EU. This
bit should be set to 0 when no secondary EU is in use, and therefore, no snooping is
actually occurring.

31 DN DONE_NOTIFICATION_FLAG — Done Notification Flag.

Setting this bit indicates whether to perform notification upon completion of this descriptor.

The notification can take the form of an interrupt or modified header write back or both

depending upon the state of the INTERRUPT_ENABLE and WRITEBACK_ENABLE

control bits in Control Register.

0 Do not signal DONE upon completion of this descriptor (unless globally programmed to
do so via the Master Control Register.)

1 Signal DONE upon completion of this descriptor

Note: The MPC185 can be programmed to perform DONE noatification upon completion

of each descriptor, upon completion of any descriptor, or completion of a chain of

descriptors. This bit provides for the second case.

Figure 5-3 shows the two sub fields of Op_x.
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Op_x

EU_SELECT MODE_DATA

Figure 5-3. Op_x sub fields

Op0 EU_SELECT values of ‘no primary EU selected’ or ‘reserved EU’ will result in an
‘unrecognized header error’ condition during processing of the descriptor header. Also, the
primary EU selected by the Op0 EU_SELECT field may only be DEU, AESU or AFEU
when avalid secondary EU is selected. For this case, all other values of Op0 EU_SELECT
will result in an ‘Unrecognized header’ error condition. The full range of permissible
EU_Select valuesis shown in Table 5-2.

Table 5-2. EU_Select Values

Value EU Select:

0000 No EU selected.

0001 AFEU

0010 DEU

0011 MDEU

0100 RNG

0101 PKEU

0110 AESU

0111 KEU

Others Reserved EU

Table 5-3 showsthe permissible valuesfor the descriptor typefield in the descriptor header.
Table 5-3. Descriptor Types

Value Descriptor Type Notes

0000 Reserved -

0001 common_nonsnoop_no_afeu | Common, nonsnhooping, hon-PKEU, non-AFEU

0010 hmac_snoop_no_afeu Snooping, HMAC, non-AFEU

0011 non_hmac_snoop_no_afeu |Snooping, non-HMAC, non-AFEU

0100 aseu_key expand_output Non-snooping, hon HMAC, AESU, expanded key out

0101 common_nonsnoop_afeu Common, nonsnooping, AFEU

0110 hmac_snoop_afeu Snooping, HMAC, AFEU (no context out)

0111 non_hmac_snoop_afeu Snooping, non-HMAC, AFEU

1000 pkeu_mm PKEU-MM

1001 pkeu_ec PKEU-EC

1010 pkeu_static_ec_point PKEU Static-EC Point (completes operand loading
and executes)
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Table 5-3. Descriptor Types (continued)

1011 pkeu_static_ec_parameter |PKEU Static-EC Parameter (preloads EC operands)
1100 Reserved

1101 Reserved

1110 hmac_snoop_afeu_ key_in | AFEU Context Out Available

1111 hmac_snoop_afeu_ctx_in AFEU Context Out Available

5.2.2 Descriptor Length and Pointer Fields

The length and pointer fields represent one of seven data length/pointer pairs. Each pair
defines ablock of datain system memory. The length field gives the length of the block in
bytes. The maximum allowable number of bytesis 32K bytes. A value of zero loaded into
the length field indicates that this length/pointer pair should be skipped and processing
continue with the next pair.

The pointer field contains the address, in 60x address space, of the first byte of the data
block. Transfers from the 60x bus with the pointer address set to zero will have the length
value written to the EU, and no data fetched from the 60x bus.

NOTE

Certain public key operations require information about data
length, but not the data itself. Figure 5-4 shows the descriptor

length field.
32 47 48 63
Field Reserved Data Length Field
0 msb<-------- Isb
Reset 0
R/W R/W

Figure 5-4. Descriptor Length Field

Table 5-4 shows the descriptor length field mapping.
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Table 5-4. Descriptor Length Field Mapping

Bits Name Reset Value Description
32:47 -- 0 Note: Reserved, setto zero
48:63 Data Field 0 The maximum length this field can be set to 32K bytes. Under host control,
Length a channel can be temporarily locked static, and data only” descriptors can

be chained to fetch blocks larger than 32K bytes in 32K byte sub-blocks
without key/context switching, until the large original block has been
completely ciphered. Length fields also indicate the size of items to be
written back to memory upon completion of security processing in the
MPC185.

Figure 5-5 shows the descriptor pointer field.

31

Field Data Field X Pointer
Reset 0
R/W R/W

Figure 5-5. Descriptor Pointer Field

Table 5-5 shows the descriptor pointer field mapping.

Table 5-5. Descriptor Pointer Field Mapping

Bits Name Reset Value Description
0:31 Data Field 0 The Data Pointer Field contains the address, in 60X address space, of the
Pointer first byte of the data packet for either read or write back. Transfers from the

60X bus with Pointer address set to zero will be skipped.

WARNING
MPC185-initiated 60x writes can occur only on 64-bit-word boundaries, but
reads can occur on any byte boundary. Writing back a header read from a
non-64-bit-word boundary will yield unpredictable results.

Table 5-6 shows how the length/pointer pairs should be used with the various descriptor
typesto load keys, context, and datainto the Execution Units, and how the required outputs

should be unloaded.
Table 5-6. Descriptor Length/Pointer Mapping
Descriptor| | jp 4 L/P 2 L/P3 L/P 4 LIP 5 LIP 6 LIP7
Type
0000 nil nil nil nil nil nil nil
0001 nil \ Key Data In Data Out |IV Out MAC Out
0010 HMAC Key |HMAC Data Key \Y Data In Data Out HMAC/Context Out
0011 MD Ctx In |IV Key Data In Data Out |IV Out MD/Context Out
0100 nil \Y% Key Data In Data Out |IV Out Key Out via FIFO
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Descriptor| | jp 4 L/P 2 L/P3 LIP 4 LIP 5 LIP 6 LIP7
Type
0101 nil IV in via FIFO |Key Data In Data Out |IV Out via FIFO |MD/Context Out
0110 HMAC Key |HMAC Data |Key IV in via FIFO |Data In Data Out HMAC/Context Out
0111 MD Ctx In |IV invia FIFO |Key Data In Data Out |IV Out via FIFO |MD/Context Out
1000 B A E N B out nil nil
1001 B A Key N B1 out nil nil
1010 A0 Al A2 B1 Out B2 Out B3 Out nil
1011 A3 BO Bl Key N nil nil
1100 nil nil nil nil nil nil nil
1101 nil nil nil nil nil nil nil
1110 HMAC Key |HMAC Data Key Data In Data Out |IV Out via FIFO |HMAC/Context Out
1111 HMAC Key |HMAC Data \Y Data In Data Out |IV Out via FIFO |HMAC/Context Out
5.3 Descriptor Chaining

Following the length/pointer pairsisthe ‘Next Descriptor’ field, which contains the pointer
to the next descriptor in memory. Upon completion of processing of the current descriptor,
thisvalue, if non-zero, isused to request a60x burst read of the next-data-packet descriptor.
This automatic load of the next descriptor is referred to as descriptor chaining. Figure 5-6
displays the next descriptor pointer field.

32

63

Field Next Descriptor Pointer
Reset 0
R/W R/W

Figure 5

-6. Next Descriptor Pointer Field

Table 5-7 describes the descriptor pointer field mapping.

Table 5-7. Descriptor Pointer Field Mapping
Bits Name Reset Value Description
0:31 | Next Descriptor 0 The Next Descriptor Pointer Field contains the address, in 60X address
Pointer space, of the next descriptor to be fetched if descriptor chaining is enabled.

Warning

Writeback is enabled as the method of DONE notification.

The Next Descriptor Pointer Address must be modulo-8 aligned if

Descriptor chaining provides a measure of ‘decoupling’ between host CPU activities and
the status of the MPC185. Rather than waiting for the MPC185 to signal DONE, and
arbitrating for the 60x busin order to write directly to the next-data-packet descriptor in the
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crypto-channel, the host can simply create new descriptors in memory, and chain them to
descriptors which have not yet been fetched by the MPC185 by filling the next-data-packet
field with the address of the newly created descriptor. Whether or not processing continues
automatically following next-descriptor fetch and whether or not an interrupt is generated
depends on the programming of the Crypto-Channel’s Configuration Register.

See Section6.1.1, “Crypto-Channel Configuration Register (CCCR),” in the
Crypto-Channels chapter for additional information on how the MPC185 can be

programmed to signal and act upon completion of a descriptor.

NOTE

It is possible to insert a descriptor into an existing chain;
however, great care must be taken when doing so.

Figure 5-7 shows a conceptual chain, or ‘linked list,” of descriptors.

DPD-DES-CTX_CRYPT > [DPD-DES—CTX_CRYPT > DPD-DES-CTX_CRYPT > DPD-DES-CTX_CRYPT > DPD-DES-CTX_CRYPT
[EN_CTXIN [EN_CTXIN [EN_CTXIN [EN_CTXIN [EN_CTXIN
PTR_CTXIN PTR_CTXIN PTR_CTXIN PTR_CTXIN PTR_CTXIN

[EN_KEY [EN_KEY [EN_KEY [EN_KEY [EN_KEY

PTR_KEY PTR_KEY PTR_KEY PTR_KEY PTR_KEY

[EN_DATAIN LEN_DATAIN LEN_DATAIN LEN_DATAIN LEN_DATAIN
PTR_DATAIN PTR_DATAIN PTR_DATAIN PTR_DATAIN PTR_DATAIN

LEN_DATAOUT

LEN_DATAOUT

LEN_DATAOUT

LEN_DATAOUT

LEN_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

LEN_CTXOUT LEN_CTXOUT LEN_CTXOUT LEN_CTXOUT LEN_CTXOUT
PTR_CTXOUT PTR_CTXOUT PTR_CTXOUT PTR_CTXOUT PTR_CTXOUT
nul length nul length nul length nul length nul length
nul pointer nul pointer nul pointer nul pointer nul pointer
nul length nul length nul length nul length nul length
nul pointer nul pointer nul pointer nul pointer nul pointer
PTIRiNEXT PTI?iNEXT PTBiNEXT PTBiNEXT PTR_NEXT .

| | | |

\ .

DPD-DES-CTX_CRYPT > DPD-DES-CTX_CRYPT > DPD-DES-CTX_CRYPT > DPD-DES-CTX_CRYPT DPD-DES-CTX_CRYPT
LEN_CTXIN LEN_CTXIN LEN_CTXIN LEN_CTXIN LEN_CTXIN

PTR_CTXIN PTR_CTXIN PTR_CTXIN PTR_CTXIN PTR_CTXIN
[EN_KEY [EN_KEY [EN_KEY [EN_KEY [EN_KEY
PTR_KEY PTR_KEY PTR_KEY PTR_KEY PTR_KEY
LEN_DATAIN LEN_DATAIN [EN_DATAIN LEN_DATAIN LEN_DATAIN
PTR_DATAIN PTR_DATAIN PTR_DATAIN PTR_DATAIN PTR_DATAIN

LEN_DATAOUT

LEN_DATAOUT

LEN_DATAOUT

LEN_DATAOUT

LEN_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_DATAOUT

PTR_NEXT
1

PTR_NEXT
1

PTR_NEXT
L

LEN_CTXOUT LEN_CTXOUT LEN_CTXOUT LEN_CTXOUT LEN_CTXOUT

PTR_CTXOUT PTR_CTXOUT PTR_CTXOUT PTR_CTXOUT PTR_CTXOUT

nul length nul length nul length nul length nul length

nul pointer nul pointer nul pointer nul pointer nul pointer

nul length nul length nul length nul length nul length

nul pointer nul pointer nul pointer nul pointer nul pointer
PTIR_NEXT PTR_NEXT

Figure 5-7. Chain of Descriptors

5.3.1 Null Fields

On occasion, a descriptor field may not be applicable to the requested service. With seven
length/pointer pairs, it is possible that not all descriptor fields will be required to load the
required keys, context, and data. (Some operations don’t require context, others may only
need to fetch a small, contiguous block of data.) Therefore, when processing data packet
descriptors, the MPC185 will skip entirely any pointer that has an associated length of zero.
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5.4 Descriptor Classes

The MPC185 has two general classes of descriptors. static, which refers to a relatively
unchanging usage of MPC185 resources, and dynamic, which refers to a continualy
changing usage model.

5.4.1 Static Descriptors

Recall that the MPC185 has 11 execution units and 4 crypto-channels. The EUs can be
statically assigned or dedicated to a particular crypto-channel. Certain combinations of EUs
can be statically assigned to the same crypto-channel to facilitate multi-operation security
processes, such as IPSec ESP mode. When the system traffic model permits its use, static
assignment can offer significant performance improvements over dynamic assignment by
avoid key and context switching per packet.

Static descriptors split the operations to be performed during a security operation into
separate descriptors. Thefirst descriptor istypically only used to set the EU mode, and load
the key and context. The second (and multiple subsequent) descriptor contains
length/pointer pairsto the datato be permuted. Because the key and context are unchanging
over multiple packets (or descriptors), the series of short reads and writes required to set-up
and tear down a session are avoided. This savings, along with the crypto-channel having
dedicated execution units, represents a significant performance improvement.

For example, statically assigning AFEU to a particular crypto-channel permits AFEU to
retai n state between data packets. Thefollowing descriptors, displayed in Table 5-8 through
Table 5-11, support state-retention. Table 5-8 defines the DPD_RC4-SA_NEWCTX
descriptor.

Table 5-8. Actual Descriptor DPD_RC4-SA_NEWCTX

Field Value/ Type Description
DPD_RC4-SA_NEWCTX ! TBD Packet Command “DPD_RC4-SA_NEWCTX”
LEN_KEY Length Number of bytes of key to be written
PTR_KEY Pointer Pointer to where the RC4 key is stored
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
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Table 5-8. Actual Descriptor DPD_RC4-SA_NEWCTX (continued)

Field Value/ Type Description
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
PTR_NEXT Pointer Pointer to Next Descriptor

1 DPD_RC4-SA_NEWCTX writes the key at PTR_KEY to be written to AFEU and causes the initial

context-permutation to occur

Table 5-9 defines the DPD_RC4-SA_LDCTX descriptor.
Table 5-9. Actual Descriptor DPD_RC4-SA_LDCTX

Field Value / Type Description
DPD_RC4-SA_LDCTX 1 TBD Packet Command “DPD_RC4-SA_LDCTX”
LEN_CTXIN Length Number of bytes to be written (should always be 257)
PTR_CTXIN Pointer Pointer to context to be written into AFEU
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
PTR_NEXT Pointer Pointer to Next Descriptor

1 DPD_RC4-SA_LDCTX rewrites the permuted context memory from a previously used RC4 context.

Table 5-10 defines the DPD_RC4-SA_CRY PT descriptor.
Table 5-10. Actual Descriptor DPD_RC4-SA_CRYPT

Field Value / Type Description
DPD_RC4-SA_CRYPT! TBD Packet Command “DPD_RC4-SA_CRYPT”
LEN_DATAIN Length Number of bytes to be ciphered
PTR_DATAIN Pointer Pointer to location containing data to be ciphered
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Table 5-10. Actual Descriptor DPD_RC4-SA_CRYPT (continued)

Field Value / Type Description

LEN_DATAOUT Length Bytes to be written (should be equal to DATAIN_LEN)
PTR_DATAOUT Pointer Pointer to location where ciphered data is to be written
Nul length Nul Unused

Nul pointer Nul Unused

Nul length Nul Unused

Nul pointer Nul Unused

Nul length Nul Unused

Nul pointer Nul Unused

Nul length Nul Unused

Nul pointer Nul Unused

Nul length Nul Unused

Nul pointer Nul Unused

PTR_NEXT Pointer Pointer to Next Descriptor

1 DPD_RC4-SA_CRYPT performs the cipher function on a block of data, neither loading nor unloading the current

context.

Table 5-11 definesthe DPD_RC4-SA_CRYPT_ULCTX descriptor.

Table 5-11. Actual Descriptor DPD_RC4-SA CRYPT_ULCTX

Field Value / Type Description
DPD_RC4-SA_CRYPT_ULCTX 1 TBD Packet Command “DPD_RC4-SA_CRYPT_ULCTX"
LEN_DATAIN Length Number of bytes to be ciphered
PTR_DATAIN Pointer Pointer to location containing data to be ciphered
LEN_DATAOUT Length Bytes to be written (should be equal to DATAIN_LEN)
PTR_DATAOUT Pointer Pointer to location where ciphered data is to be written
LEN_CTXOUT Length Length of AFEU context written (should be 256 bytes)
PTR_CTXOUT Pointer Location where AFEU context is to be written
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
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Table 5-11. Actual Descriptor DPD_RC4-SA CRYPT_ULCTX

Field Value / Type Description
Nul pointer Nul Unused
PTR_NEXT Pointer Pointer to Next Descriptor

1 DPD_RC4-SA_CRYPT_ULCTX unloads the context from the AFEU into system memory. For ArcFour cryptographic
computations, architectural implementation details prevent a stand alone unload-context descriptor. Context unload
must always follow ciphering.

5.4.2 Dynamic Descriptors

In a typical networking environment, packets from innumerable sessions can arrive
randomly. The host must determine which security association appliesto the current packet
and encrypt or decrypt without any knowledge of the security association of the previous
or next packet. This situation calls for the use of dynamic descriptors.

When under dynamic assignment, an EU must be used under the assumption that adifferent
crypto-channel (with a different context) may have just used the EU and that another
crypto-channel (with yet another context) may use that EU immediately after the current
crypto-channel has released the EU. Therefore, for dynamic-assignment use, there is a set
of data packet descriptors defined that sets up the appropriate context, performs the cipher
function, and then saves the context to system memory.

The descriptor shown in Table5-12 completely sets up the DEU for an encryption
operation; loads the keys, context, and data; writes the permuted data back to memory; and
writes the altered context (IV) back to memory. (This may be necessary when DES is
operating in CBC mode.) Upon completion of the descriptor, the DEU is cleared and
released.

Table 5-12. Representative Descriptor DPD_DEU_CTX_ CRYPT

Field Value / Type Description
DPD DEU_CTX CRYPT! TBD Representative header “DPD_DEU_CTX_CRYPT”
LEN_CTXIN Length Number of bytes to be written (O or 8 bytes)
PTR_CTXIN Pointer Pointer to context (IV) to be written into DEU
LEN_KEY Length Number of bytes in key (8, 16, or 24 bytes)
PTR_KEY Pointer Pointer to block cipher key
LEN_DATAIN Length Number of bytes of data to be ciphered (multiples of 8 bytes)
PTR_DATAIN Pointer Pointer to data to perform cipher upon
LEN_DATAOUT Length Number of bytes of data after ciphering
PTR_DATAOUT Pointer Pointer to location where cipher output is to be written
LEN_CTXOUT Length Length of output context (V) (0 or 8 bytes)
PTR_CTXOUT Pointer Location where DEU context is to be written
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Table 5-12. Representative Descriptor DPD_DEU_CTX _CRYPT

Field Value / Type Description
Nul length Nul Unused
Nul pointer Nul Unused
Nul length Nul Unused
Nul pointer Nul Unused
PTR_NEXT Pointer Pointer to Next Descriptor

1 DPD_DEU_CTX_CRYPT represents Descriptors that write the key at PTR_KEY to DEU, writes the IV located at
PTR_CTXIN to DEU, performs the cipher on data fetched from PTR_DATAIN, and writes the result to memory at

PTR_DATAOUT.
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Chapter 6
Crypto-Channels

A crypto-channel manages data associated with the one of more execution units (EUs) on
the MPC185. Control and datainformation for agiven task is stored in the form of 16 32-hit
word descriptorsin system memory or in the crypto-channel itself. The descriptor describes
how the EU should be initialized, where to fetch the data to be ciphered and where to store
the ciphered data the EU outputs. Through a series of requests to the controller, the
crypto-channel decodes the contents of the descriptors to perform the following functions:

Request assignment of one or more of the several EUs on the MPC185 for the
exclusive use of the channel.

Automatically initialize mode registersin the assigned EU upon notification of
completion of the EU reset sequence.

Transfer data packets (up to 32K bytes) from system memory (60x Read) into
assigned EU input registers and FIFOs (EU Write).

Transfer data packets (up to 32K bytes) from assigned EU output registers and
FIFOs (EU Read) to system memory space (60x Write).

Automatically initialize the key size register in the assigned EU after requesting a
write to EU key address space.

Automatically initialize data size register in the assigned EU before requesting a
write to EU FIFO address space.

Automatically initialize the EU_GO register (where applicable) in the assigned EU
upon completion of last EU write indicated by the descriptor. The channel will wait
for aindication from the EU that processing of input data is complete before
proceeding with further activity after writing EU_GO.

Request assignment of the MDEU when the descriptor header calls for
multi-operation processing. The MDEU will be configured to snoop input or output
dataintended for the primary assigned EU.

Reset assigned EU(S).

Release assigned EU(S).

Automatically fetch the next descriptor from system memory and start processing,
when chaining is enabled. Descriptor chains can be of unlimited size

Provide feedback to host, viainterrupt, when a descriptor, or a chain of descriptors,
has been completely processed.
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Provide feedback to host, via modified descriptor header write back to system
memory, when a descriptor, or a chain of descriptors, has been completely
processed.

Provide feedback to host, viainterrupt, when descriptor processing is halted due to
an error.

Detect static assignment of EU(S) by the controller and alter descriptor processing
flow to skip EU Request and EU Release steps. The channel will also automatically
reset the EU_DONE interrupt after receiving indication that processing of input data
has been completed by the EU.

The channel will wait indefinitely for the controller to complete arequested activity before
continuing to process a descriptor.

6.1

Crypto-Channel Registers

Each crypto-channel contains the following registers:

Crypto-Channel Configuration Register (CCCR)
Crypto-Channel Pointer Status Register (CCPSR)
Current Descriptor Pointer Register (CDPR)
Fetch Register (FR)

Descriptor Buffer Register (DBR)

6.1.1 Crypto-Channel Configuration Register (CCCR)

This register contains five operational bits permitting configuration of the crypto-channel
as shown in Figure 6-1. Table 6-1 describes the CCCR.

Field
Reset
R/W
Addr

o 52 53 55 56 58 59 60 61 62 63
Reserved Burst Size Reserved WE | NE | NT [CDIE| R
0
R/W
Channel_1 0x02008, Channel_2 0x03008, Channel_3 0x04008, Channel_4 0x05008

Figure 6-1. Crypto-Channel Configuration Register
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Table 6-1. Crypto-Channel Configuration Register Signals

Bits

Name

Reset Value

Description

0:52

Reserved

0

Reserved, set to zero

53:55

Burst Size

0

The MPC185 implements flow control to allow larger than FIFO
sized blocks of data to be processed with a single key/IV. The
channel programs the various execution units to advise on space or
data available in the FIFO via this field. The size of the burst is given
in Table 6-2

56:58

Reserved

Reserved, set to zero

59

WRITEBACK_ENABLE

Writeback_Enable. This bit determines if the crypto-channel is
allowed to notify the host of the completion of descriptor processing
by setting (writing back) a DONE bit in the descriptor header. This
enables the host to poll the memory location of the original
descriptor header to determine if that descriptor has been
completed.
0 Descriptor header writeback notification is disabled.
1 Descriptor header writeback notification is enabled.
Header writeback notification will occur at the end of every
descriptor if NOTIFICATION_TYPE is set to end-of-descriptor and
Writeback_Enable is set. Writeback will occur only after the last
descriptor in the chain (Next Descriptor Pointer is NIL) if
NOTIFICATION_TYPE is set to end-of-chain.

WARNING
The MPC185 is capable ONLY of performing initiator write cycles to
64-bit-word aligned addresses. Enabling header writeback when
the MPC185 fetches a descriptor from a non-aligned location will
yield unpredictable results.

60

NEXT_ENABLE

Fetch Next Descriptor Enable. This bit determines if the

crypto-channel is allowed to request a transfer of the next

descriptor, in a multi-descriptor chain, into its descriptor buffer.

0 Disable fetching of next descriptor when crypto-channel has
finished processing the current one.

1 Enable fetching of next descriptor when crypto-channel has
finished processing the current one.

The address of the next descriptor in a multi-descriptor chain is

either the contents of the next descriptor pointer in the descriptor

buffer or the contents of the fetch register. Only if both of these

registers are NIL upon completion of the descriptor currently being

processed will that descriptor be considered the end of the chain.

61

NOTIFICATION_TYPE

Channel DONE Notification Type. This bit controls when the

crypto-channel will generate Channel DONE Notification.

0 End-of-chain: The crypto-channel will generate channel done
notification (if enabled) when it completes the processing of the
last descriptor in a descriptor chain. The last descriptor is
identified by having NIL loaded into both the next descriptor
pointer in the descriptor buffer and the fetch register.

1 End-of-descriptor: The crypto-channel will generate channel done
notification (if enabled) at the end of every data descriptor it
processes

Channel DONE notification can take the form of an interrupt or

modified header writeback or both, depending on the state of the

INTERRUPT_ENABLE and WRITEBACK_ENABLE control bits.
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Table 6-1. Crypto-Channel Configuration Register Signals (continued)

Bits Name Reset Value Description

62 CDIE 0 Channel DONE Interrupt Enable. This bit determines whether or not
the crypto-channel is allowed to assert interrupts to notify the host
that the channel has completed descriptor processing.

0 Channel Done interrupt disabled

1 Channel Done interrupt enabled

When CDIE is set, the NOTIFICATION_TYPE control bit determines
when the CHANNEL_DONE interrupt is asserted. Channel error
interrupts are asserted as soon as the error is detected. Refer to
Section 6.2, “Interrupts,” for complete description of crypto-channel
interrupt operation.

63 RESET 0 Reset Crypto-Channel. This bit allows the crypto-channel to be

software reset.

0 Automatically cleared by the crypto-channel when reset sequence
is complete. Refer to Section 6.2.3, “Channel Reset,” for
complete description of crypto-channel reset operation.

1 Reset the registers and internal state of the crypto-channel, any
EU assigned to the crypto-channel and the controller state
associated with the crypto-channel.

Table 6-2 defines the burst size according to the value displayed in bits 53 through 55.
Table 6-2. Burst Size Definition

Value Number of Dwords in Burst
000 1
001 4
010 8
011 12
100 16
101 20
110 24
111 32

6.1.2 Crypto-Channel Pointer Status Register (CCPSR)

This register contains status fields and counters which provide the user with status
information regarding the channel’s actual processing of a given descriptor.
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0 23 24 31
Field Reserved State
Reset 0
R/W R
Addr Channel_1 0x02010, Channel_2 0x03010, Channel_3 0x04010, Channel_4 0x05010
32 36 37 38 39 40 41 42 43 44 45 46 47 48 55 56 63
Field| Reserved | Stat | Ml | MO | PR | SR | PG | SG |PRD|SRD| PD | SD Error PAIR_PTR
Reset 0
R/W R
Addr Channel_1 0x02010, Channel_2 0x03010, Channel_3 0x04010, Channel_4 0x05010

Figure 6-2. Crypto-Channel Pointer Status Register

Table 6-3 describes the Crypto-Channel Pointer Status Register fields.

Table 6-3. Crypto-Channel Pointer Status Register Signals

Bits Name Reset Value Description

0:23 Reserved 0 Reserved, set to zero

24:32 STATE 0 State of the crypto-channel state machine. This field reflects the state of
the crypto-channel control state machine. The value of this field
indicates exactly which stage the crypto-channel is in the sequence of
fetching and processing data descriptors. Table 6-4 shows the meaning
of all possible values of the STATE field.
Note: State is documented for information only. The User will not
typically care about the crypto-channel state machine.

31:36 Reserved 0 Reserved, set to zero

37 Static 0 Crypto-Channel Static Mode Enable.

0 Crypto-channel is operating in dynamic mode.
1 Crypto-channel is operating in static mode.
The STATIC bit is set when descriptor processing is initiated and the
EUs indicated in the descriptor header register are already assigned to
the channel. This bit is cleared when descriptor processing is initiated
for the next descriptor and no EUs are assigned to the channel.

38 Multi EU_IN 0 Multi_EU_IN. The Multi_EU_IN bit reflects the type of snooping the
channel will perform, as programmed by the “Snoop Type” bit in the
descriptor header.

0 Data input snooping by secondary EU disabled.
1 Data input snooping by secondary EU enabled.

39 Multi_ EU_OUT 0 Multi_EU_OUT. The Multi_EU_OUT bit reflects the type of snooping the
channel will perform, as programmed by the “Snoop Type” bit in the
descriptor header.

0 Data output snooping by secondary EU disabled.
1 Data output snooping by secondary EU enabled.
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Table 6-3. Crypto-Channel Pointer Status Register Signals (continued)

Bits Name Reset Value Description

40 PRI_REQ 0 Request primary EU assignment.

0 Primary EU Assignment Request is inactive.

1 The crypto-channel is requesting assignment of primary EU to the
channel. The channel will assert the EU request signal indicated by
the opO field in the Descriptor Header register as long as this bit
remains set.

The PRI_REQ bit is set when descriptor processing is initiated in

dynamic mode and the Op_0 field in the descriptor header contains a

valid EU identifier. This bit is cleared when the request is granted, which

will be reflected in the status register by the setting the PRI_GRANT bit.

41 SEC_REQ 0 Request secondary EU assignment.

0 Secondary EU Assignment Request is inactive.

1 The crypto-channel is requesting assignment of secondary EU to the
channel. The channel will assert the EU request signal indicated by
the Op_1 field in the descriptor header register as long as this bit
remains set.

The SEC_REQ bit is set when descriptor processing is initiated in

dynamic mode and the Op_1 field in the descriptor header contains a

valid EU identifier. This bit is cleared when the request is granted, which

will be reflected in the status register by the setting the SEC_GRANT
bit.

42 PRI_GRANT 0 Primary EU granted. The PRI_GRANT bit reflects the state of the EU

grant signal for the requested primary EU from the controller.

0 The primary EU grant signal is inactive.

1 The EU grant signal is active indicating the controller has assigned the
requested primary EU to the channel.

43 SEC_GRANT 0 Secondary EU granted. The SEC_GRANT bit reflects the state of the

EU grant signal for the requested secondary EU from the controller.

0 The secondary EU grant signal is inactive.

1 The EU grant signal is active indicating the controller has assigned the
requested secondary EU to the channel.

44 PRI_RESET_DONE 0 Primary EU reset done. The PRI_RST_DONE bit reflects the state of

the reset done signal from the assigned primary EU.

0 The assigned primary EU reset done signal is inactive.

1 The assigned primary EU reset done signal is active indicating its
reset sequence has completed and it is ready to accept data.

45 | SEC_RESET_DONE 0 Secondary EU reset done. The SEC_RST_DONE bit reflects the state

of the reset done signal from the assigned secondary EU.

0 The assigned secondary EU reset done signal is inactive.

1 The assigned secondary EU reset done signal is active indicating its
reset sequence has completed and it is ready to accept data.

46 PRI_DONE 0 Primary EU done. The PRI_DONE bit reflects the state of the done

interrupt from the assigned primary EU.

0 The assigned primary EU done interrupt is inactive.

1 The assigned primary EU done interrupt is active indicating the EU
has completed processing and is ready to provide output data.
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Table 6-3. Crypto-Channel Pointer Status Register Signals (continued)

Bits

Name

Reset Value

Description

47

SEC_DONE 0

Secondary EU done. The SEC_DONE bit reflects the state of the done

interrupt from the assigned secondary EU.

0 The assigned secondary EU done interrupt is inactive.

1 The assigned secondary EU done interrupt is active indicating the EU
has completed processing and is ready to provide output data.

48:55

ERROR

Crypto-channel error status. This field reflects the error status of the
crypto-channel. When a channel error interrupt is generated, this field
will reflect the source of the error. The bits in the ERROR field are
registered at specific stages in the descriptor processing flow. Once
registered, an error can only be cleared only by resetting the
crypto-channel or writing the appropriate registers to initiate the
processing of a new descriptor.

Table 6-5 lists the conditions which can cause a crypto-channel error
and how they are represented in the ERROR field.

56:63

PAIR_PTR 7

Descriptor buffer register length/pointer pair. This field indicates which
of the length/pointer pairs are currently being processed by the channel.
Table 6-6 shows the meaning of all possible values of the PAIR_PTR
field.

Table 6-4 shows the values of crypto-channel states.
Table 6-4. STATE Field Values

Value Crypto-Channel State
0x00 Idle

0x01 Process_header

0x02 Fetch_descriptor

0x03 Channel_done

0x04 Channel_done_irq

0x05 Channel_done_writeback
0x06 Channel_done_notification
0x07 Channel_error

0x08 Request_pri_eu

0x09 Inc_data_pair_pointer
O0x0A Delay_data_pair_update
0x0B Evaluate_data_pairs

0x0C Write_reset_pri

0x0D Release_pri_eu

Ox0E Write_reset_sec

OxOF Release _sec_eu

0x10 Process_data_pairs
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Table 6-4. STATE Field Values (continued)

Value Crypto-Channel State

0x11 Write_mode_pri

0x12 Write_mode_sec

0x13 Write_datasize_pri

0x14 Delay_rng_done

0x15 Write_datasize_sec_multi_eu_in

0x16 Trans_request_read_multi_eu_in

0x17 Delay_pri_sec_done

0x18 Trans_request_read

0x19 Write_key_size

Ox1A Write_eu_go

0x1B Delay_pri_done

0x1C Write_reset_irq_pri

0x1D Write_reset_irq_sec

Ox1E Write_datasize_sec_snoopout

Ox1F Trans_request_write_snoopout

0x20 Delay_sec_done

0x21 Trans_request_write

0x22 Evaluate_reset

0x23 Reset_write_reset_pri

0x24 Reset_release_pri_eu

0x25 Reset_write_reset_sec

0x26 Reset_release_sec_eu

0x27 Reset_channel

0x28 Write_datasize_pri_post

0x29 Reset release_all

Ox2A Reset_release_all_delay

0x2B Request_sec_eu

0x2C Write_datasize _sec

0x2D Write_pri_eu_go_multi_eu_out

Ox2E Write_sec_eu_go_multi_eu_out

Ox2F Write_pri_eu_go_multi_eu_in

0x30 Write_sec_eu_go_multi_eu_in

0x31 Write_datasize_pri_delay
0x32- OXxFF | Reserved
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Table 6-5 shows the bit positions of each potential error. Multiple errors are possible.
Table 6-5. Crypto-Channel Pointer Status Register Error Field Definitions

Value Error

b00000000 | No error detected

bxxxxxxx1 | EU error detected. An EU assigned to this channel has generated an error interrupt. This
error may also be reflected in the controller's interrupt status register.

bxxxxxx1x | Static assignment error. Either the channel is statically assigned, but not to an EU
requested by the descriptor, or the dynamic assignment request is unfillable because all
suitable EUs are otherwise statically assigned.

bxxxxx1xx | lllegal descriptor header

bxxxx1xxx | Parity error. A parity error was detected on the 60x bus by the controller on behalf of this
channel.

bxxx1xxxx | Pointer not complete. Caused by an invalid write to the next descriptor register in the
descriptor buffer, or to the fetch register.

bxx1xxxxx | TEA- A transfer error acknowledge wasreceived from the 60x businterface. When the M PC185,
whileacting asa60x busmaster, detectsa TEA, the controller passesthe TEA error to the channel
in use. The channel halts and outputs an interrupt. The channel can only be restarted by resetting
the channel or the whole MPC185.

bx1xxxxxx | Reserved

blxxxxxxx | Reserved

NOTE

EU error bit (ERROR][0]) can only be cleared by first clearing
the error source in the assigned EU which caused it to be set.

Table 6-6 shows the possible values of the PAIR_PTR field in the CCPSR.
Table 6-6. Crypto-Channel Pointer Status Register PAIR_PTR Field Values

Value Error

0x01 |Processing Header/Length/Pointer Pair 1

0x02 |Processing Length/Pointer Pair 2

0x03 | Processing Length/Pointer Pair 3

0x04 | Processing Length/Pointer Pair 4

0x05 | Processing Length/Pointer Pair 5

0x06 | Processing Length/Pointer Pair 6

0x07 | Complete (or not yet begun) processing of Header and Length/Pointer pairs

0x08-FF | Reserved
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6.1.3 Crypto-Channel Current Descriptor Pointer Register
(CDPR)

The CDPR, shown in Figure6-3, contains the address of the descriptor which the
crypto-channel is currently processing. This register, along with the PAIR_PTR in the
CCPSR, can be used to determine if anew descriptor can be safely inserted into achain of
descriptors.

0 31 32 63
Field Reserved Current Descriptor Pointer Address
Reset 0x0000_0000
RIW R/IW
Addr Channel_1 0x02040, Channel_2 0x03040, Channel_3 0x04040, Channel_4 0x05040

Figure 6-3. Crypto-Channel Current Descriptor Pointer Register

The bits in the current descriptor pointer register perform the functions described in
Table 6-7.

Table 6-7. Crypto-Channel Current Descriptor Pointer Register Signals

Bits Name Reset Value Description
0:31 Reserved 0 Reserved — Set to zero.
32:63 | CUR_DES_PTR_ADRS 0 Pointer to system memory location of the current descriptor. This

field reflects the starting location in system memory of the
descriptor currently loaded into the DB. This value is updated
whenever the crypto-channel requests a fetch of a descriptor from
the controller. Either the value of the fetch register or of Dword 8 of
the DB is transferred to the current descriptor pointer register
immediately after the fetch is completed.

This address will be used as destination of the write back of the
modified header Dword, if header writeback notification is enabled.
If a descriptor is written directly into the descriptor buffer, the host
is responsible for writing a meaningful pointer value into the
CURRENT_DESCRIPTOR_POINTER field.

6.1.4 Fetch Register (FR)

The FR, displayed in Figure 6-4, contains the address of the first byte of a descriptor to be
processed. In typical operation, the host CPU will create a descriptor in memory containing
al relevant mode and location information for the MPC185, and then “launch” the
MPC185 by writing the address of the descriptor to the fetch register.

Writes to the FR, while the channel is already processing a different descriptor, will be
registered and held pending until the channel finishes processing the current descriptor or
chain of descriptors. When the end of the current descriptor or chain of descriptors is
reached, the descriptor pointed to by the FR will be treated as the next descriptor in a
multi-descriptor chain. In this case, the FR must be written to before the channel beginsend
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of descriptor notification. If the register is written after notification has begun, the
descriptor will not be considered part of the current chain and will befetched asanew stand
alone descriptor or start of chain after the notification process has compl eted.

In summary, achannel isinitiated by adirect writeto the FR, and the channel always checks
the FR before determining if it has truly reached the end of a chain.

NOTE

End of descriptor notification consists of modified header
writeback or channel DONE interrupt. The fetch address must
be modulo-8 aligned if writeback is enabled as the method of
DONE notification.

0 31 32 63
Field Reserved Fetch Address

Reset 0x0000_0000

RIW R/W
Addr Channel_1 0x02048, Channel_2 0x03048, Channel_3 0x04048, Channel_4 0x05048

Figure 6-4. Fetch Register

Table 6-8 describes the fetch register signals.
Table 6-8. Fetch Register Signals

Bits Name Reset Value Description

0:31 Reserved 0x0000_0000 |Reserved — Set to zero.

32:63 | FETCH ADRS | 0x0000_0000 | Pointer to system memory location of a descriptor the host wants the
MPC185 to fetch.

6.1.5 Descriptor Buffer (DB)

The descriptor buffer (DB) actually consists of 8 dword aligned registers, and contains the
current descriptor being processed by the crypto-channel. This field is R/W enabled,
however intypical operation, the DB isfilled by awrite from the MPC185 controller, acting
as an initiator on the 60x bus. (In host controlled mode, the host processor can write the
entire descriptor to the DB rather than creating the descriptor in memory.)

The first dword of the DB contains the header of the descriptor under processing, and the
length of the first item to be fetched. The DB uses information in the descriptor header to
request and program other on-chip resources in order to complete the required security
operation.

Dwords 2—7 contain fields for or one or more data pointer/length pairs. Each pair consists
of a pointer register which specifies the address of the first byte of the data in system
memory space, and a length register, which specifies the size if the datain bytes.
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Dword 8 contains the final “normal” length register, and an extraregister referred to asthe
next descriptor register, which contains a pointer to the ‘ next descriptor’ to be processed, if
any. The pointer is set to zero for a single descriptor or the end of a multi-descriptor chain.
A descriptor is considered DONE only when the contents of dword 8 have been processed
by the channel. Additional information on the descriptor format and field values can be
found in Chapter 5, “MPC185 Descriptors”.

0 31 32 63

Dword 1 Descriptor Header DN Reserved Data Length 1
Dword 2 Pointer_1 Reserved Data Length 2
Dword 3 Pointer_2 Reserved Data Length 3
Dword 4 Pointer_3 Reserved Data Length 4
Dword 5 Pointer_4 Reserved Data Length 5
Dword 6 Pointer_5 Reserved Data Length 6
Dword 7 Pointer_6 Reserved Data Length 7
Dword 8 Pointer_7 Next Descriptor Pointer

Address Channel_1 0x02080, Channel_2 0x03080, Channel_3 0x04080, Channel_4 0x05080

Figure 6-5. Data Packet Descriptor Buffer

6.1.5.1 Descriptor Header

Descriptors are created by the host to guide the MPC185 through required crypto-graphic
operations. The descriptor header defines the operations to be performed, mode for each
operation, and internal addressing used by the controller and channel for internal data
movement. The MPC185 device drivers allow the host to create proper headers for each
crypto-graphic operation. See Chapter 5, “MPC185 Descriptors’ for a full description of
the descriptor header.

6.1.5.2 Descriptor Length/Pointer Pairs

The length and pointer fields represent one of seven data length/pointer pairs. Each pair
defines ablock of datain system memory. The length field gives the length of the block in
bytes. The maximum allowable number of bytesis 32K bytes. A value of zero loaded into
the length field indicates that this length/pointer pair should be skipped and processing
continue with the next pair.

The pointer field contains the address, in 60x address space, of the first byte of the data
block. Transfers from the 60x bus with the pointer address set to zero will have the length
value written to the EU, and no data fetched from the 60x bus.
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6.1.5.3 Next Descriptor Pointer

Following the length/pointer pairsisthe ‘Next Descriptor’ field, which contains the pointer
to the next descriptor in memory. Upon completion of processing of the current descriptor,
thisvalue, if non-zero, isused to request a60x burst read of the next-data-packet descriptor.
This automatic load of the next descriptor is referred to as descriptor chaining. Chapter 5,
“MPC185 Descriptors’ contains a full description of the next descriptor pointer.

NOTE

The next descriptor pointer address must be modulo-8 aligned
If writeback is enabled as the method of DONE notification.

6.2 Interrupts

The crypto-channel can assert both DONE and ERROR interrupts to the controller. When
the interrupt generation conditions have been met, the crypto-channel will assert the
appropriate interrupt. The status of the registered crypto-channel interrupts are availablein
the controller interrupt status register. Theregistered interrupts can cleared by writing to the
controller interrupt clear register. The crypto-channel does not have an internal interrupt
mask bit and interrupts are always asserted to the controller. The controller can be
programmed to mask channel interrupts to the host via its interrupt mask register (IMR).
See Section 7.1.3, “Interrupt Mask Register (IMR).”

6.2.1 Channel Done Interrupt

The Channel DONE Interrupt is generated when the crypto-channel has completed
processing of a single descriptor or the end of a Chain of descriptors and the Channel
DONE Interrupt Enable bit in the CCCR (see Figure 6-1 on page 6-2) is set. Which one of
these conditions is responsible for the interrupt depends upon the state of the
NOTIFICATION_TY PE bit in the control register, or the DONE_NOTIFICATION_FLAG
in the descriptor header.

6.2.2 Channel Error Interrupt

The Channel Error Interrupt is generated when an error condition occurs during descriptor
processing. The channel error interrupt will be asserted as soon as the error condition is
detected. The type of error condition is reflected the ERROR field of the Crypto-Channel
Pointer Status Register (CCPSR). Refer to Table 6-5 for a complete listing of error types.

6.2.3 Channel Reset

There are two ways to reset the crypto-channel:
» Asynchronous hardware reset
» Software reset
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The implications of the two reset methods are described in the following sections:

6.2.3.1 Hardware Reset

The RESET# pin clears al MPC185 registers, including those in the channels, and
initializes them to their reset values. Writing the software reset bit in the master control
register (Section 7.1.7, “Master Control Register (MCR)”) has the same effect on the
crypto-channels as a hardware reset.

6.2.3.2 Channel Specific Software Reset

Software reset is asserted when the host sets the RESET bit in the Crypto-Channel
Configuration Register (CCCR). The effect of software reset on the channel varies
according to what the channel is doing when the bit is set:

* IftheRESET bitisset whilethe crypto-channel isrequesting a EU assignment from
the controller, the crypto-channel will cancel its request by asserting the release
output signals. The crypto-channel will then reset all the registers, clear the RESET
bit and return the control state machine to the idle state.

» |ftheRESET bitisset after the crypto-channel has been dynamically assigned aEU,
the channel will request awrite from the controller to set the software reset bit of the
EU. A writeto reset the secondary (MDEU) EU will also be requested if one has
been reserved for snooping. The crypto-channel will then assert the appropriate
release output signal to notify the controller that the channel has finished with the
reserved EU(s). The crypto-channel will then reset all theregisters, clear the RESET
bit and return the control state machine to the idle state.

» Setting the RESET bit in the control register while channel is statically assigned to
a EU with not cause the channel to reset the assigned EU. It is the hosts
responsibility to reset the assigned EU in this case.

NOTE

The CCCR and the descriptor buffer registers remain
unchanged after software reset.
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The controller of the MPC185 isresponsible for overseeing the operations of the execution
units (EUs), theinterface to the host processor, and the management of the crypto-channels.
The controller interfaces to the host via the 60x bus interface and to the channels and EUs
via internal buses. All transfers between the host and the EUs are moderated by the
controller. Some of the main functions of the controller are as follows:

» Arbitrate and control accessesto the 60x bus

» Control the internal bus accessesto the EUs

» Arbitrate and assign EUs to the crypto-channels

* Monitor interrupts from channels and pass to host
* Redlign initiator read data to dword boundary

7.1 Controller Registers

The Controller contains the following registers, which are described in detail in the
following sections.

* EU Assignment Control Register

* EU Assignment Status Register

* Interrupt Mask Register

* Interrupt Status Register

* Interrupt Clear Register

* ID Register

* Master Control Register

» Master Transfer Error Acknowledge (TEA) Address Register

7.1.1 EU Assignment Control Register (EUACR)

This register, shown in Figure 7-1, is used to make a static assignment of a EU to a
particular crypto-channel. When assigned in this fashion, the EU is inaccessible to any
other crypto-channel.
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0 3 4 7 8 1 12 15 16 19 20 23 24 27 28 31
Field| Reserved RNG PKEU_2 PKEU_1 MDEU_2 MDEU_1 Reserved AFEU
Reset OxF 0x0 0x0 0x0 0x0 0x0 OxF 0x0
RIW R/IW
Addr 0x 01000
32 35 36 39 40 43 44 47 48 51 52 55 56 63
Field| DEU_2 DEU 1 AESU_2 AESU_1 Reserved KEU Reserved
Reset 0x0 0x0 0x0 0x0 OxF 0x0 0x00
RIW R/IW
Addr 0x 01000

Figure 7-1. EU Assignment Control Register

Table 7-1. Channel Assignment Value

Value Channel
0x0 No channel assigned
0x1 Channel 1
0x2 Channel 2
0x3 Channel 3
0x4 Channel 4

0x5-0xE Undefined
OxF Unavailable
NOTE

Writing any of the defined values shown in Table 7-1 to any of
the fields in the EU assignment control register statically
assigns the EU to that specific channel. To release, the host
must write 0xO0 to the specified EU field of the EUACR.

7.1.2 EU Assignment Status Register (EUASR)

This EUASR, displayed in Figure 7-2, is used to check the assignment status (static or
dynamic) of an EU to a particular crypto-channel. When an EU is already assigned, it is
inaccessible to any other crypto-channel.

A four-bit field (see Table 7-1) indicates the channel to which an EU is assigned, whether
statically or dynamically.
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0 3 4 7 8 1 12 15 16 19 20 23 24 27 28 31
Field| Reserved RNG PKEU_2 PKEU_1 MDEU_2 MDEU_1 Reserved AFEU
Reset OxF 0x0 0x0 0x0 0x0 0x0 OxF 0x0
R/W R
Addr 0x 01028
32 35 36 39 40 43 44 47 48 51 52 55 56 63
Field| DEU_2 DEU 1 AESU_2 AESU_1 Reserved KEU Reserved
Reset 0x0 0x0 0x0 0x0 OxF 0x0 0x00
R/W R
Addr 0x 01028

Figure 7-2. EU Assignment Status Register

7.1.3 Interrupt Mask Register (IMR)

The MPC185 controller generates the single interrupt output from all possible interrupt
sources. These sources can be masked by the Interrupt Mask Register. If unmasked, the
interrupt source value, when active, is captured into the interrupt status register. Beginning
with MPC185's revision B (MPC185V FB), the interrupts from the MPC185 are globally
masked at reset. Figure 7-3 shows the bit positions of each potential interrupt source. Each
interrupt source is individually masked by setting its corresponding bit.

A complete definition of the bitsthat can be masked by thisregister is shown in Figure 7-3.
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0 1 2 3 4 5 1 12 13 14 15
Field| CHA 2 CHA 1 A-Err Reserved CHA 4 CHA_3
Definition| Err | Dn | Err | Dn Err | Dn | Err | Dn
Reset 0x0000
R/IW R/IW
Addr 0x 01008
16 31
Field Reserved
Definition
Reset 0x0000
R/IW R/IW
Addr 0x 01008
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Field| PKEU_2 PKEU 1 Reserved RNG Reserved AFEU MDEU_2 MDEU_1
Definition| Err | Dn | Err | Dn Err | Dn Err | Dn | Err | Dn | Err | Dn
Reset 0x0000
R/IW R/IW
Addr 0x 01008
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
Field| AESU_2 AESU_1 DEU_2 DEU_1 GIE | TEA | DPE | APE | Reserved KEU
Definition| Err | Dn | Err | Dn Err Dn | Err | Dn Err | Dn
Reset 0x0000
R/IW R/IW
Addr 0x 01008

Figure 7-3. Interrupt Mask Register

7.1.4 Interrupt Status Register

The ISR contains fields representing all possible sources of interrupts. The Interrupt Status
Register is cleared either by areset, or by writing the appropriate bits active in the Interrupt
Clear Register. Figure 7-4 shows the bit positions of each potential interrupt source.

A complete definition of the signal states reported by this register is shown in Figure 7-4.
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0 1 2 3 4 5 1 12 13 14 15
Field| CHA 2 CHA 1 A-Err Reserved CHA 4 CHA_3
Definition| Err | Dn | Err | Dn Err | Dn | Err | Dn
Reset 0x0000
R/W R
Addr 0x 01010
16 31
Field Reserved
Definition
Reset 0x0000
R/W R
Addr 0x 01010
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Field| PKEU_2 PKEU 1 Reserved RNG Reserved AFEU MDEU_2 MDEU_1
Definition| Err | Dn | Err | Dn Err | Dn Err | Dn | Err | Dn | Err | Dn
Reset 0x0000
R/W R
Addr 0x 01010
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
Field| AESU_2 AESU_1 DEU_2 DEU_1 GIE | TEA | DPE | APE | Reserved KEU
Definition| Err | Dn | Err | Dn Err Dn | Err | Dn Err | Dn
Reset 0x0000
R/W R
Addr 0x 01010

Figure 7-4. Interrupt Status Register

7.1.5 Interrupt Clear Register (ICR)

The Interrupt Control Register provides a means of clearing the Interrupt Status Register.
When a bit in the ICR is written with a 1, the corresponding bit in the ISR is cleared,
clearing the interrupt output pin IRQ (assuming the cleared bit in the ISR is the only
interrupt source). If the input source to the ISR is a steady-state signal that remains active,
the appropriate ISR bit, and subsequently IRQ, will be reasserted shortly thereafter.
Figure 7-5 shows the bit positions of each interrupt source that can be cleared by this
register. The complete bit definitions for the ICR can be found in Figure 7-5.
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When an ICR bit iswritten, it will automatically clear itself one cyclelater. That is, it isnot
necessary to write a“0” to abit position which has been written witha*“1.”

NOTE

Interrupts are registered and sent based upon the conditions
which cause them. If the cause of an interrupt is not removed,
the interrupt will return a few cycles after it has been cleared

using the ICR.
0 1 2 3 4 5 1 12 13 14 15
Field| CHA 2 CHA 1 A-Err Reserved CHA 4 CHA_3
Definition| Err | Dn | Err | Dn Err | Dn | Err | Dn
Reset 0x0000
R/W W
Addr 0x 01018
16 31
Field Reserved
Definition
Reset 0x0000
R/W W
Addr 0x 01018
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Field| PKEU_2 PKEU 1 Reserved RNG Reserved AFEU MDEU_2 MDEU_1
Definition| Err | Dn | Err | Dn Err | Dn Err | Dn | Err | Dn | Err | Dn
Reset 0x0000
R/W W
Addr 0x 01018
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
Field| AESU_2 AESU_1 DEU_2 DEU_1 -- | TEA | DPE | APE | Reserved KEU
Definition| Err | Dn | Err | Dn Err Dn | Err | Dn Err | Dn
Reset 0x0000
R/W W
Addr 0x 01018

Figure 7-5. Interrupt Clear Register
Table 7-2 describes the interrupt mask, status, and clear register signals.
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Table 7-2. Interrupt Mask, Status, and Clear Register Signals

Bits Name Reset Description
Value

Multiple CH_Err_Dn 0 Each of the 4 channels has Error & Done bits.

0 No error detected.

1 Error detected. Indicates that execution unit status register must be read to
determine exact cause of the error.

0 Not DONE.

1 DONE bit indicates that the interrupting channel or EU has completed its
operation.

Multiple EU_Err_Dn 0 Each of the execution units has Error & Done bits.

0 No error detected.

1 Error detected. Indicates that execution unit status register must be read to
determine exact cause of the error.

0 Not DONE.

1 DONE bit indicates that the interrupting channel or EU has completed its
operation.

5:11, Reserved 0 Reserved, set to zero.
16:31,
36:37,
40:41,
56,
60:61

4 A-Err 0 EU Assignment Error bit. This bit indicates that a static assignment of a EU
was attempted on a EU which is currently in use.

0 No error detected.

1 EU Assignment Error detected.

56 GIE 0 This bit is reserved in the PPC185VF and PPC185VFA.

Note: only for the MPC185VFB, is this bit the global interrupt enable bit.
Individual interrupt sources reflected by the interrupt status register are
‘enabled’ at reset. This bit which resets to ‘disabled,’ allows the user to
selectively mask individual interrupt sources in the interrupt mask register
before enabling the remaining unmasked interrupt sources.

57 TEA 0 Transfer Error Acknowledge. Set when the MPC185 as a master receives a
Transfer Error Acknowledge.

0 No error detected.

1 TEA detected on 60x bus.

58 DPE 0 Data Parity Error. Set when the MPC185 detects a slave data parity error.
0 No error detected.
1 DPE detected on 60x bus.

59 APE 0 Address Parity Error (bit 59). Set when the MPC185 detects a slave address
parity error.

0 No error detected.

1 APE detected on 60x bus.
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7.1.6 ID Register

The Read-Only ID Register, displayed in Figure 7-6, contains a 64-bit value that uniquely
identifies the version of the MPC185. The value of this register is aways
0x0100_0000_0000_0000, indicating that thisis the first version of the MPC185.

0 7 8 63
Field Version Reserved

Reset 0x0100_0000_0000_0000

RIW R
Addr 0x 01020

Figure 7-6. ID Register

7.1.7 Master Control Register (MCR)

The MCR, shown in Figure 7-7, controls certain functions in the controller and provides a
means for software to reset the MPC185.

0 1 2 3 6 7 8 9 10 23 24 27 28 29 30 31
Field| MPE | SDPE | SAPE| ----- SWr RT | - B_Count | GI [MRBE| PE
Reset 0x0000_0000
R/W R/W
Addr 0x 01030

32 39 40 47 48 55 56 63

Field] CHA3 EU PR CNT | CHA4 EU PR_CNT CHA3_BUS_PR_CNT CHA4_BUS_PR_CNT

Field msb<-----Isb msb<-----Isb msb<-----Isb msb<-----Isb
Reset 0x0000_0000

R/W R/W

Addr 0x 01030

Figure 7-7. Master Control Register

Table 7-3 describes the Master Control Register signals.
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Table 7-3. Master Control Register Signals

Bits

Name

Reset
Value

Description

MPE

0

Master Parity Enable. Writing ‘1’ to this bit will enable parity to be checked for
master read data.

0 MPC185 when acting as master doesn’t check data parity on reads

1 MPC185 when acting as master checks data parity on reads

SDPE

Slave Data Parity Enable. Writing ‘1’ to this bit will enable parity to be checked for
slave write data.

0 MPC185 when acting as target doesn’t check data for parity

1 MPC185 when acting as target checks data for parity

SAPE

Slave Address Parity Enable. Writing ‘1’ to this bit will enable parity to be checked
for slave address parity.

0 MPC185 when acting as slave doesn’t check address for parity

1 MPC185 when acting as target checks address for parity

3.6

Reserved

Reserved

SWR

Software Reset. Writing 1 to this bit will cause a global software reset. Upon
completion of the reset, this bit will be automatically cleared and zero will be written
to all locations of the gpRAM.

0 Don't reset

1 Global Reset

8:9

RT

Read Type. When the MPC185 is a Master it will use the transfer type (TT) as
dictated by the read type below

00 - Read - TT = 01010

01 - Read with intent to modify - TT = 01110

10 - Read with no intent to cache - TT = 01011

11 - Reserved

10-23

Reserved

Reserved

24-27

B_Count

Burst Count. This count will be used for all master and slave initiated burst cycles.
For the MPC185, this number fixed at 4. This field can not be changed; itis readable
only.

28

Gl

Global Inhibit.
0 - Master will always drive GBL_B active (low).
1 - Master will always drive GBL_B inactive (high).

29

MRBE

Master Read Buffer Enable.

0 - Master will not buffer data read from the 60X bus.

1 - Master will buffer data read from the 60X bus until one cycle after AACK_B is
active.

Note: In the 60x bus protocol, the cycle after AACK is known as the ARTRY

window. Any snooping device can cancel the current transaction by asserting

ARTRY during the ARTRY window. This is only a problem for the MPC185 if a target

has sourced data before the ARTRY window. “Well behaved” 60x targets will not do

this, but if a system contains targets that can source data (and drive TA the cycle

before the ARTRY window), it is recommended that this bit be set to cause the

MPC185 to buffer data until after the ARTRY window before processing.
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Table 7-3. Master Control Register Signals (continued)

Bits

Name

Reset
Value

Description

30

PE

0

Bus Park Enable. When set, this bit causes the MPC185 to hold BR_B active (low)
as long as it has data to transfer, up to a maximum of 32 Dwords

0 Requestor Initiated Bus Parking not enabled

1 Requestor Initiated Bus Parking enabled

Note: Some 60x arbiters allow “requestor initiated bus parking”, in which the
current bus master will be given a continuous BG_B, so long as BR_B is held low.
This allows consecutive accesses to the same page in memory to be performed
with significantly reduced latency.

A channel can only request 32 Dwords at a time, so the gasket stops asserting BR
when the 32 dwords have been fetched, or the total request size has been satisfied,
whichever comes first.

31

Reserved

Reserved

32:39

CHA3_EU_PR_
CNT

Channel 3 EU Priority Counter. This counter is used by the controller to determine
when Channel 3 has been denied access to a requested EU long enough to
warrant immediate elevation to top priority.

Note: If set to zero, the CHA4 EU PR_CTR must also be set to zero, and the
controller will assign EU’s on a pure round robin basis. If set to hon-zero,
CHA4_EU_PR_CTR must also be set to a different, non-zero value.

40:47

CHA4_EU PR_
CNT

Channel 4 EU Priority Counter. This counter is used by the controller to determine
when Channel 4 has been denied access to a requested EU long enough to
warrant immediate elevation to top priority.

Note: If set to zero, the CHA3 _EU_PR_CTR must also be set to zero, and the
controller will assign EU’s on a pure round robin basis. If set to nhon-zero,
CHA3_EU_PR_CTR must also be set to a different, non-zero value.

48:55

CHA3_BUS_PR
_CNT

Channel 3 Bus Priority Counter.This counter is used by the controller to determine
when Channel 3 has been denied access to the 60x bus long enough to warrant
immediate elevation to top priority.

Note: If setto zero, the CHA4_BUS_PR_CTR must also be set to zero, and the
controller will assign access to the 60x bus on a pure round robin basis. If set to
non-zero, CHA4 BUS PR_CTR must also be set to a different, non-zero value.

56:63

CHA4_BUS_PR
_CNT

Channel 4 Bus Priority Counter. This counter is used by the controller to determine
when Channel 4 has been denied access to a needed on-chip resource long
enough to warrant immediate elevation to top priority.

Note: If setto zero, the CHA3_BUS_PR_CTR must also be set to zero, and the
controller will assign access to the 60x bus on a pure round robin basis. If set to
non-zero, CHA3_BUS_ PR_CTR must also be set to a different, non-zero value.

7.1.8 Master TEA Error Address Register (MTAR)

A Transfer Error Acknowledge (TEA) signal indicates afatal error has occurred during the
data phase of a 60x bus transaction. Invalid data may have been received and stored prior
tothereceipt of the TEA. Thisregister savesthe address of the transaction whose data phase
was terminated with a TEA. The channel that was initiating the transaction will be evident
from that channel’s error interrupt. The host CPU may chose to reset the channel reporting the
TEA, reset the whole MPC185, or reset the entire system with a machine check error. In any case,
the host may chose to preserve this TEA information prior to reset to assist in debug.
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The MTAR only holdsthe address of thefirst TEA reported, in the event multiple TEAs are
received before thefirst is cleared.

o 31 32 63
Field Address Reserved

Reset 0x0000_0000

RIW R
Addr 0x 01038

Figure 7-8. Master TEA Address Register

Table 7-4 defines the Master TEA Address Register hits.
Table 7-4. Master TEA Address Register Bit Definitions

Bits Name Reset Value Description
0:31 Address 0 Target address of the transaction when TEA was received.
32:63 | Reserved 0 Reserved

7.1.9 EU Access

Assignment of a EU function to a channel is done either statically or dynamicaly. In the
case of static assignment, a EU is assigned to a channel via the EU Assignment Control
Register (EUACR). Once a EU is statically assigned to a channel, it will remain that way
until the EUACR iswritten and the assignment is removed.

In the case of dynamic assignment, the channel requests a EU function, the controller
checksto seeif the requested EU function isavailable, and if it is, the controller grants the
channel assignment of the EU. Note that the channel does not need to know which EU it
receives, only that the function is assigned.

For the case of a EU function for which multiple EUs exist (e.g., the PKEU function), the
controller will implement a priority scheme to find the first available EU. The priority will
befrom PKEU1to PKEU2. Thatis, if aPKEU functionisrequested, the controller will first
check PKEU1, and then PKEUZ2, until it finds an unused PKEU.

If aEU isavailable for achannel when requested, the controller will assert the grant signal
pertaining to the request from the channel. The grant signal will remain asserted until the
channel issues the done signal.

7.1.10 Multiple EU Assignment

In some cases, achannel may request two EUs. The channel will do this by first requesting
the primary EU, then requesting the secondary EU. Once the controller has granted both
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EUs, this channel is then capable of requesting that the secondary EU snoop the bus.
Snooping is described in Table 6-3.

In al cases, the controller assigns the primary EU to a requesting channel as the EUs
become available. The controller does not wait until both EUs are available before issuing
any grants to a channel which is requesting two EU functions.

7.1.11 Multiple Channels

Since there are multiple channels in the MPC185, the controller must arbitrate for access
to the execution units. To accomplish this, the controller implements an arbiter for each
channdl.

Each arbiter acts on either aweighted priority-based or round-robin scheme, depending on
the vaues of CHA3 EU PR CNT and CHA4 EU PR CNT. If both
CHA3 EU PR CNT and CHA4 EU PR _CNT are set to anon-zero value, the arbiter will
implement the weighted priority scheme. Otherwise, the arbitration will be round-robin.
Setting only one of the CHA_EU PR _CNT fields to a non-zero value will result in
unpredictable operation.

7.1.12 Priority Arbitration

When arbitrating on the priority scheme, the priority will be asfollows:
* Channd 1 -- Highest priority

» Channel 2 -- Second highest priority, unless CHA3 EU_PR_CNT or
CHA4 EU PR CNT expired

* Channel 3 -- Third priority, unless CHA4 EU PR _CNT expired.
* Channel 4 -- Lowest priority, until CHA4_EU_PR_CNT expired

For channels 1-4, thepriority ischannel 1, channel 2, channel 3, and channel 4, in that order.
In order to prevent channels 3 and 4 from being locked out, the CHA3_EU_PR_CNT and
CHA4 EU PR _CNT fields are implemented in the Master Control Register. The value of
these fields determines how many times channel 3 or channel 4 can be refused accessto an
EU in favor of a higher priority channel. A counter isimplemented in the arbiter for each
of these entities. When the channel has lost arbitration the number of times specified in its
CHA_EU_PR_CNT field, then that channel hasthe 2nd highest priority when the requested
EU becomes available. CHA 1 always has the highest priority, but it cannot make back to
back requests, so the 2nd highest priority channel will be serviced upon completion of the
current CHA1 operation.

It is permissible for the CHA_EU PR CNT vaues to be different from the
CHA_BUS PR _CNT values, i.e., EU access may be prioritized, while bus access is pure
round robin, and vice-versa.
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7.1.13 Round Robin Snapshot Arbiters

The controller implements eight ‘ snapshot’” arbiters, one for each EU function, and onefor
the 60x bus. Each arbiter takes a snapshot of the requests for its function. If there are
requests, then the arbiter satisfies those requests via a round-robin scheme as the resource
becomes available. When all requests have been satisfied, the arbiter takes another
snapshot.

7.1.14 Bus Access

Bus access is granted via the same scheme that is used for granting EUs. When the
CHA_BUS PR _CNT valuesof both channel 3 and 4 are set to zero, round robin operation
isin effect. In this case, the snapshot arbiter samples the requests for the bus, then grants
those requests as the bus becomes available. For example, if channels 1, 2, and 4 are
requesting bus access at a given time, the snapshot arbiter will register the three requests
and ignore further requests. The buses will be granted to channel 1 until its transfer is
completely satisfied. Then the buses will be granted to channel 2 until channel 2's transfer
Iscompletely satisfied. Finally, the buses will be granted to channel 4 until that transfer is
completely satisfied. Then another snapshot of requests will be taken.

When arbitrating on the priority scheme, the priority will be asfollows:
* Channel 1 -- Highest priority

» Channel 2-- Second priority, unless CHA3 BUS PR _CNT or
CHA4 BUS PR _CNT expired.

* Channel 3 -- Third priority, unless CHA4 BUS PR CNT expired.
» Channel 4 -- Lowest priority, until CHA4 BUS PR_CNT expired

For channels 1-4, thepriority ischannel 1, channel 2, channel 3, and channel 4, in that order.
In order to prevent channels 3 and 4 from being locked out, the CHA3_BUS PR_CNT and
CHA4 BUS PR_CNT fields are implemented in the master control register. The value of
these fields determines how many times channel 3 or channel 4 can be refused accessto the
60x in favor of ahigher priority channel. A counter isimplemented in the arbiter for each
of these entities. When the channel has lost arbitration the number of times specified in its
CHA_BUS PR _CNT field, then that channel has the 2nd highest priority when the BUS
becomes available. CHA 1 always has the highest priority, but it cannot make back to back
requests, so the 2nd highest priority channel will be serviced upon completion of the current
CHA1 operation.

It is permissible for the CHA BUS PR _CNT vaues to be different from the
CHA_EU_PR _CNT values, i.e., EU access may be prioritized, while bus access is pure
round robin, and vice-versa.
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Chapter 8
60x Bus Interface Module

8.1 60x Interface

The 60x Bus Interface Module handles the interface between the system and the internal
modules of the MPC185. The 60x Bus Protocol is used in many systems implementing the
PowerPC CPU architecture. The 185 interface is a robust, flexible design, allowing the
MPC185 to act as both a bus master and slave in a variety of 60x bus implementations
(several subtlevariations of the protocol exist), although it was specifically designed for use
with the 60x implementation used by the PowerQUICC 2, and the MPC107. The interface
Is capable of up to 100MHz operation, and can operate with either 2.5v or 3.3v 1/0.

8.1.1 Bus Access

The controller inthe MPC185 hasthe ability to bea60x initiator or a60x target. Thismeans
that the controller can issue read and write commands to the 60x bus, and it can also be
written to and read from by the host.

The controller is the sole bus master in the MPC185. All other modules are slave only
devices. A channel may request access to system resources including the 60x bus. In these
cases, the channel must provide the starting address of thetransfer for the bus(es) requested.
All subsequent addresses are generated by the controller. All addresses will be sequential.

8.1.2 60x Initiator

The mechanism for transferring datato and from the 60x busasan initiator is either through
a60x read request or a60x write request to the 60x | F block. The MPC185 supports several
60x read transfer types, programmed by the read type bits in Figure 7-7 on page 7-8. The
MPC185 always performs single writes using the ‘write with flush’ transfer type. Burst
writesare performed as‘ writewith kill.” When the 60x becomes available, the channel must
be able to supply/take dataimmediately.

Chapter 8. 60x Bus Interface Module
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NOTE

Target accesses take priority over initiator accesses. It is
possible that an initiator access can be interrupted (internal to
the MPC185) by a target access. This occurs when a request
has been made to the 60x |IF for initiator access and a target
access occurs before the MPC185 is granted access to the 60x
bus. In this case, the controller saves the state of the initiator
transfer, satisfies the target access, then resumes with the
initiator transfer at the point where the initiator transfer was
interrupted.

8.1.3 Parity Errors

The 60x Interface Module checks for parity errors when transmitting and receiving data, if
programmed to do so by the MPE, SDPE and SAPE bitsin Figure 7-7. If a master parity
error occurs, the controller routes the parity error indication to the appropriate channel and
the channel generates an error interrupt. If the MPC185 detects a parity error when acting
as a slave, the address on the 60x busis stored in Figure 3-2 on page 3-9, and an interrupt
IS generated.

8.1.4 60x Read

The sequence for 60x read accessis as follows:

Channel asserts its 60x read request.

Channel furnishes address and transfer length.
Controller acknowledges request to channel.
Controller asserts request to 60x interface module.
Controller waits for 60x read to begin.

When 60x read begins, controller receives data from the 60x interface module and
performs a master write to the appropriate internal address using the address
supplied by the channel. Data always goes through the misalignment block. If
programmed to do so, the data will be buffered to prevent data from being latched
beforethe ARTRY window closes. (See Master Read Buffer Enablein Figure 7-7 on
page 7-8)

Transfer continues until the 60x burst read is completed and the controller has
written all datato the appropriate internal address. The 60x interface module will
continue making 60x bus requests until the full data length has been read. The 60x
interface module will also make single reads when the amount of dataremaining to
be fetched isless than a 60x burst (Iessthan afull cacheline.)
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8.1.4.1 Target Aborts

Itispossible for theintended target of an MPC185 master initiated transaction to terminate
the transfer due to an error. Every time a Transfer Error Acknowledge is received from a
target, the TEA bit in Figure 7-4 on page 7-5 is set, and, unless masked by Figure 7-3 on
page 7-4, the MPC185 channel which requested the transfer will signal interrupt via the
Figure 7-4. The host will be able to determine which channel generated the interrupt by
checking the ISR for the channel ERROR bit. The controller will also log the target address
which terminated with a TEA in the Figure 7-8 on page 7-11.

8.1.4.2 Address Retry

Because the MPC185 resides on the system memory bus, it is possible that a cache
controller is snooping MPC185 initiated transactions. This can result in an MPC185
initiated transaction being “retried”, due to the assertion of the ARTRY signal by an
external snooping agent. Even if the MPC185 doesn’t assert the ‘global’ signal (forcing
snooping), and even if the MPC185 transaction targets non-cacheable memory, an ARTRY
can be asserted by a snooping agent.

The MPC185 60x interface module contains al the necessary logic to abort the current
transaction, wait for the snooping agent to flush or negate its cache, then retry the
transaction. The MPC185 hasthe additional capability of buffering read and write data until
the ARTRY window closes (one cycle after the target asserts AACK). Although a
well-behaved target should never assert thefirst or only TA beforethe ARTRY window, this
isnot expressly forbidden in the 60x protocol. If thereisapossibility that any device on the
60x bus may source or sink data on the same cycle asit accepts the transaction viaAACK,
the user should set the MRBE bit in Figure 7-7, to enable MPC185 buffering.

8.1.5 Initiator Write

Initiator writes are performed by transferring data from one of the EUs to the output FIFO
in the controller, then transferring the data from the FIFO to the 60x bus when the 60x is
granted to the controller. The sequence for a 60x write accessis as follows:

» Channel requests the 60x bus from controller.
» Controller acknowledges request to channel.
» Channel furnishes address, transfer length.

e Controller loads the write datainto its FIFO, and waits for the 60x bus to become
available.

¢ Whenthe 60x bus becomes available, controller writes datafrom its FIFO to the 60x
interface module.

» Transfer continues until the 60x burst write is completed and the controller has read
al datafrom the appropriate internal address. The 60x interface module will
continue making 60x busrequestsuntil thefull datalength has been written. The 60x
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interface module will also make single reads when the amount of dataremaining to
be written islessthan a 60x burst (lessthan afull cacheline.) All MPC185 initiator
writes must be dword aligned.

NOTE

It is probable that several 60x bursts will be required to
complete any given request. When a channel has been granted
access to the 60x bus, no other requests to the 60x bus will be
acknowledged until that transfer has been fully satisfied; i.e.,
all bytes have been transferred.

8.1.6 Misaligned Data

The controller has the ability to initiate a 60x read. In some cases, the address for the read
may not be aligned to a modulo 8 boundary. In these cases, the controller will realign the
datato amodulo 8 boundary as it comesin from the 60x bus.

The data alignment block will fetch the data from the 60x bus at modulo 8 addresses. This
block will continue fetching data until the number of bytes left to read is equal to or less
than the width of the master data bus.

An example of misaligned data is shown in Figure . Note that the data alignment block
aligns the read data to a quad-word address boundary (*h100) for cycle 2. Then, with only
6 bytes remaining, the data aignment block aligns the 6 bytes to the dword address
boundary and fills the last two bytes with zeroes.
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10 Byte Initiator Read from Addr 0x102

0

63

1

63

From 60x Bus

Cycle 2

Cycle 3

From Data Alignment Block

63

A

63

8.1.7 60x Target

The controller also acts as a 60x target. As atarget, the controller simply responds to read
and write commands from the 60x bus. When a write command is received from the 60x
bus, the controller takes the data from the 60x interface module and sends it to whichever
internal location is indicated by the address. For aread, the controller goes to the internal
location and fetches the requested data from the specified address.

0x100

0x108

Figure 8-1. Data Alignment Example

60x Interface

Target accesses from the 60x bus are given priority over all other bus accesses in the

MPC185.
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Appendix A
Revision History

This appendix provides a list of the maor differences between the MPC185 Security
Co-Processor User’s Manual, Revision 0 and the MPC185 Security Co-Processor User’s
Manual, Revision 2.3.

A.1 Revision Change from Revision 0 to Revision 1

Major change to the MPC185 Security Co-Processor User’s Manual from Revision O to
Revision 1isasfollows:

Section, Page Changes
1.8, 1-12 Revised performance estimates for ARC4 and Kasumi.

A.2 Revision Changes From Revision 2.0 to
Revision 2.1

Major changesto the MPC185 Security Co-Processor User’s Manual from Revision 2.0 to
Revision 2.1 are asfollows:

Section, Page Changes

About this book, xix A preface was added to the book that describes the organization and
conventions used in the book.

21.,2-1 Table 2-1 was updated including showing the active low signals.

A.3 Revision Changes From Revision 2.1to
Revision 2.2

Major changesto the MPC185 Security Co-Processor User’s Manual from Revision 2.1 to
Revision 2.2 are asfollows:

Section, Page Changes
1.9, 1-13 Section was removed.

522,55 Note and Figure 5-4 were updated.
5.2.2,5-6 Table 5-4 was updated.
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A.4 Revision Changes From Revision 2.2 to

Revision 2.3

Major changesto the MPC185 Security Co-Processor User’s Manual from Revision 2.2 to
Revision 2.3 are asfollows:

Section, Page Changes

711, 7-2 Table 7-1 was updated.

7.1.3,7-3 First paragraph was updated for the MPC185 revision B.

7.1.3,7-4 Figure 7-3, the global interrupt enable (GIE), bit 56, was added to the
Interrupt mask register.

7.1.4,7-5 Figure 7-4, the GIE, bit 56, was added to the interrupt status register.

7.1.5, 7-6 Figure 7-5, the GIE, bit 56, was added to the interrupt clear register.

715, 7-7 Table 7-2, a description was added. for the GIE, bit 56.

7.1.6, 7-8 Figure 7-6, updated the ID register.
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