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Overview

1 Overview

The MPC190 is aflexible and powerful addition to any networking or computing system supporting PCI.
The MPC190isdesigned to off-load computationally intensive security functions—such askey generation
and exchange, authentication, and bulk encryption—from PowerQuicc 1™ communications processors
with integrated PCI (the MPC8265A and the MPC8266A) or from any processor through the use of a
PCI bridge chip.

The MPC190 is optimized to process all the algorithms associated with 1PSec, IKE, WTLSWAP and
SSL/TLS. In addition, the MPC190 is the only security processor on the market (other than the MPC180)
capable of executing the elliptic curve cryptography that is especially important for secure wireless
communications.
MPC190 features include the following:
» 6 Public key execution units (PKEUS) that support the following:
— RSA and Diffie-Hellman
— Programmable field size 80- to 2048-bits
— RSA-1024-64 key exchange in 2.0ms
— 520 IKE handshakes/second
— Elliptic curve operationsin either F(2) m or F(p)
— Programmable field size from 55- to 511-bits
— ECC key exchange (155 bit key) in 5.7ms
— 1000 IKE handshakes/second
3 Data encryption standard execution units (DEUS)
— DES
— 3DES
— Twokey (K1, K2, K1) or Three Key (K1, K2, K3)
— ECB and CBC modes for both DES and 3DES
* ARC four execution unit (AFEU)
— Implements a stream cipher compatible with the RC4 agorithm
— 40- to 128-bit programmable key
» 3 Message digest execution units (MDEUS)
— SHA-1 with 160-bit message digest
— MD4 or MD5 with 128-hit message digest
— HMAC with either algorithm
* Random number generator (RNG)
» PCIl 2.2 compliant external bus interface, with master/davelogic.
— 32-bit address/64 -bit data, 66MHz
— 32-bit address/32 —bit data mode
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System Architecture

* 9 Crypto-channels, each supporting multi-command descriptor chains
— Static and/or dynamic assignment of crypto-execution units via an integrated controller
— Buffer size of 2KBytes for each crypto-channel

* 1.8vsupply, 3.3vI1/O

« 252 MAPBGA,

» 2.0W power dissipation

2 System Architecture

The MPC190 is designed to integrate easily into systems using PCI, including systems built with
processors with integrated PCI bridges, such asthe MPC8265A, as shown in Figure 1. The external
processor accesses the MPC190 through its device drivers using system memory for data storage. The
MPC190 resides in the PCl address map of the processor; therefore, when an application requires
cryptographic functions, it creates descriptors for the MPC190, defining the cryptographic function to be
performed and the location of the data. The M PC190’s PCI-mastering capability permitsthe host processor
to set up acrypto-channel with afew short register writes, leaving the M PC190 to perform reads and writes
on system memory to complete the required task. Alternatively, all the execution units' registers are
available for direct read and write through the PCI interface.
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Pin Assignments

Figure 2 shows a configuration with the M PC190 communi cating with the host processor viaaPCl bridge,
such as the MPC107.

MPC7xx, MPC74xx Main
Memory
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MPC107
PCI Bridge MPC190
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PC!_ocaI Bus v \ _
Y
Network

Interface Card

Figure 2. MPC190 Connected to PowerPC Host CPU Via Bridge

3 Pin Assignments

Table 1 showsthe pin connections for the MPC190. The shaded regions show the pins that require special
consideration when designing a board for easy migration to the MPC184.

Table 1. MPC190 Pin Diagram

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16

A TMS | TCK | TRST [AD_32 | AD_34 [ AD_36| AD_38 |AD_40 |AD_42|AD_44 | AD_46 | AD_48 | AD_50 | AD_52 A
/NC /NC /NC /NC /NC /NC /NC /NC /NC /NC /NC

B| TDO | VSS | VSS | VSS |AD_33|AD_35|AD_37/| AD_39 |AD_41|AD_43/|AD_45 |AD_47 | AD_49 | AD_51 |AD_54/| AD_53 | B
/NC /NC NC /NC /NC NC /NC /NC /NC /NC NC /NC

C | TDI VSS | VSS | VSS | VSS | 3.3V | VSS 3.3V 33V | VSS | 33V | VSS | VSS | vSS |AD_56|AD_55| C
/INC /INC

D | INTA | GNT | VSS | 3.3V | 33V | 3.3V | 3.3V 3.3V 3.3V | 3.3V | 33V | 33V | 33V | 3.3V [AD 58 |AD 57| D
/NC /NC

E | RST# |M66EN| 3.3V 3.3V [Core V|CoreV |Core V| CoreV |CoreV |CoreV |CoreV |CoreV | 3.3V VSS |[AD_60 |AD_59 | E
/NC /NC

F | REQ# | Analog| 3.3V | 3.3V |[CoreV| VSS | VSS VSS VSS | VSS | VSS |CoreV| 3.3V | VSS |AD_62 |AD 61| F
Vdd /NC /NC

G| VvSS | TPA | VSS | 33V |CoreV| VSS | VSS VSS VSS | VSS | VSS |CoreV| 3.3V | 3.3V |PAR64 |AD_63| G
/NC /NC /INC

H| CLK | AVSS | 33V | 3.3V |CoreV| VSS | VSS VSS VSS | VSS | VSS |CoreV| 3.3V | 3.3V |C/BE_5|C/BE_4| H
/INC /INC
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Signal Descriptions

Table 1. MPC190 Pin Diagram

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16

J | VSS | VvSS | 33V | 33V |CoreV| VSS | VSS VSS VSS | VSS | VSS |CoreV| 3.3V | VSS |C/BE_7|C/BE_6| J
/INC /INC

K |AD_30|AD_31| 3.3V | 33V [CoreV| VSS | VSS VSS VSS | VSS | VSS |CoreV| 3.3V | 3.3V |ACK64 |REQ64| K
/INC /NC

L |AD_28 |AD_29| VSS | 3.3V |CoreV| VSS | VSS VSS VSS | VSS | VSS |CoreV| 3.3V | 33V | AD_1 |AD O | L

M | AD_26 | AD_27 | 3.3V 3.3V [Core V|CoreV |Core V| CoreV |CoreV |CoreV |CoreV |CoreV | 3.3V VSS | AD.3 | AD 2 |M

N | AD_24 |AD_25| VSS 3.3V | 33V | 3.3V | 3.3V 3.3V 33V | 33V | 33V | 33V | 33V | 33V | AD5 | AD 4 | N

P | IDSEL |C/BE_3| VSS | VSS | 3.3V | VSS | VSS 3.3V VSS | 33V | VSS | VSS | VSS | vSS | AD_7 | AD 6 | P

R |AD_23 | AD_22 | VSS VSS |AD_18|AD_16 [FRAME| TRDY | STOP |PERR| PAR |AD_15|AD_13 |AD_11| AD_8 |C/BE_0| R

T AD_21|AD_20 | AD_19 | AD_17 |C/BE_2| IRDY | DEVSEL | 3.3V | SERR [C/BE_1|AD_14 |AD_12 |AD_10| AD_9 T

4 Signal Descriptions

Table 2 showsthe signal descriptions for the MPC190. The shaded regions show the pins that require
special consideration when designing a board for easy migration from the MPC190 in 32b PCI mode to
the 32b only MPC184. Please also reference Chapter 2, 4 and 7 of the PCI Local Bus Specification
Revision 2.2 for other PCI system considerations.

Table 2. Signal Descriptions

Signal Pin Signal

Name Locations Type Type Description

Address/Data and Command Pins (74)

AD[31:0] K2, K1, L2, L1, M2, M1, N2, N1, I/0 T/S | Multiplexed Address/Data Bus
R1, R2, T2, T3, T4, R5, T5, R6,
R12, T12, R13, T13, R14, T14,
T15, R15, P15, P16, N15, N16,
M15, M16, L15, L16

AD[63:32] G16, F15, F16, E15, E16, D15, /10 T/S | Multiplexed Address/Data Bus
D16, C15, C16, B15, B16, A15,
B14, A14, B13, A13, B12, A12,
B11, A11, B10, A10, B9, A9, BS,
A8, B7, A7, B6, A6, B5, A5

Optional 64b PCI signals. Should be pulled up on
system board if operating in a mixed 32/64b PCI
environment. Can be No Connects in 32b PCI
only mode for MPC184 forward compatibility.

C/BE[3-0]# P2, T6, T11, R16 I/O T/S | Bus Command/Byte Enables

MPC190 Hardware Reference Manual and MPC184 Migration Guide, Rev. 3
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Signal Descriptions

Table 2. Signal Descriptions (continued)

Signal
Name

Pin
Locations

Signal
Type

Type

Description

C/BE[7-4]#

J15, J16, H15, H16

I/0

T/S

Bus Command/Byte Enables

Optional 64b PCI signals. Should be pulled up on
system board if operating in a mixed 32/64b PCI
environment. Can be No Connects in 32b PCI
only mode for MPC184 forward compatibility.

PAR

R11

I/0

T/S

Parity (Even Parity across AD[31:0], C/BE [3:0]

PARG4

G15

I/0

T/S

Parity (Even Parity across AD[63:32], C/BE [7:4]

Optional 64b PCI signal. Must be pulled up on
system board if operating in a mixed 32/64b PCI
environment. Can be No Connectin 32b PCl only
mode for MPC184 forward compatibility.

Interface Control (7)

FRAME#

R7

1’0

S/T/S

Assertion of FRAMEH# by an Initiator indicates the
beginning of a bus transaction. FRAME is
deasserted 1 cycle before conclusion of the
transaction.

TRDY#

R8

I/0

S/T/S

Assertion of TRDY# by a target indicates
readiness to complete a bus transaction.

IRDY#

T7

I/0

S/T/S

Assertion of IRDY# by an Initiator indicates
readiness to complete a bus transaction.

STOP#

R9

I/0

S/T/S

Asserted by a target to request termination a bus
transaction.

IDSEL

P1

Initialization device select is used as chip select
pin during Type 0 configuration transactions.

DEVSEL#

T8

I/0

Asserted by a target when claiming a transaction
(following subtractive decode of its address).

M66EN

E2

When sensed asserted (at initialization time), the
MPC190 enables its internal PLL and operates at
66MHz. The PLL should be enabled for
frequencies above 33MHz and disabled for
33MHz and below.

Arbitra

tion (4)

REQ#

F1

o)

T/S

Bus Request from Initiator to Arbiter

GNT#

D2

T/S

Bus Grant from Arbiter to Initiator

REQ64#

K16

I/0

S/T/S

Initiator requests 64-bit transfer

Optional 64b PCI signal. Should be pulled up on
system board if operating in a mixed 32/64b PCI
environment. This pin must be pulled up on the

MPC190 to allow the MPC190 to detect at Reset
that it is operating in a 32b only environment.

MPC190 Hardware Reference Manual and MPC184 Migration Guide, Rev. 3

Freescale Semiconductor




Signal Descriptions

Table 2. Signal Descriptions (continued)

Signal Pin Signal i
Name Locations Type Type Description
ACK64# K15 /0 S/T/S | Target capable of 64-bit transfer.
Optional 64b PCI signal. Must be pulled up on
system board if operating in a mixed 32/64b PCI
environment. Can be No Connectin 32b PCl only
mode for MPC184 forward compatibility.
System (3)
CLK H1 | IN System Clock input
RST# E1 I IN Asynchronous reset signal. Initializes MPC190to
known state.
TPA G2 (0] Test Pad Analog
This pin MUST have No Connection
Error Reporting (2)
SERR# T10 0] O/D | System Error is active low when unrecoverable
system error is detected.
PERR# R10 /0 S/T/S | Parity Error is active low when Parity Error is
detected
Interrupt Signals (1)
INTA# D1 (0] O/D |Interrupt Request
JTAG/Boundary Scan (5)
TCK A3 | Test Clock
If JTAG is NOT used, this pin must be tied to VSS
TDI C1 | Test Input
If JTAG is NOT used, this pin must be tied to
OVvDD
TDO B1 o Test output
If JTAG is NOT used, this pin must be NC
TMS A2 | Test Mode Select
If JTAG is NOT used, this pin must be tied to
OVvDD
TRST# A4 | Test Reset
If JTAG is NOT used, this pin must be tied to VSS
Powers/Grounds/No Connects (156)
Analog F2 | Analog PLL Power
VDD MPC190 = +1.8 V
MPC184 = +1.5V
AVSS H2 Analog PLL Ground
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Table 2. Signal Descriptions (continued)

Electrical and Thermal Characteristics

Signal
Name

Pin
Locations

Signal
Type

Type

Description

VSS

B2, B3, B4, C2, C3, C4, C5, C7,
C10,C12,C13, C14, D3, E14, F6,
F7,F8,F9,F10,F11,F14,G1, G3,

G6, G7, G8, G9, G10, G11, He,
H7, H8, H9, H10, H11, J1, J2, J6,
J7, 48, J9, J10, J11, J14, K6, K7,

K8, K9, K10, K11, L3, L6, L7, L8,
L9, L10, L11, M14, N3, P3, P4, P6,

P7, P9, P11, P12, P13, P14, R3,

R4

Ground

IVDD

E5, E6,E7, E8, E9, E10, E11, E12,
F5, F12, G5, G12, H5, H12, J5,
J12,K5, K12, L5, L12, M5, M6, M7,
M8, M9, M10, M11, M12

Core Power
MPC190 = +1.8V
MPC184 = +1.5V

OvDD

Cs, C8, C9, C11, D4, D5, D6, D7,

D8, D9, D10,D11,D12,D13, D14,

E3, E4,E13, F3,F4,F13, G4, G13,
G14, H3, H4, H13, H14, J3, J4,
J13, K3, K4, K13, K14, L4, L13,

L14, M3, M4, M13, N4, N5, N6, N7,

N8, N9, N10, N11, N12, N13, N14,

P5, P8, P10, T9

1/0 Power (+3.3v)

5 Electrical and Thermal Characteristics
This chapter providesthe AC and DC electrical specifications aswell asthe thermal characteristics of the MPC190.

5.1

Absolute Maximum Ratings

Table 3 lists ranges of absolute maximums of the MPC190.

Table 3. Absolute Maximum Ratings

Characteristic Name Absolute Min | Absolute Max Unit
Power supply voltage—Core Vop -0.5 +2.2 Volts
Power supply voltage—I/O Vbpa -0.5 +4.1 Volts
Storage temperature — -55 +125 °C
Static input pin voltage — -0.5 +4.1 Volts

Note: Vppq must not exceed Vpp by more than 2.2V at any time.
Note: Permanent device damage may occur if ABSOLUTE MAXIMUM RATINGS are exceeded. Functional operation
should be restricted to RECOMMENDED OPERATING CONDITIONS. Exposure to higher than recommended

voltages for extended periods of time could affect device reliability.
Note: This device contains circuitry to protect the inputs against damage due to high static voltages or electric fields;
however, it is advised that normal precautions be taken to avoid application of any voltage higher than maximum rated
voltages to this high-impedance circuit.

MPC190 Hardware Reference Manual and MPC184 Migration Guide, Rev. 3
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Electrical and Thermal Characteristics

5.2 Package Thermal Characteristics
Table 4 showsthermal resistances for the 252-pin MBGA package

Table 4. Package Thermal Characteristics

Rating Symbol Max Unit

Junction to ambient *: 2(@ 1m/s) Single—layer board R 24 °c/w
Four—layer board 18

Junction to board 2 (bottom) R 12 °c/w

Junction to case # (top) R 6 °c/w

T Junction temperature is a function of on-chip power dissipation, package thermal resistance, mounting site (board)
temperature, ambient temperature, air flow, board population, and board thermal resistance.

2 Per SEMI G38-87.

3 Indicates the average thermal resistance between the die and the printed circuit board via the cold-plate method, per
JESD 51-8.

4 Indicates the average thermal resistance between the die and the case top surface via the cold plate method (MIL
SPEC-883 Method 1012.1).

5.3 Operating Conditions and Electrical Characteristics
Table 5 shows AC and DC electrical characteristics. Unless specified otherwise, conditions are asfollows:
Vgg=0V DCandT p=0°Cto120° C.

Table 5. DC Electrical Characteristics

Characteristic Name Min Max Units
Power supply voltage—Core Vpp 1.65 1.95 Vpe
Power supply voltage—I/O Vbpa 3.0 3.6 Vpe
Input low voltage (Vdd = min) Vi -0.5 0.3 Vppq Vpe
Input high voltage (Vdd = max) Vin 0.5 Vppa VDDQ+0.5 Vpe
AC supply current (I/O power not included) Ibp — 800 mA
Standby supply current Iss — 300 mA
Input leakage current @ Vppq = Vi, > Vgg lleak — +10 A
Output high voltage (lon = -500 pA) Voh 0.9 Vppa — Vpe
Output low voltage (IOL = 1500pA) Vol — 0.1 Vppq Vpe
loo=3.2mA, C_ =35 pF (IRQ)
loy = 3.2 mA, C|_ = 50 pF (D[0:31])
Output high current ! lon(AC) -12 Vppq -32 Vppq A
Output low current 2 loL(AC) 16 Vppq 38 Vppq A

VOUT =0.3 VDDQ for IOH (min), VOUT =07 VDDQ for IOH (max)
VOUT =0.6 VDDQ for IOL (min), VOUT =0.18 VDDQ for IOL (max)

MPC190 Hardware Reference Manual and MPC184 Migration Guide, Rev. 3
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Electrical and Thermal Characteristics

5.4 AC Timing Specifications

Table 6 showsthe AC timing specifications for the master clock and reset signals. Unless specified
otherwise, conditions are as follows:

165V <<IVDD<19V;VSS=0V; TA=0°Cto70°C,
Table 6. AC Timing Specifications—Clock and Reset Pins

Condition Name Min Typ Max Units
Output rise/fall time Tiie — — 3 nS
MCLK frequency Fe — 66 — MHz
MCLK duty cycle Fac 45 50 55 %
RESET pulse width Trst 16 — — cycles
RESET input rise/fall time Ty — — 1 uS

5.5 AC Timing Characteristics
Table 7 shows the AC timing specifications for data signals.

Table 7. AC Electrical Characteristics

Condition Name Min Max Units
Input Signals

Clock frequency Flock — 66 Mhz
Clock cycle time teye 15 — nS
Clock-to-signal valid delay '+ 2 tyal 2 6 nS
Input setup time to clock-bused signals tsu 3 — nS
Input setup time to clock point-to-point signals tsu (Pip) 5 — nS
Input hold time clock ty 0 — nS
Float to active delay ton 2 — nS
Active to float delay toff — 14 nS

T Maximum times are measured with the circuit load shown in Figure 3 and Figure 5.

2 Minimum times are measured at the package pin with the circuit load shown in Figure 4.

MPC190 Hardware Reference Manual and MPC184 Migration Guide, Rev. 3
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Electrical and Thermal Characteristics

Figure 3, Figure 4, and Figure 5 show timing circuits.
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Electrical and Thermal Characteristics

Pin
| 1/2 in. max. |
N |
Qutput
Buffer O
Vce
25Q
N
10 pF
Figure 5. T, ,, (max) Falling Edge
5.6 IEEE 1149.1 AC Timing Specifications
All unitsin Table 8 are nanoseconds.
Table 8. JTAG AC Timing Specifications
Condition Name Min Max

TCK cycle time THTH 60 —
TCK clock high time try 25 —
TCK clock low time trL 25 —
TDO access time trLqv 1 10
TRST pulse width trsRT 40 —
Setup times Capture tcs 5 —

TDI tovTH 5

T™S tMvTH 5
Hold timesCapture teH 13 —

TDI trHDX 14

T™MS trHMX 14

MPC190 Hardware Reference Manual and MPC184 Migration Guide, Rev. 3
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Case Outline Package Dimensions

6 Case Outline Package Dimensions

Figure 6 and Figure 7 show the case outline package dimensions.
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Figure 6. Case Dimensions
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Case Outline Package Dimensions
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